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5 Executive Summary

This document is designed to provide a comprehensive guide for the Navy and Marine Corps Intranet (NMCI) execution.  NMCI planning, policy, organization, and system functions and operations are included.  Background and amplifying details of processes, structure, and procedures are provided in supporting documentation and are addressed here only as necessary for clarification.  The Execution Plan is not a contractual document and is presented as a stand-alone manual to describe the major NMCI system considerations from program start-up, through system transition, to full operational capability (FOC).  Users of this plan are encouraged to refer to the NMCI contract for reference on all contractual matters.  

Overview

NMCI is an Information Technology (IT) initiative and procurement strategy to provide secure, seamless, global end-to-end connectivity for Naval war fighting and business functions.  NMCI will support new processes and technologies such as knowledge management, distance learning, and telemedicine to improve the quality of life for service members and Department of Defense (DoD) employees and support personnel.

NMCI is not an acquisition program.  Through the NMCI initiative, the United States Navy (USN) and United States Marine Corps (USMC) will procure IT services through a seat management contract.  This commercial contract delivers comprehensive, end-to-end information services through a common computing and communications environment.  This environment enhances system and software interoperability and increases information exchange capability between garrisoned and deployed forces. 

Scope
The capability and performance of NMCI will extend to all Navy and Marine Corps bases, posts, camps, stations, activities and locations.  NMCI will comprise the Service Delivery Points (SDPs) and associated services as defined in chapter six of the Design Reference Manual (DRM).  All modernization, upgrades, and technology refresh will occur over the NMCI contract life cycle.

The NMCI service area includes the Continental United States (CONUS), Alaska, Hawaii, Guantanamo Bay (Cuba), and Puerto Rico for an estimated 336,000 Navy and Marine Corps uniformed and civilian workforce members (which including 6,000 USMC Reservists) in addition to approximately 80,000 Navy and Marine Corps Selected Reserve force members.  The NMCI service area may also be expanded to outside CONUS (OCONUS) sites.

NMCI infrastructure and services may extend to afloat or deployed units.  NMCI’s infrastructure and services end-point is the physical interface with the tactical or operational connection available to afloat and/or deployed units provided by the Defense Information Switched Network (DISN).  Navy and Marine Corps units that embark aboard deploying afloat units may be provided with NMCI transportable hardware and software.

This embarkable hardware and software will integrate and function with shipboard infrastructure provided through the “IT for the 21st Century” (IT21) initiative and the Marine Corps Tactical Network (MCTN).  Additional desktop hardware and software may be required when Navy and Marine Corps Reserve forces are activated.  In the future the NMCI and IT21 may be an integrated environment where sailors and/or marines will not have to change their embarkable configurations to operate in the environment.

Background
NMCI is the culmination of a five-year effort to lay the foundation for a Department of the Navy (DoN) enterprise network.  To accomplish the mission of Joint Vision 2010 (JV 2010), the Concept for Future Operations, and the requirements of IT-21 and MCTN, the DoN was directed to develop and implement an enterprise-wide IT network.  This network must provide fully integrated, interoperable, end-to-end connectivity, and secure access to a full range of voice, video, and data services.  It must ensure the reliability, availability, and integrity of Naval information, information systems, and critical infrastructure needed to protect, defend, secure, and support Naval mission-critical military capabilities.  These capabilities are provided through NMCI for the combined Navy and Marine Corps shore IT infrastructure, including embarkable units.

Numerous strategies to acquire the capabilities for NMCI were considered, including traditional procurement of all NMCI infrastructure hardware and software with operation and management of the resulting system by Government personnel.  Market research revealed that the commercial sector primarily acquires such capabilities through the use of long-term service contracts.  All required enterprise-wide IT capabilities, including infrastructure, are provided and managed by contract.  The customer pays a fixed price per user (“seat”) for each applicable period (e.g., monthly) throughout the life of the contract if the Contractor meets established service levels.

The DoN conducted an Analysis of Alternatives (AoA) and concluded that the NMCI requirements could be provided most efficiently and effectively by a single private sector entity providing IT services under a long-term commercial seat management contract.  This determination was based on:

· The lack of interoperability within the DoN’s shore IT infrastructure 

· The need to achieve IT interoperability with the Navy and Marine Corps and Joint forces 

· The ability to quickly and effectively harness the continuing rapid developments in commercial IT

· The demonstrated ability of private-sector companies to design and manage enterprise-wide networks through the use of seat management type contracting

Vision
The NMCI vision is "to secure seamless, global, end-to-end connectivity supporting both warfighting and business functions that will allow our people to focus on the mission rather than IT services, and that will enable new processes and technologies such as knowledge management, distance learning, and telemedicine to improve the quality of life of all service members and employees."

Mission
The NMCI mission is to plan, coordinate, and align the entire information infrastructure, to include enterprise systems and data under a single, coherent and forward-looking strategy. The information infrastructure must collectively provide to the warfighters and decision-makers the right information at the right place and the right time. Therefore, the NMCI solution and strategy must be aligned with and support a wide range of current and future DoN initiatives to reengineer business processes and support evolving warfighting operational concepts.  Specific NMCI goals include the following:

· Provide migration from the current DoN IT environment to the NMCI environment with minimal negative impact on current and projected operations

· Provide users adequate capacity and bandwidth as needed with minimum network latency

· Remove access, connectivity, and throughput impediments to productivity and speed of command

· Quickly and securely share knowledge around the globe

· Eliminate interoperability problems

· Align NMCI solutions and strategies to support related initiatives that improve information management

· Reduce cost of voice, data, and video services

· Ensure the implementation strategy provides a continually advancing level of capability and performance

· Ensure the highest level of customer satisfaction through continuous monitoring, rapid resolution of incidents, and technology refreshment to ensure NMCI exceeds evolving demands for service

· Be responsive to evolving security threats

NMCI Services

The NMCI Contractor will provide services to a range of Navy and Marine Corps end points. These SDPs include voice, video and data end users, connection points for end users, the general NMCI enterprise, and interfaces to other DoN and DoD communications environments. The specific services to be provided to these service delivery points vary but include the IT services in the NMCI Contract Line Item Number (CLIN) structure (see Figure 1-1).
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Figure 1‑1 – CLIN Structure – Ordering

NMCI will supply 336,000 or more seats at over 400 Navy and Marine Corps locations.  A “seat” is defined as a workstation or personal computer (PC), with supported applications, a help desk infrastructure, training, and accounts required for using NMCI.  An "account" authorizes user to access the NMCI infrastructure (Intranet) and is associated with the user.  Seats are associated with a physical environment providing the services on a per-seat basis, where all required service components are bundled.  Other seats include cell phones, pagers, VTC, etc.
Related Programs
IT21

Information Technology for the 21st Century (IT21) is a customer-driven demand to modernize the Navy's C4I infrastructure. It provides for accelerated implementation of customer-led C4I innovations and existing Command and Control (C2) programs that are funded in the budget. The goal is to enable the warfighter to exchange classified and unclassified, tactical and non-tactical information from a single desktop computer, shorten timelines, and increase combat power.

IT21 is also one of the Fleet's responses to adapt and develop new operational concepts in an ever-changing environment. As the commercial world shifts and adapts to technology, the military must also. The warfare analogue is the shift from platform-centric to network-centric warfare. The focus of platform-centric warfare is mass on mass, requiring extensive physical infrastructure, large overhead and immense capital expenditure. Conversely, networks leverage intellectual capital, focus information and increase combat power. Network-centric warfare uses reduced infrastructure and overhead, and a non-traditional shift in the use of capital expenditures. The result is a shift from attrition based warfare to speed of command. Figure 1-2 shows the relationship between NMCI and IT21.



Figure 1‑2 – NMCI and IT21

The global nature of US Navy and US Marine Corps missions dictate the requirement for the worldwide deployment of both personnel and equipment.   In addition, both the Navy and Marine Corps operate or depend upon an extensive array of automation and telecommunications systems and networks to provide their deployed elements access to critical command and control, combat support and combat service support voice, video and data exchange services.  As specified in the NMCI contract, the final NMCI architecture must ensure interoperability with or integration into these existing networks and systems.  Navy and Marine Corps units must operate in fully deployed, non-shipboard environments as well as at CONUS and OCONUS locations without NMCI services and connectivity.  

Two important IT21 components that NMCI must address are the embarkable seats/services (CLINs 0003 and 0004) and pierside connectivity support.  Both of these requirements are critical to the afloat and expeditionary environment.

Embarkable Seats

Embarkable seats receive the same basic services as the standard NMCI red, white or blue data seats and are subject to the same Service Level Agreements (SLAs) while they operate within the NMCI environment.  While embarked to the IT21 environment, ISF will provide limited NMCI services to include limited system management, legacy application reach back, web access reach back and e-mail forwarding.  Figure 1-3 outlines the division of responsibilities between the ISF and the user community for embarkables transitioning from NMCI to a deployed IT21/MCTN environment and return.




Figure 1‑3 – Embarkable Support Services

The ISF has divided their embarkable support into three categories.  Services, which includes e-mail support and data migration; network management, including asset management and technology refresh; and platform support which includes configuration/re-configuration, training, documentation and Integrated Logistics Support (ILS).

An Embarkable Working Group, a focus group of the Interoperability Working Group (IWG), has been formed to specifically address requirements definition, fielding, interoperability, risk mitigation and end user satisfaction for embarkables.  This group consists of PMO, fleet, USMC and ISF representatives.  An Embarkables Implementation Plan (EIP) capturing the end-to-end process for the testing and fielding of embarkable seats from NMCI to the IT21 and MCTN environments is currently being drafted.

Pierside Connectivity

The specific pierside connectivity requirements are outlined in the Interface Control Document (ICD), Attachment 10, and the Security Requirements document, Attachment 4, to the NMCI contract.

The ISF is required to provide secure transport connectivity for data between a pierside connection and the corresponding IT-21 NOC or mini-NOC facility.  According to the ISF Concept of Employment (COE) for Pierside Connectivity, dated 23 March 2001, the Navy will retain responsibility for connection of the umbilical to the ship or submarine and the operation and maintenance of the existing ATM network infrastructure.  ISF will assume responsibility for providing connectivity (provisioning of circuits) between the various ISNS/IT-21 enclaves that comprise the current ATM network infrastructure.

A Pierside Connectivity Working Group, another focus group of the IWG, has been formed and is currently working with the ISF to determine exactly how pierside connectivity will be implemented.  This group consists of PMO, fleet, USMC and ISF representatives.  

Base Level Information Infrastructure (BLII)

The Base Level Information Infrastructure (BLII) initiative is a separate, but NMCI coordinated effort, defined and funded as part of the Navy Switch and Cable Modernization Program (NASCAMP). BLII was established to meet the PR-97 mandate to all the Services to modernize base IT infrastructure with 60% complete by FY2000 and 100% complete by FY2010.  BLII, a stand-alone program, is only applicable to OCONUS.  While designed to be interoperable with NMCI it is not duplicative in any way. Upon successful implementation of CONUS NMCI, the NMCI contract may be modified to include the overseas BLII infrastructure.

Marine Corps Tactical Network (MCTN)
The Marine Corps Tactical Network (MCTN) provides a flexible, secure, robust, reliable and expeditionary IT capability to Marine Forces deployed for training and combat operations.  The heart of the MCTN is the integrated Tactical Data Network (TDN) and Digital Technical Control (DTN) systems that provide secure IP routing and switching for several tactical end user systems to transport data, voice, facsimile and video information.  The MCTN interface with NMCI will normally occur through a direct MCTN-NMCI interface at a training base, through a DISN provided Standard Tactical Entry Point (STEP) site or through a Fleet Network Operations Center (Fleet NOC).  These interfaces are described in Attachment 10 to the NMCI Solicitation, (Interface Control Document). The entire NMCI Solicitation is available for viewing on the SPAWAR website.

Base Telecommunications/Network Infrastructure BTI/NI

The Marine Corps Base Telecommunications/Network Infrastructure program (BTI/NI) is the acquisition program to improve the Marine Corps Enterprise Network and provide infrastructure for voice, video and data.  Beginning in FY02, NMCI will provide this function for video and data for USMC units within CONUS until some future date when the USMC will procure voice services from NMCI.  The USMC plans to do the same for Far East OCONUS units.

6 NMCI Organization

NMCI was developed as a joint Navy and Marine Corps program in an effort to devise the optimal Intranet capabilities for both organizations.  This chapter describes the higher level of internal and external agencies that directly or indirectly affect the management of NMCI.  A brief description of each agency’s contribution is provided, along with a more detailed explanation of the Program Executive Office for Information Technology (PEO-IT) and Navy and Marine Corps NMCI Program Management Offices (PMO) duties and responsibilities.

NMCI Organizational History

In October of 1999, an Overarching Action Collaboration Team (OACT) was chartered to provide senior Navy and Marine Corps leadership the opportunity to engage in NMCI program development and oversight from the beginning.  The OACT is currently co-chaired by the PEO-IT, OPNAV N6, and the Assistant Chief of Staff for C4I A (CS C4I).  The team includes members from 25 Navy Echelon II organizations and Marine Corps commands who meet regularly to review and discuss significant NMCI issues.  In many cases, they provide a direct conduit to the program offices for urgent issues or concerns.  All items are compiled and referred to the program offices for action.  The program offices in turn relate the items to the respective area of concern, where the matter is researched and a response is provided back to the OACT and initiating party.

During initial program development, the NMCI organization was functionally matrixed into ten (10) Action Collaboration Teams (ACTs) who worked directly for the PEO-IT.  Each of the ten (10) teams provided the principal production, analysis, and recommendation effort dedicated to the NMCI development in their respective areas.  The ten (10) ACTs are listed below:

· Requirements/Baseline and Data Gathering

· Governance/Operational Control

· Business and Financial Management (BFM)

· System Engineering

· Programmatics

· Procurement

· Implementation

· Integrated Logic Support (ILS)

· OCONUS

· Communications

These ten (10) ACTs formed the basis for the NMCI Request For Proposal (RFP) development.  Working Groups and Focus Groups were assigned on an ad hoc basis to assist ACT members with specific research and program execution assignments.  Working Group membership was drawn from major systems commands, other DoN organizations, and private industry to provide a diverse, representative viewpoint.  

The OACT provided guidance and final review of the ACTs’ efforts.

The underlying structure consisting of the ten (10) ACTs was realigned into a nine (9) ACT system in March 2000 as follows:

· Ops/Governance 

· BFM

· Programmatics

· Procurement

· OCONUS

· Communications

· Transition

· Contract Execution

· Technical 

[image: image4.png]


In preparation for post award contract management administration and operations, the NMCI organization has realigned into the following structure.

Figure 2‑1 – NMCI Organizational Arrangement

Support Agencies

Congressional oversight is provided primarily through the House Appropriations Committee Survey and Inspection Team (HAC S&I) and the House Armed Services Committee (HASC).  The DoN works directly with both committees through the Office of Legislative Affairs (OLA) to provide the documentation and background material required for NMCI program assessment.  The Defense Information Systems Agency (DISA) provides assistance and oversight in evaluating NMCI system objectives, reviewing implementation methodology, and reconciling development efforts to DoD IT guidance.  DISA administers the Defense Information Systems Network (DISN), which provides connectivity to other DoD and Government agency activities.  All Wide Area Network (WAN) requirements and long haul services provisioning are monitored by DISA.  NMCI interfaces directly with the DISN to transport voice, video, and data on the Non-secure Internet Protocol Router Network (NIPRNET) and Secret Internet Protocol Router Network (SIPRNET).

The Assistant Secretary of Defense for Command, Control, Communications, and Intelligence (ASD C3I) serves as the DoD CIO.  In this capacity, the ASD C3I provides guidance and oversight in leveraging current technology to achieve information superiority and consistency of infrastructure development in support of warfighter requirements. The DoN-CIO is responsible for providing oversight for all information management/information technology (IM/IT) strategic development as it relates to NMCI. 

The Deputy Assistant Secretary of the Navy (DASN) for Command, Control, Communications, Computers, and Intelligence (C4I) is the lead Naval agency for directing development efforts and ensuring that all program development guidelines are met.  DASN C4I reviews metrics, risk management, solicitation, and planning documentation and related materials prior to release to higher authority and also serves to resolve any technical or operational issues at the Secretary of the Navy (SECNAV) level.

Both ASD C3I and DASN/C4I will play important roles setting policy and guidelines in managing the efforts of NMCI.

The Commandant of the Marine Corps (CMC) Assistant Chief of Staff for C4 (ACS C4) and the Chief of Naval Operations Space, Information Warfare, and Command and Control Directorate (OPNAV N6) serve as the procurement initiative sponsors for NMCI.  As such, they are responsible for identifying and providing the funding required to support the program.  They also directly monitor and supervise the activities of the PEO and PMOs regarding all execution matters.

Chief of Naval Operations (CNO)

Need discussion on CNO here.
NMCI Governance

The NMCI Governance Structure scope encompasses all enterprise strategic direction, resource and policy matters relating to the NMCI.  The scope does not include contract management or network operations.  The NMCI Governance Structure has four primary purposes: 

·  Establish a forum for DoN Claimants and major commands to provide senior level user input to the NMCI enterprise

· Provide enterprise level review and approval of NMCI requirements and resource priorities 

· Review and approve enterprise policy, standards, architecture and applications 

·  Review and approve the results of the annual NMCI planning process

The NMCI Governance Structure ensures that DoN NMCI issues are resolved at the appropriate levels, that the entire DoN community is involved in developing/approving an integrated, synchronized NMCI strategy and that the ultimate oversight of  the NMCI enterprise rests with the DoN and Service CIOs.   CTF NMCI N5 and HQMC C4(CP) will serve as co-executive secretaries of the Stakeholders’ Council and will be responsible for administrative support in the preparing, staffing, and coordinating resolution of proposed issues, agendas and the publication of  minutes of the Stakeholders’ Council.  The Office of the DoN CIO will designate an executive secretary for the Information Executive Committee.  The executive secretary will schedule meetings, set the agenda, and promulgate the meeting minutes and decisions.

Composition  
The organization and membership of the NMCI Governance Structure is based on the Overarching Action Collaboration Team (OACT) and Action Collaboration Team  (ACT) organizations that provided oversight and support for putting the NMCI contract in place, as depicted in Figure 2-1.  



Figure 2‑2 – NMCI Governance Structure

Information Executive Committee

 The Information Executive Committee will be composed of the DoN CIO, the Navy CIO (OPNAV N6), and the USMC CIO (HQMC C4).  DASN (C4I), PEO(IT) and FMB will be included as members when appropriate.

Stakeholders’ Council
The Stakeholders’ Council membership will be drawn from the organizations currently represented on the current OACT.  Members will be the N6/G6/CIOs’ of their respective organizations.  Appropriate level representation from ASD (C3I); the Joint Staff; and on a rotating basis, the Unified CINCs will be included as observers. The NMCI contractor will be included in an advisory capacity 
Enterprise Action Groups (EAGs)
EAGs are working groups of DoN and vendor technical personnel modeled on NMCI Action Coordination Teams, and the DoN CIO-led group that established DoN Architecture and Standards.  Some will be standing groups, such as the Security and Technical groups, and some will be issue-specific, and formed on an as-needed basis.  Each group will have a lead sponsoring organization, and designated chairs or co-chairs.  Each EAG will have subgroups which address issues in more specific areas.

Responsibilities
Information Executive Committee

· Approve NMCI IT policy.

· Approve NMCI strategic direction.

· Render decisions on issues forwarded by the Stakeholders’ Council 

· When required, approve Enterprise Action Groups, and issues to be worked by the groups 

Stakeholders’ Council

· Review and validate evolving needs for the NMCI enterprise as a whole
· Review and approve the results of the NMCI annual planning process
· Review and approve enterprise resource priorities
· Review and approve enterprise applications
· Review policies required for the operation of NMCI.  Recommend new policies to the Information Executive Committee
· Review and approve DoN Claimant/Major Command membership on Enterprise Action Groups and issues to be worked; when required, forward recommendations to the Information Executive Committee
· Provide recommendations on strategic direction for the NMCI enterprise to the Information Executive Committee.
· Forward issues for which consensus cannot be reached to the Information Executive Committee
Enterprise Action Groups

· Work NMCI issues identified by Stakeholders’ Council 

· Provide deliverables and recommendations to Stakeholders’ Council

NMCI Governance Process
Any member of the Council may submit issues for consideration by the Stakeholders’ Council.  Issues will be submitted to the co-chairs of the Council, the CTF NMCI and HQMC C4.

The co-chairs of the Council will determine, in conjunction with the PMO/PCO/Vendor, if the issue can be resolved within the NMCI contract.  If not, the co-chairs will include the issue in the Stakeholders’ Council agenda.

Agenda items will be staffed to the Stakeholders’ Council and discussed virtually, by VTC, or at a Council meeting.  A collaborative tool and periodic VTCs will be used as forums to discuss/resolve Stakeholders’ Council agenda items.  

If consensus is reached in the Stakeholders’ Council, the decision will be forwarded to the PEO-IT, appropriate SYSCOM or CTF NMCI/MITNOC for execution.  If consensus is not reached, the issue will be forwarded to the Information Executive Committee for a decision.

Issues requiring study will be forwarded to a standing Enterprise Action Group, a new group formed to address the specific issue, or a designated organization.  The Stakeholders’ Council or Information Executive Committee, as required, will approve the standup of new groups and designate a lead organization for the group.  The Stakeholders’ Council co-secretaries will track the progress of the issue for the Stakeholders’ Council.  The group working the issue will report back to the Stakeholders’ Council with a recommendation for resolution of the issue. Figure 2-3 depicts this process.



Figure 2‑3 – NMCI Governance Process

Global Network Operations Center (GNOC)

The Navy must have the ability to oversee and direct the management of the NMCI in support of worldwide Naval operations.  The CTF NMCI will be supported by the GNOC for these functions.  The Global Network Operations Center (GNOC) shall:

· Serve as a central point of contact for matters concerning the Navy's portion of the DoD GIG
· Provide a 24 hour/7 day operations center to support NCTF CND’s mission of monitoring, restoring and securing Navy networks as directed by JTFCND 

· Provide a 24 hour/7 day operations center to support NCTC’s mission of providing the Fleet and operating forces with IT services and connectivity

· Provide a 24 hour/7 day operations center to support CTF NMCI’s mission of overseeing and directing, through the NMCI Contractor, NMCI operations
· Provide visibility to DISA GOSC, regional operations centers, and other DoD component NOSCs to facilitate end-to-end management, regional and global situational awareness

Functions of the GNOC
The GNOC will serve as an integration center for the network operations capabilities required to support NCTF CND, NCTC and CTF NMCI.  It will receive IDS data from the NAVCIRT, along with network views and inputs from the IT-21 NOCs and the NMCI Contractor.  The GNOC will perform the following functions in support of CTF NMCI:

· Monitor NMCI network status and performance through tools provided by Contractor.  

· Notify CTF NMCI of major network faults and corrective action being taken by Contractor.  

· Assist CTF NMCI in maintaining a record of faults, network down time, and corrective actions taken, common trends, etc. 

· Assist CTF NMCI in monitoring network support to Naval operations 

· Assist CTF NMCI in coordinating service priorities and network restoration priorities

· When directed, coordinate shifting of service allocation according to priorities set by CTF NMCI for emerging operational requirements (i.e. support to real-world operations, natural catastrophes, etc.)

· Monitor compliance with network policy responsibilities outside the scope of Contractor

PEO Organizational Responsibilities and Communications

The PEO-IT, headquartered in Washington DC, will provide overall program policy and guidance.  Figure 2-4 depicts this organization.





Figure 2‑4 – PEO-IT Organization

Program Executive Office for Information Technology (PEO-IT)
The PEO-IT was established to provide up-to-date, responsive, and interoperable information technology support to the Naval warfighter and supporting elements.  The PEO-IT is responsible for ensuring approved IT requirements are satisfied for a DoN enterprise-wide network capability that provides end-to-end, secure, assured access to the full range of data, video, and voice services.  The PEO-IT is responsible across all DoN claimants and commands for projects and programs relating to the Naval Intranet and other enterprise IT programs as assigned.  The PEO-IT monitors and evaluates the performance of those assigned programs, makes recommendations as appropriate, and reports program status and progress to the Assistant Secretary of the Navy for Research, Development and Acquisition (ASN RD&A). 

Operating agreements between Space and Naval Warfare Systems Command  (SPAWAR), Naval Sea Systems Command (NAVSEA), the Commandant of the Marine Corps (CMC), and Naval Reserve Force (NAVRESFOR) will define support to be provided for and specific relationships between PEO-IT and each of these organizations.  Current IT programs/initiatives assigned to the PEO-IT consists of NMCI, the Navy Standard Integrated Personnel System (NSIPS), and Defense Integrated Military Human Resources System (DIMHRS).

The NMCI initiative is managed by PEO-IT reporting directly to ASN RD&A.  The PEO-IT is currently structured as a matrix organization with command/managerial responsibilities provided by PEO-IT staff.  The PEO-IT is administratively attached to SPAWAR for basic PEO organizational support.  Specific to the NMCI service contract, PEO-IT receives support through IPTs that integrates talent from PEO-IT staff, Navy and Marine Corps Systems Commands, Headquarters United States Marine Corps and Naval claimants.

Deputy PEO (USMC) Director
Deputy PEO (Navy) Technical Director
Deputy PEO for Enterprise Solutions
The Director Business Operations
West Coast Deputy PEO/SPAWAR PD-15
Program Management Office (PMO) Organizational Structure 

Program management will be the responsibility of the two (2) PMOs, which are staffed from resources provided by SPAWAR PMW-164 and Marine Corps Systems Command C4I Directorate (MARCORSYSCOM C4I).  The PMOs will directly support PEO-IT by managing the overall implementation effort.  This includes the following specific responsibilities:

· Provide overall management under the direction of PEO-IT, coordinating the implementation effort among the various organizations

· Provide technical direction, develop schedules, identify, and mitigate risks

· Provide Government Management Office (GMO) program direction and oversight

· Enforce PEO-IT policies

During the two (2) program phases (i.e., transition and steady state), the PMO (SPAWAR PMW-164 and MARCORSYSCOM C4I) will lead the contract execution effort and will oversee the management of the Government Management Offices (GMOs).  MARCORSYSCOM C4I and the GMOs will provide consulting services with Contractor assistance.

The PMOs provide management oversight of the NMCI transition and implementation.  This includes collection and execution of Claimant and Command requirements, facilitation of legacy system transition, assessments of technology, and implementation of DoN and DoD plans and policies.  In addition, PMOs provide contract management and oversight, assist CTF NMCI in developing and implementing policies and best business practices, manage Government Furnished Equipment (GFE), and oversee GMO business process management.  As depicted in Figure 2-5, the PMO structure provides maximum NMCI customer support through a matrix concept that covers technical and T&E requirements, information assurance (IA), business and financial management support, programmatics, contract management, implementation coordination, and Customer advocacy.  
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Figure 2‑5 – Navy NMCI Program Management Office

Navy NMCI Program Management Office (PMO)
Procuring Contracting Officer (PCO)

The PCO is resident in the Contracts Department at SPAWAR with a matrix relationship to the PMOs. The PCO has the primary role of overseeing and monitoring contractual procedures and performance. The PCO establishes procedures and controls necessary for effective contractual oversight of the NMCI initiative. The PCO will certify Contracting Officer Representatives (CORs) for the NMCI contract to provide technical coordination efforts.

The PCO’s responsibilities include but are not limited to the following:

· Perform all PCO and ACO duties in accordance with Federal Acquisition Regulations

· Delegate Administrative Contracting Officer (ACO) responsibilities to NAVSUP and MARCORSYSCOM as set forth in letters of delegation

· Negotiate and issue all modifications to terms of basic contract

· Oversight and negotiation of all unpriced CLINs

· Chair Incentive Review Board (IRB) and authorize all incentives under contract

· Chair Small Business Semi-Annual Review and authorize associated incentives

· Manage customer satisfaction program, chair performance review, prepare past performance reporting, and authorize all incentives

· Maintain contract oversight

· Monitor down-time credits and collect credits in accordance with Contractor’s approved credit plan

· With Lead ACO, provide training for local ACOs, CORs, Customer Technical Representatives (CTRs) and claimants

· Resolve issues and disputes arising from basic contract and contract modifications issued by PCO, including Request for Equitable Adjustments (REAs) and claims; Receive Contractor claims and REAs, and when appropriate, forward to issuing ACO for resolution
· Manage all required CPARS reporting

· Monitor orders on Contractor’s web-based tool 

· With Lead ACO, develop and implement policies, guidelines and processes to effectively manage contract

· Approve CORs

· Manage contract through close-out

· Develop contract policies for NMCI

Customer Advocate (CA)

The Customer Advocate (CA) serves as a direct liaison between the Navy PMO and high-level Claimancy representatives in all matters of mitigation and resolution.  They are responsible for ensuring that all NMCI concerns, issues, and disputes are brought to the attention of the PMO for expeditious response.  The Deputy Program Manager (DPM) serves as the lead CA to coordinate this effort.

The CA position is relationship-sensitive.  The CA is resident in the PMO and works directly with the PCO and the Customers to resolve high-level issues.  As an adjunct to the PCO, time/mission critical Customer issues will be screened for personal PCO attention.  Knowledge of Customer issues at the executive level is required.  For these reasons, this function is seen as a position that will provide flag and executive level interfaces including the following responsibilities:

· Act as principal Command enterprise customer service representative 
· Liaison with the DPM on high level customer issues

· Screen time/mission critical Customer issues for personal PCO/PMO attention 

· Possess thorough knowledge of customers’ mission, facilities, staff, operational philosophy, and issues at executive level

· Facilitate Contractor making continuous improvements to better satisfy the customer

· Assist with identifying future requirements, interpreting alternative service options, establishing schedules, and ensuring satisfactory completion of services
Business Financial Manager (BFM)

The Navy BFM is responsible for financial planning, budgeting, execution, business practice development and reengineering.  Specific functions include the following:

· Develop the annual spend plan and validate its executability 

· Forecast financial requirements and report execution status

· Process all billing and payment documentation

· Manage all credit/debit funding

· Develop and maintain all Base Area Network (BAN) and Program Objective Memorandum (POM) requirements

· Develop and monitor the three (3) major annual budgets (President’s, Office of the Secretary of Defense (OSD) and Financial Management + Budget (FMB)

Technical 

The Navy Technical group provides overall systems engineering support for NMCI major efforts including:

· Support position as Lead Technical Authority.

· Technical Liaison with CTF (Operational Control and Governance Organizations)

· DoD Initiatives Support and Compliance

· Support for Enterprise Resource Planning

· DoN Integration & Interface Support

· Review & Assess Technical Interface Requirements

· DoN Applications Access Support (Legacy and new)

· Validate Requirements for Enterprise Applications; Interpret into contract task orders

· Manage and support interfacing of Joint &Coalition Systems/Applications into NMCI

· Manage NMCI interfaces with DMS/Smart Card/White Pages/Directory Services/Government Apps Hardware/Software

· Manage integration of Legacy Systems into NMCI

· Network Systems Support

· Review & validate WAN/LAN Architecture. Liaison with DISA to ensure Long Haul Connectivity

· Review/validate Vendor waiver requests

· Analyze SLA and performance metrics, regional statistics, provide summary, recommendations to Technical lead

· Technical Insertion Analysis Support

· Evaluate new & emerging technologies, requirements & standards for insertion/refresh into NMCI

· Affiliated network management

· Policy and governance

Programmatics

The Programmatics team acts directly on behalf of the Program Manager and Deputy Program Manager in coordinating overall PMW program management efforts including:

· Single point of collection and facilitation the answering all questions (incl FAQs) submitted to PEO/PMO from Customers

· Develop and Maintain Database to support the question collection and processing

· Facilitate the definition and inclusion of Gov't activities and milestones into the NMCI Integrated Master Schedule maintained by the ISF

· Assist the PMO staff in maintaining and updating the PMO portions of the NMCI IMS

· Develop and maintain an interim Database to support tracking of Post Award Orders, Modifications of Orders, tracking and maintenance of all CLINs

· Support the PEO IT War Room, CTF War Rooms, and CNO DCC

· Define and manage process to receive/review/comment/approve NMCI related documents.  Documents include CDRLs, General Documents and Reports


"Lessons Learned", Archived Documents, Orders and Order related documents, Contract and Contract related documents

· Serve as information interface for CTF

· Assist PMO in retrieving specific reports regarding contractual performance from ISF maintained Databases

· Assist the PMO staff by collecting/tracking internal PMO action items

· Developed and maintained the NMCI Contract Database program. This program contains the linking of PMO high level documents (contracts, contract) management manual, business case analysis, execution plan, and transition plan) into a searchable common database

Systems Transition Analysis Team (STAT)

The Systems Transition Analysis Team (STAT) provides a single, authoritative source of validated information for NMCI implementation across the Navy and Marine Corps throughout system transition.  Key responsibilities include the following:

The STAT office provides program management support to the PMO.  The STAT provides critical services to the PMO to facilitate the operations of the PMO.  The PMO is not staffed to perform these critical functions.

Information Assurance (IA)

The IA division is responsible for all matters of network security, including the following:

· Coordinate all IA matters between end users and all functional groups

· Coordinate all certification and accreditation (C&A) issues, and provide liaison between certification authorities and Designated Approving Authorities (DAAs)

· Coordinate any SIPRNET/NIPRNET certification and documentation matters, including policy waivers

· Manage and coordinate all GFE cryptographic requirements definition, validation, and procurement

· Review and manage critical products, security architecture, and connectivity plans

· Provide liaison with other DoD services and higher authority in all matters of security

· Review and maintain the System Security Authorization Agreement (SSAA) and other C&A documentation, including risk and vulnerability assessments and security CONOPS

· Identify and investigate security issues related to fielded systems

· Make technical recommendations on IA critical products such as security architecture, security critical products list, System Security Authorization Agreement (SSAA), security CONOPS

· Management of Security Assessment Red and Green Teams
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Figure 2‑6 – USMC NMCI PMO

Marine Corps NMCI Program Management Office (PMO)
USMC Program Manager Navy/Marine Corps Intranet – Information Technology (PM NMCI-IT)

PM NMCI-IT has the mission to support the Marine Corps as the single point of contact for central management, transition and execution of the Navy Marine Corps Intranet services contract and to continue as the single point of contact for the central management of Information Technology Infrastructure.

USMC NMCI Liaison Officer (NMCI LNO)

The NMCI LNO will be stationed at the PEO-IT and represent the PM NMCI-IT on site.   The NMCI LNO will receive operational guidance and tasking from PM NMCI-IT.  The NMCI LNO will participate in PEO-IT and other DoN activities, projects and working groups as required and approved by PM NMCI-IT.
USMC NMCI Business Operations Team

The NMCI Business Operations Team will act as the internal interface within MARCORSYSCOM for all general administrative support, budget planning and execution, and operational issues for the program management office.  It will also serve as the external interface with the NMCI contractor for Integrated Logistics Support, to include facilities related issues.  The Business Operations Team’s responsibilities will include but not be limited to the following:

· Manage central USMC funding

· Develop annual spend plan and validate its executability for USMC PMO

· Forecast financial requirements and report execution status

· Process all billing and payment documentation

· Manage all credit/debit funding

· Develop and maintain all Base Area Network (BAN) and Program Objective Memorandum (POM) requirements

· Develop and monitor two (2) major annual budgets (President’s, Office of the Secretary of Defense (OSD), and Financial Management Board (FMB)

· Coordinate funding for services requested by local Command above services provided by enterprise central funding.  

· Develop USMC risk management, program metrics, long-range planning, and internal/external business process documentation.

· Develop/execute Transition Plan

· Plan/monitor sea/shore rotation and training

· Track infrastructure transfer to NMCI Contractor and Contractor inventory that would be procured if NMCI contract is terminated

· Manage and coordinate all GFE cryptographic requirements definition, validation, and Navy procurement

USMC NMCI Contracts Team

The NMCI Contracts Team will provide Administrative Contracting Officer (ACO) support for the NMCI services contract and Procuring Contracting Officer (PCO) support for the Common Computer Resources (CCR) and the Marine Common Hardware Suite (MCHS) programs plus all C4ISR software programs.  The NMCI Contracts Team will be headed by the USMC Administrative Contracting Officer (USMC ACO) whose NMCI responsibilities will include but not be limited to the following:

· Issue orders for basic and additional services

· Issue orders for priced items

· Report to PCO orders to be counted toward guaranteed yearly contract minimum 

· Negotiate and issue orders under unpriced items; coordinate actions with Lead ACO prior to resolution

· Inform Lead ACO of any potential global issues that may require a change to the basic contract

· Support the Lead ACO in resolving issues and disputes impacting USMC

· Reconcile invoice and payment discrepancies

· Advise Lead ACO on potential change orders

· Administer and close out orders issued

· Provide regular reports on incentives, small business goals, and customer satisfaction to the Lead ACO

· Report down-time credits and report status to Lead ACO in accordance with the credit plan

· Perform contract administration functions in FAR 42.302 as specifically delegated.

· Provide status reports on an “as required” basis

· Resolve issues and disputes arising from orders and modifications issued by the USMC ACO, including REAs and claims, as delegated by the PCO.

The NMCI Contract Management Organization is illustrated in the figure below:




Figure 2‑7 – Contract Management Organization

USMC NMCI Information Technology Team

The NMCI Information Technology Team will provide information technology services in the areas of the Navy Marine Corps Intranet services contact, Common Computer Resources, Base Telecommunications and Common Messaging.

USMC Transition Team/Customer Advocate

· Manage the transition from the Marine Corps Enterprise Network to the NMCI.

· Act as principal USMC enterprise customer service representative.
· Possess thorough knowledge of customers’ mission, facilities, staff, operational philosophy, and issues at executive level.
· Assist commands in identifying future requirements, interpreting alternative service options, establishing schedules, and ensuring satisfactory completion of services.  
· Screen time/mission critical

· Claimant issues for personal USMC PCO/PMO attention

· Coordinate the Marine Corps’ voice, video and data communication service delivery with the Contract Officer Representative (COR) and the Customer Technical Representative (CTR), ensuring the Marine Commander's IT requirement is identified to the Contractor and meets customer expectations. 
· Monitor the timeframe from initial order placement to final SLA compliance

· Maintain a lessons learned database for all major commands and associated local “war rooms” 

· Facilitate Contractor making continuous improvements to better satisfy the customer

USMC NMCI Technical Services

· Provide overall systems engineering support for NMCI related efforts involving enterprise-wide resource planning, application development, application migration, technical interfaces, seat allocation, and service level agreement performance measurement and compliance.

· Review and assess technical interface requirements

· Manage interfacing of Joint systems and applications

· Manage integration of legacy systems into NMCI

· Review and validate LAN and WAN architecture

· Analyze SLAs and performance metrics, regional statistics, and provide associated risk assessment

· Evaluate new/emerging technologies and standards for technical refresh and insertion

· Combine and validate Contractor/Claimant technical information

· Display and monitor overall system status, both the Contractor and Government

· Support for enterprise-wide resource planning, development and migration of enterprise applications to NMCI

USMC NMCI Common Computer Resources

· Support and manage the establishment of standard workstations and application servers in support of NMCI Embarkable requirements and for the Marine Corps Common Hardware Suite (MCHS).

· Provide life cycle management for the USMC owned computer hardware inventory.

USMC NMCI Common Messaging

· Support Marine Corps common messaging requirements, to include implementation of the Defense Messaging System (DMS).

USMC NMCI Information Assurance Coordinator

· Support for data warehouse applications and level storage systems

· Review and validate Contractor waiver requests

· Coordinate all IA matters between the end users and all functional groups

· Coordinate all certification and accreditation (C&A) issues, and provide liaison between certification authorities and Designated Approving Authorities (DAAs)

· Coordinate any SIPRNET/NIPRNET certification and documentation matters, including policy waivers

· Review and manage critical products, security architecture, and connectivity plans

· Provide liaison with PEO-IT representative for security in all matters of security

· Review and maintain System Security Authorization Agreement (SSAA) and other C&A documentation, including risk and vulnerability assessments and security CONOPS
Identify and investigate security issues related to fielded systems

USMC Marine Information Technology Network Operation Center (MITNOC)

The MITNOC is overseen by the Director, C4 at Headquarters, U.S. Marine Corps and operates in a peer relationship to the Commander Task Force NMCI (CTF NMCI).  It serves as the central network operations node for all Marine Forces that are deployed and the current operation of the Marine Corps Enterprise Network.  Once transition to NMCI is complete, the MITNOC will continue to control the network operations within the NMCI USMC Enclave.  In addition to its network operations role, it performs the Information Assurance mission for the Marine Corps through the Marine Forces Computer Network Defense (MARFOR-CND).

Navy/USMC Government Management Office (GMO)

PEO-IT has developed a geographically diverse, decentralized support infrastructure of GMOs to support the program’s overall managers (i.e., PMOs) as the principal mechanism for implementing NMCI.  The four (4) Navy GMOs will support Claimant requirements planning, ordering, billing, and contract execution.  Locations were selected to support user concentration areas.  The highly centralized structure of the Marine Corps lends itself to the formation of a fifth GMO to perform similar functions.  The Navy GMOs will report to SPAWAR PMO and interface with SPAWAR Contracts and Comptroller departments.  The USMC GMO will report to the USMC PMO. The five (5) GMOs will provide technical, contractual, and financial support to ensure the successful execution of the contract.


Figure 2‑8 – NMCI Chain of Command

Lead Engineer/GMO Manager
The Navy Lead Engineer/GMO Manager has a dual role in executing the NMCI contract.  These individuals are responsible for managing day-to-day operations of the GMOs; ensuring information flows up and down the organization and coordinating/disseminating engineering/technical guidance to CORs and CTRs. The Navy Lead Engineer/GMO Manager will work through the USMC PMO to provide information to the Marine Corps.  Responsibilities will encompass the following:

· Provide GMO business process management

· Implement policies disseminated by PMO

· Mitigate emergent requirements not covered in contract

· Provide technical refresh oversight 

· Monitor technology refresh/insertion opportunities and proposals

· Provide technical assistance to PCO with Contractor compliance (DoD security, interoperability policies and standards) (e.g., Joint Technical Architecture (JTA), Information Technology Standards Guide (ITSG), etc.)

· Monitor enterprise-level engineering activities, adapt to evolving Claimant and DoN requirements 

· Monitor centralized architecture (interfaces with network in new environment)

· Monitor technical transition

Contracting Officer’s Representative (COR)
The COR's primary role is to provide Government technical interface with the Contractor and monitor compliance with contract requirements.  The COR serves as the primary point of contact and technical liaison between the Contractor and the Contracting Officer.  The COR is not an administrative contracting officer and does not have authority to direct the accomplishment of effort which is beyond the scope of the contract or task order (TO).  The COR may be changed at any time by the Government without prior notice to the Contractor, but notification of the change, including the name and address of the successor COR, will be promptly provided to the Contractor by the contracting officer in writing.  The COR's primary responsibilities will be as follows:

· Provide technical assistance to CTRs 

· Monitor GMO (area of responsibility) transition activities

· Ensure timely delivery and execute NMCI performance of services by Contractor as defined in the contract Task Order.  

· Provide Government acceptance of delivered services/certification of invoices

· Inspect/accept Contractor’s performance as measured in SLAs 

· Liaison between CTR, ACO, PCO, and NMCI Contractor 

· Monitor areas of evaluation delegated by PCO

· Investigate complaints for PCO and ACO

· Mitigate disputes between NMCI Contractor and customer

· Monitor and validate intranet performance (enterprise perspective)

· Monitor and validate Service Level Agreement (SLA) performance.

· Oversee technology refresh/insertion opportunities and proposals for area of responsibility.

Customer Technical Representative (CTR)

The Claimants/commands will provide the CTRs, who will be responsible for translating Command requirements to the COR.  The CTR will provide support to both the local Claimant and COR.  The CTR will serve as the COR’s local Claimant/ Command representative.  NMCI Contract effort performed by the CTRs will be directed by the COR.  The COR will be expected to resolve small disputes between the Contractor and the Claimant/ Command.  The CTR will support task order service verification and may serve as the DISA interface for Navy claimants.  The CTR will translate requirements into Statement of Objectives and Statement of Work.  They will assist in development of government estimates and with customers in defining order requirements.  The CTRs will explain CLIN specifications and associated services.  The MITNOC will act as the main DISA interface for the Marine Corps.  

The CTRs will perform, at a minimum, the following roles and functions:  

(1) Transition Responsibilities

(a) Assist Customers/Claimants preparing for transition to NMCI
· Complete “as-is” transition template 

· Represent the customer in Contractor/Customer interactions

· Review technical documentation of legacy application migration to assess application’s ability to meet Claimant operational requirements; coordinate discussions with COR/Contractor  

· Provide technical/contracts assistance to Customers/Claimants involved in renegotiating existing IT contracts, including any impacts on NMCI Integrated Master Schedule (IMS) reviews

· Support COR in drafting Statements of Work (SOW) for task orders

(2) SLA Responsibilities 
· Provide support to COR by interpreting/representing Customer/Claimants in contract discussions; provide work completion validation to COR/STAT
· Provide input to COR for preparation of final report on Contractor performance for applicable task order in accordance with procedures prescribed by COR
(a) SLA Management and Acceptance 
· Provide Customer/Claimant representation in any discussions regarding SLA clarification/definition and support processes

(b) SLA Review

· Initiate and sustain periodic review process for work performed in support of Customer/Claimant

· Review/validate SLA reports for work completion/quality of service, and provide Customer/Claimant input in support of Incentive/Credit Process

· Assess existing SLA strategy for impact to the quality of service and compatibility with Customer/Claimant operations

(3) Problem Resolution Responsibilities

(a) Problem Resolution
· If helpdesk is unable to resolve problem CTR will conduct an evaluation process and make recommendation to COR, Customer/Claimant, or others for resolution and may provide facilitation for any required discussions  

(b) Problem Escalation

· Identify/escalate problems unable to be resolved by CTR and COR

(4)
Security Responsibilities 

(a) Red/Green Team Security Testing 

· CTR receives notice of all Green Team activities.

· The CTR will conduct a site visit or remotely validate corrective action taken in response to issues identified during security testing.  

· Verify corrective action(s) have been taken and completed to the satisfaction of the Customer/Claimant in conformance with the SLAs.

(b) GFE Cryptographic Equipment 

· Monitor status and receipt of deliveries of cryptographic equipment

(5)
Ordering/Payment Responsibilities 

(a) Ordering 

· Validate the delivery of services to meet Customer/Claimant orders 

(b) Software Distribution Process

· Identify additional software application requirements by user or target device

· Develop deployment schedule with Contractor that is consistent with Customer/Claimant operational requirements

(c) Credit Review Process 

· Review and validate SLA report(s)/invoice(s) and forward to COR

(d) Invoice Process (85%) 

· Validate work completed using validation checklist and forward to COR

(e) Full Payment Process 

· Validate work completed using the validation checklist and forward to COR
(6)
Seat/Network Responsibilities 

(a) System/Network Management 
· Coordinate site support requirements as defined in Solicitation Para 5.6

· Review proposed plans for consistency with Customer/Claimant operational requirements
· Review proposed IMS for consistency with Customer/Claimant operational requirements
(b) Seat Deployment and Installation 

· Coordinate Kickoff Meeting to assist forming onsite IT coordination teams

· Assist/provide additional Customer/Claimant information for development of installation plans

· Review installation plans to ensure Customer/Claimant Operational Requirements are met
· Coordinate site support requirements as defined in Solicitation Para 5.6 in support of installation execution
(c) Asset Management

· Coordinate identification of assets to be assumed by the Contractor

· Coordinate documentation of activity plant property records to reflect transfer to Contractor

· Review migration plan to ensure no interruption of services and consistency with final operational environment

(d) Move /Add/Change (M/A/C) Process 

· Approve Customer/Claimant service requests for M/A/C

· Review M/A/C to validate accuracy of system migration and updates of the preformed M/A/Cs

(e) Network Interruption Notification 

· Plan/coordinate network outages between Operations, Command and Governance group, Customer/Claimant and the Contractor
(7)
Progress Status Reporting Responsibilities

(a) Validate and report on completion and quality of transition to the COR and STAT per the timelines contained in Figure 3-1.

(b) Recommend acceptance and invoice certification to the COR

The CTRs will remain flexible during the evolution of NMCI in order to facilitate taking on different and additional duties as needed.

Naval Supply Systems Command (NAVSUP)

Lead Administrative Contracting Officer (ACO)
The Lead ACO, residing at the Navy Inventory Control Point (NAVICP), will provide guidance to, coordinate and interface with local ACOs on behalf of the PCO.  In general, the Lead ACO will perform the following functions:

· Coordinate with local ACOs and support PCO in management of guaranteed yearly contract minimum orders  

· Support PCO in resolving issues and disputes with the Contractor

· Advise PCO on potential change orders

· Provide regular reports on incentives and customer satisfaction to PCO

· Act as member of the IRB in support of PCO

· Administer down-time credits report and provide a consolidated status to PCO

· Resolve issues and disputes arising from orders and modifications issued by Lead ACO, including Request for Equitable Adjustments (REAs) and claims, as delegated by the PCO.  Provide monthly status report of all existing REAs and claims to PCO

· Monitor issues and disputes arising from Local ACO actions to assess cross-region impact

· Provide training jointly with PCO for local ACOs, CORs, CTRs, claimants and commands

· Develop and implement policies, guidelines, and processes jointly with PCO to effectively manage the NMCI contract

· Perform contract administration functions as specifically delegated in FAR 42.302

· Administer and close-out issued orders

· Provide status reports on an “as required” basis

Local Administrative Contracting Officer (Local ACO)
The Local ACOs, NAVSUP and MARCORSYSCOM personnel, are responsible for administering the contract to the extent that the PCO has delegated in contract administration.  In the case of NMCI, Local ACOs will be placed at Fleet Industrial Supply Center (FISC) locations, collocated with GMOs, or at the PMO to assist the PCO and Lead ACO.  Local ACOs will interface with the Lead ACO and the COR to coordinate all post-award contractual responsibilities.  In general, the local ACOs will perform the following functions:

· Issue orders for basic and other additional services

· Issue orders for priced items

· Issue guaranteed yearly contract minimum orders 

· Negotiate and issue orders under unpriced items; coordinate actions with Lead ACO prior to resolution

· Inform Lead ACO of any potential global issues that may require changes to basic contract

· Support Lead ACO in resolving issues and disputes across multiple regions

· Resolve issues and disputes arising from orders and modifications issued by local ACO, including REAs and claims, as delegated by PCO

· Reconcile invoice and payment discrepancies

· Advise Lead ACO on potential change orders

· Administer and close out orders issued

· Provide regular reports on incentives, small business goals, and customer satisfaction to Lead ACO

· Report down-time credits and report status to Lead ACO in accordance with credit plan

· Perform contract administration functions as specifically delegated in FAR 42.302

· Provide status reports on an “as required” basis

7 NMCI Transition 

Transition Approach

The purpose of this chapter is to describe the critical processes, procedures, and tasks necessary to ensure successful implementation of NMCI for the Navy and Marine Corps.  This chapter provides a roadmap of activities to phase-in seat management environment, start-up a new contract, and forms the baseline of activities for transition.  It describes the transition environment, roles and responsibilities of the CTRs, Claimants, Activities, and the Information Strike Force (ISF).

The overall management approach to transition will involve CTRs with close coordination of each Claimant, Command, and activity. The claimants and commands nominate the CTRs based upon the distribution of CONUS commands. It is initially estimated that 94 CTRs will be required to support the CORs at three (3) Navy GMO locations: Norfolk, Va., Jacksonville, Fl., and San Diego, Ca.  Detailed training will be provided to CTRs based upon the phasing plan for the Commands transition to NMCI. Training will include an overview of seats and services, transition process, and contract execution.

Each activity's transition schedule will depend on the size of the activity as it relates to the number of seats to be transitioned.  For planning purposes, the activity sizes are defined as small, medium, and large.  A small activity is defined as having less than ten (10) workstations. It is anticipated that NMCI has approximated 1200 small activities.  A medium activity is defined as having between 10 and 249 workstations.  It is anticipated that there are 800 medium activities.  A large activity is defined as having greater than 250 workstations.  It is anticipated that there are approximately 400 large activities.  These guidelines can assist the CTRs in determining the level of effort needed for estimating the planning tasks necessary for transition.

Claimant/Command Planning
The best way to manage change is through careful planning and communications at all levels of the organization.  Keeping everyone informed along the way is crucial to success.  Also crucial to the successful transition to NMCI is the planning and documentation of expectations of all involved in the transition process.

Supporting the transition process is a Memorandum of Agreement (MOA).  The MOA forms the basis of the agreement between the Navy Claimants and NMCI USN PMO/PEO-IT.  The MOA applies to all units, activities and sites subordinate to the Claimancy and acts as the governing document for the transition of NMCI to the Claimant.  When applicable, MOAs will be created between joint commands (PACOM, JFCOM) and the NMCI PMO/PEO-IT.  For the USMC, the USMC PM NMCI will centrally coordinate service delivery with Marine Corps commands.

During the Claimant Planning Phase, the Claimant should also define the security policy for physical, personnel, procedural, Communications Security (COMSEC), and the acceptable level of risk for NMCI operation at the subordinate units.  NMCI CMS custodian responsibilities will be addressed within the MOA.

Activity Planning and Support
Detailed planning at the activity level will ensure successful implementation of NMCI.  To accommodate the tasks necessary and to assist each activity, it is recommended that the CTRs host a series of meetings to facilitate the activities in transition planning and support.  

Preparatory Meetings

Preparation meetings, chaired by the CTR, and directed at:

· Discussion of transition schedule for the activity

· Overall review of the Command agreement in place (MOA)

· Discussion of CLINS and ordering services

· Introduce Data Collection Template and User’s Guide

· Identification of any issues or concerns unique to the activity

· Discussion on how to best manage personnel displacement process

· After Action Report drafted and agreed upon by the activity leadership and CTRs

· Roles and responsibilities of Activity and ISF

· The ISF's transition process

· Identification of infrastructure requirements

· Identification of physical needs

· Review of the SLAs and user expectations

· Discussion of lessons learned from other activities transition 

ISF In-Briefings

The ISF will conduct Echelon 2 in-briefings as well as site in-briefings geared toward: 

· Introductions of ISF team

· Introduction of Activity Transition team

· ISF led discussion on process, milestones, and schedule

· Establishment of Transition Baseline, which will subsequently be managed through the formal change process

· Creation of detailed site-specific implementation plan

· After Action Report should be drafted and agreed upon by activity leadership, CTRs, and ISF.

Transition Status Review Meetings

The primary purpose of these meetings should be to take a real-time status of the transition activities taking place and to resolve any issues that may have developed.  The main items to be discussed during these meetings should be the following:

· In-progress review by ISF

· Action item review from previous meetings

· Problem review and resolution

· Schedule to completion review

· After Action Report should be drafted and agreed upon by activity leadership, CTRs, and ISF

· Review any outstanding items with orders

· Answer questions on CLIN items

· Compare inventories to baseline

· Review any changes to baseline

Transition Activities

This section outlines the specific activities that should be performed by every Command in concert with the ISF and the ISF’s transition plan.  This section provides information that will assist in:

· Appointing a Transition Team

· Gathering data on “as-is” or existing conditions 

· Supporting ISF’s due diligence period

· Understanding the transition process

Preparing for implementation is the key to a smooth transition.  Exact timeframes for the initial implementation will depend on each site's complexity.  Understanding the phases of implementation and selecting a team of proven leaders is critical to success.

The orderable items, as defined in the contract, are summarized below.  The Solicitation contains a detailed definition of the seats and services.

Data Seats: 
Fixed, Portable, Embarkable, Embarkable Portable, Hybrid Basic, and Hybrid Enhanced 

Upgrades:  
Data Seats: High-End, Mission-Critical, Classified; Embarkable/Embarkable Portable: Full Service, Limited Service

Additional: 
File Share Space, Classified Remote Access, Classified/Unclassified Switch, Voice Communication, Defense Message System (DMS), Wall Plug, Desktop VTC, Additional Accounts and MACs, Catalog of peripherals and software.

Voice Seats: 
Basic, Secure, Mobile, Personal Pager, Pier Voice Line, Pier Voice Trunk, Commercial Voice Seat, Commercial Voice Connectivity

Upgrades:
Basic: Business Upgrade, Mission Critical Upgrade
Additional: 
Mobile Phone Internet Access, Additional MACs, and Catalog of peripherals and software.

Video Seats: 
Fixed VTC, Basic Moveable VTC


Upgrades:
Movable: High end, Mission Critical, Premium
Additional:
Additional MACs, Catalog of peripherals and software.

Other Additional:  Preparing for implementation is the key to a smooth transition.  The government activity and the ISF team must form a solid partnership to insure success.

Transition Management

The overall transition management approach should involve the activity working with their assigned CTRs and the ISF.  The management of transition tasks is the joint responsibility of the ISF and the Command.  Up-front planning and analysis of each activity’s “as-is” environment by the Command is a critical aspect of transition and must occur to ensure the successful transformation to the NMCI environment.

Data Collection
Defining the “as-is” environment for the activity will assist the ISF in performing transition tasks in the most seamless and non-disruptive manner possible.  Appendix A, NMCI Transition Data Collection Template and User’s Guide has been prepared as a data collection tool for commands to utilize while transitioning to the services provided by the Navy-Marine Corps Intranet.  

The Transition Data Collection Template is designed to assist commands by providing support for issues such as:

· Facilities (on-base operations and support for NMCI ISF)

· Personnel (DoN CIO 036002MAR00)

· Existing contracts

· Proposed disposition of existing equipment (owned, leased, disposal, recovery of assets by Fleet or afloat units)

· Continued service 

· Physical transition cut-over 

· Physical security 

· Inventory

· Help desk/Technical support

· Applications (legacy and new)

· Data bases

· Communication lines

· Backbone to desktop connectivity

· IA accreditation

· Security plans

· Training 

The Data Collection Template User’s Guide provides instructions for populating the data collection template.  It defines the terms used in the data collection template and expands the information that needs to be filled in or attached to complete the data collection activities that will enable the transition for each Command.

Appoint the Transition Team

One of the first tasks in transition is to appoint a Transition Team.  The Transition Team should be comprised of people with excellent leadership and communication skills.  The team should include the following:

· Transition Team Manager (full-time)

· Data coordinator

· Voice coordinator

· Video coordinator

· Personnel coordinator

· Facilities coordinator

· Financial coordinator

· Security coordinator

· Contracts/procurement coordinator

· Legacy application coordinator

The Transition Manager will ensure that tasks associated with transition are completed on schedule.  The assigned POCs and coordinators will work with the Transition Manager and ISF to accomplish the tasks identified.  Note that one individual may perform one or more of the defined roles.  The critical issue is that personnel on the transition team must have the requisite knowledge of the subject area they are representing.

The following table, Table 3-1, provides an outline of the positions and responsibilities of the key transition personnel.

Position
Responsibilities

Transition Team Manager
· Coordinate ISF requested information

· Hold regular meetings with POCs

· Interface with Command leaders

· POC and clearinghouse for information

· POC for due diligence

· Create Command briefs  

· Coordinate implementation and planning 

· Develop Proposed Draft Orders (PDO)

· In-brief ISF

· Coordinate with GMOs

· Coordinate with applicable CDAs for Legacy applications

Data Coordinator
· Drawings of IT network

· IP addresses and their locations list

· Locations of classified access

· POC for data security

· POC for trouble call/help desk support

· List and location of current equipment

· Review Y2K Database, as necessary 

· Existing specialized applications

· Identify POC for each specialized application

· Identify function 

· Identify migration plan 

· Review SLA options to meet required user service expectations

Voice Coordinator
· Current phone information

· List of current equipment 

· List of current software 

· Blueprints of phone wiring and panel locations

· List of secure voice seats

· List of cellular phone and pager users information

Video Coordinator
· Fixed Video Teleconference Seat information

· Locations of existing VTC sites

· Equipment at current VTC sites

Personnel Coordinator
· Review recommendations of DoN CIO 03/6002 MAR 00

· Seek methods to mitigate adverse impact to Government employees

· Identify requirements for Management Retraining Program

· Coordinate personnel information dataflow and ensure data privacy protection

· Identify any potential personnel for first right of refusal

Facilities Coordinator
· Review Hazmat Directives, as applicable

· Current inventory of facilities projects (underway/scheduled)

· Provide space for ISF to perform due diligence

· Provide ISF work space

· Provide lay down space for delivery and recovery of equipment

· Provide office furniture

· Provide consumables

Finance Coordinator
· Manage customer funding 

· Process billing and payment

· Validate spend plan executability

· Manage funding associated with credits/debits 

· Forecast financial requirements

· Report on financial status

Security Coordinator
· Conduct security in-brief

· Badge issuance, vehicle registration coordination

· Safety/Emergency services

· Encryption devices

· Any additional items

Contracts/Procurement Coordinator


· Current contracts listing for all 3rd party agreements; hardware, software licenses, hardware maintenance, applications development supplies, miscellaneous services, relative to providing services, including period of performance, payment terms assignment, termination provisions, and Contractor contact name and telephone number 

· Copies of existing procurement procedures

· Listing of any ongoing procurement which will be either assumed or canceled as a result of the outsourcing

· Copy of all related activity contract review and approval processes and procedures

· Listings of all current open IT procurement/lease efforts and any expected procurement/lease efforts.

Table 3‑3‑1 – Transition Team Positions and Responsibilities

Government Support to the ISF
In providing support to the ISF, it will be necessary to have as much information as possible regarding the activity's infrastructure.  Items such as logical diagrams, inter-building and base connectivity of data circuits, voice communication links, external network connections, dedicated WAN services (i.e., SIPRNET and NIPRNET), and other point-to-point circuits should be provided to the ISF during transition.

In addition to infrastructure, information regarding other physical requirements must be provided to the ISF.  Requirements such as site support, space provisions, Hazmat policies and procedures, equipment access, administrative support, encryption devices, base security, trash disposal, safety/emergency services, consumable supplies, badge issuance/vehicle registration coordination, other security requirements, and the increased traffic in the workspace for ISF staff must be considered during the implementation process.

Preparing to Place an Order
A significant step of the transition process is preparing to place an order.  Assuming familiarity with the seat and service definition defined in the contract, in general the following tasks are necessary to place an order:

· Meet with GMO

· Locate information sources to answer questions on CLIN items

· Gather data from all POCs and create inventory list

· Compare inventory list to CLIN order sheet

· Determine additional equipment needs (i.e., docking stations, special software)

· Compile list of legacy applications for initial transition

· Plan to interface legacy applications with NMCI

· Compile requests for fixed VTC site proposals

The ISF’s Process
Transition Phase Overview

The introduction of the Navy/Marine Corps Internet (NMCI) is a complex sequence of activities and the transition from the current infrastructure to the NMCI infrastructure is a key component for the success of the endeavor. A general, chronological approach is represented in the high-level timeline below.



In order to smoothly transition to NMCI responsibility, the plan is divided into logical portions comprising three major work phases.

Phase I:
Assumption of Responsibility (AOR)

Phase II:
Site Engineering and Site Transformation

Phase III:
Service Level Agreement (SLA) Execution

A high-level representation of the phases is depicted in the following diagrams.  Specific attention should be directed to the documents listed, e.g., AOR Checklist, SCM, Transition Plan and CONOPS, that provide essential guidance and roles and responsibilities for both the Government and ISF during the respective phases.  The Issues and Concerns highlight several of the major requirements and are obviously not all-inclusive.




Phase I encompasses the initial workforce development and planning activities.  During this period, the plan is communicated, staff is put in place and trained, and a site level working understanding is put in place.  No changes to the existing operations are effected during this phase.  This phase ends when the ISF assumes responsible for the existing DoN IT enterprise as defined in the site level understanding.

The next major phase, Phase II, is further subdivided into Phase IIA and IIB to better track the progression of two distinct, yet interrelated activities that are the heart of the transition to NMCI.  In Phase IIA, the detail of the existing infrastructure is examined and a detailed NMCI solution is engineered.  During this time, the DoN finalizes their order for services.  When the first desktop system is installed, Phase IIA ends and Phase IIB, the transformation to NMCI, begins.  During this period, the changes that NMCI will bring are made apparent to the end users as NMCI units replace their existing systems.  System performance monitoring is commenced during this time.

In the final phase of transition, Phase III, the NMCI service offerings mature.  The DoN will complete the testing and acceptance of the NMCI systems and performance measurements are collected in near real time.  These phases and the related activities are depicted in the following diagram.  

Overview of NMCI Transition Process
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Phase I:  Assumption of Responsibility (AOR)



During Phase I, the ISF team and the Government site transition team begin the activities that will ensure the proper execution of Assumption of Responsibility (AOR).  This begins with the development of a partnership between the two teams.  Points of contacts (POCs) are identified and exchanged.  The organizational structure of each team is identified and the functional responsibilities have been outlined in previous sections of this plan.  The CTRs primary points of contact are the ISF Site Transition Manager (STM) and the ISF Site Delivery Manager (SDM).  The STM/SDM utilize Special Action Teams (SAT) and Assessment and Validation Teams (AVT) to coordinate the transition process with the Government site transition team.

Special Action Teams (SATs) are engaged in Phase I to address long lead areas such as WAN circuit provisioning or facilities requirements, which have potential to threaten achieving AOR or Cutover (when the first NMCI desktops are installed).  The SAT’s are fully staffed teams that are generally mobile in nature and may work at multiple sites concurrently within a given region.  It is intended to maintain the integrity of each SAT to the greatest extent possible so teams may become more proficient with each transition site undertaken.

Assessment and Validation Teams (AVT) are made up of incumbents and personnel brought on board to augment the current workforce.  These teams are engaged in Phase IIa to perform detailed assessments.  During this process they will complete or validate the as-is documentation that will be given to the Central Design groups.  Later in the Phase IIb transition cycle, they will provide the resources for implementation of the NMCI environment.
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Assembling the site delivery team consists of two components.  The first component is the workforce that is necessary to operate and maintain the current operational (e.g., "As-Is") environment.  The government terminates and the ISF initiates new contracts with the incumbent contractors in order to maintain a continuity of services during the transition.  The date at which service switches from government run service to ISF run service is considered "AOR".  Provided their roles and responsibilities fall under the scope of NMCI, incumbents will perform the same NMCI related tasks after AOR for the ISF as those they performed prior to AOR.  

The second component provides the "augmented" workforce necessary to accomplish transition work that is over and above the effort required to operate the As-Is environment.   As much as possible, the ISF will use local contractors to meet this requirement drawing heavily on the ISF Small Business Advocate program to meet the need.  It is also possible for Government employees to be transitioned to the operation for assignment either in an As-Is or augmented role.
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The ISF will work closely with the government transition team to ensure their understand of the transition phases and respective activities.  This will be accomplished through Echelon 2 briefings and subsequent working group meetings. 

A major milestone in the transition process is Assumption of Responsibility (AOR).  Assumption of Responsibility is defined as the date where responsibility for operating the “as-is” environment, for work defined by the ordered NMCI Contract Line Item Numbers (CLINs), shifts from the Government and its local contractors to the Strike Force.
The AOR checklist can be downloaded from http://www.eds.com/nmci/aor_checklist.doc.  As a minimum the following list of activities are completed prior to AOR:

Strike Force activities prior to AOR:

· Detail displaced Government employees to the Strike Force Site Delivery Team (SDT) using the AOR date as the effective date.

· Recommend lease/license/contract transition logistics 

· Develop the change management communications plan.

· Establish the client advocacy program and incorporate into the SDT.

· Conduct initial site surveys.   Where does this survey documentation end up?  What/who are the data collection points?

· Develop site concurrence memorandum (SCM).  The SCM recommends Government and Strike Force responsibilities with regards to modification of facilities and other NMCI support infrastructures.
· Survey, design, and order long haul circuits to support NMCI requirements with an installation date no earlier than AOR and no later than required to support NMCI service set rollouts. 

· Identify preliminary Government Furnished Equipment (GFE) equipment listing.

· Initiate designs for facilities and environmental support.

· Initiate designs for NMCI service sets. 

· Initiate technical cutover planning. 

· Establish Strike Force component to the local Security and Accreditation Working Group.

· Address other significant issues as they arise.

· Provide ISF transition plan for the site

Government activities at each user site prior to AOR:

· Assist in development of site transition plans.  Government activities include identification of “as-is” operational procedures, processes, people, hardware and software that will be affected by the NMCI task order and co-development of the transitional details affecting people, process and services following AOR When collected, where does the data end up?  i.e., What/who are the data collection points?.

· Provide existing Certification and Accreditation (C&A) documentation (System Security Authorization Agreement (SSAA), Risk Assessments, Vulnerability Assessments, and Risk Mitigation Plans) as well as Security Concept of Operations (CONOPS) Information, to included Disaster Recovery Plans, or grant Interim Authority to Operate/Authority to Operate (IATO/ATO) for each site (Info STAT on all these reports).

· Identify government employees who will be eligible for NMCI employment.

· Establish government’s component to the local Security and Accreditation Working Group.

· Prior to AOR, provide ISF a list of contractors and relevant contracts by site.

· Provide available license rights to use all NMCI software.

· Initiate termination/cancellation/modification actions, as appropriate, according to Strike Force – recommended lease/license/contract transition logistics, using AOR as the effective date of termination/cancellation/modification.

· Review SCM.  Provide concurrence, as necessary to determine an AOR date.

· Prior to AOR, provide copies of all leases by site that affect NMCI.

· Establish a site transition team 

· Provide preliminary listing of mission critical legacy applications.

Site Concurrence Memorandum: 

The Site Concurrence Memorandum (SCM) is the document that outlines the activities during the transition phase from the receipt of Task Orders through the completion of Cutover and SLA testing (Phase I, Phase IIA and Phase IIB of the ISF Process – Refer to Paragraph 3.5.3).  The SCM is a comprehensive operating agreement between the ISF and the Government for each Echelon II Command and each Command core site/location and is the culmination of the AOR Checklist. 

The purpose of the SCM is to document site-specific agreements and high-level issues requiring resolution before cutover. The SCM details the Government and ISF roles and responsibilities with regard to the pre-AOR, AOR, and cutover phases during the implementation of NMCI operations.  The SCM does not override the language in the NMCI contract.  It will verify and validate specific elements of each Government site provided to ISF in connection with Assumption of Responsibility (AOR).

The SCM defines the roles, responsibilities and schedule for the engineering, installation, security, access requirements, cutover and operation of Server Farms to support NMCI requirements at Government sites.  It further defines the roles and responsibilities for the transportation, storage, positioning, program support, physical access, work environment, IT support, quality of life and installation of NMCI desktops at Government locations as identified in NMCI task orders.  The SCM is intended to assist site and transition management to prepare for upcoming transition activities.  The SCM will address areas and issues including but not limited to:

Program Support

· Access to senior management and decision makers

· Change Management/Configuration Control processes

· Schedule Coordination

· Security Clearance processing

· Phase exit agreements

Physical Access

· Base or campus environment badges

· Specific building access badges

· Specific facilities, such as server farms, wiring closets, as required

· Escorts until badges have been processed and delivered


Information Access

· Existing infrastructure baseline network and systems documentation

· Existing systems and technical architectures

· Existing legacy application(s) information

· Available Points of Contact to acquire necessary (missing) baseline information

· Facility wiring and related diagrams, as required

Work Environment

· Adequate personal workspace and document storage

· Incidentals such as paper, pens, copy machine access

· Phone and entry into directory as appropriate

· Long Distance (calling card basis) capabilities

Mail Stop (or similar) functionality

· Adequate staging facilities – e.g., Size, Power, Network connectivity, Location

· Adequate Training/Briefing facilities 


IT Services

· Office Automation, e.g., PC, applications suite, printer access

· Email Accounts and Access

· Network Connectivity

· Internet Access


Existing Operations

· Access to operational personnel or designated interface

· Technical configuration and interfaces change 

· Remote Server Farm/Facilities (when interaction and services required by facility not within NMCI scope)

· Legacy Applications and interfaces


Quality of Life 

· Emergency Medical Services

· Base Privileges for traveling teams, e.g., Commissary, Exchange, Post Office

· Parking

· Base or Campus Shuttle Services if present


Each SCM will be similar, but tailored to encompass site-specific needs, requirements and arrangements.  The basic SCM temple is posted at http://www.eds.com/nmci/scm_template.doc.

Another major activity during Phase I is government preparation of their NMCI Task Order and completes the assessment and validation data requirements that are in Appendix A, Task Execution Plan, in the NMCI Execution Plan.  The NMCI Task Order must detail which Contract Line Item Numbers (CLINs) have been ordered and a specific, physical delivery location that is detailed to the building, room, and End User name. Together, these two items provide the ISF team with the minimal required information necessary to start a site's transition plans.  CLIN descriptions can be located at http://www.eds.com/nmci/catalog.htm
During Phase I, the ISF also initiates any long lead-time activities such as WAN circuit provisioning, legacy application data collection, facilities planning and build-out.  It is anticipated that advanced completion of these activities will avoid any slippage of the project schedule.  Appendix S, Project Schedule, provides site-specific project schedule information.

The ISF workforce is contracted at the site and the site assessment and validation work is begun by the ISF Special Action Teams (SATs).  The ISF workforce will be composed of two elements.  The first is the incumbent workforce necessary to operate and maintain the as-is environment.  All contractors that are currently performing NMCI services will be offered a subcontract by the ISF to ensure continuity of service. There is minimal impact on the current as-is operations during this phase. The second element is the augmented workforce required to accomplish the transition work that is over and above the effort required to operate the as-is environment.  The ISF will use local contractors and small businesses to meet this augmented workforce requirement drawing heavily on the ISF small business program.  

An additional component of the ISF workforce consists of the Navy personnel that will be assigned to NMCI on shore rotation assignments.  The ISF will begin placement of these individuals upon AOR.

Special Action Teams

Certain activities have been identified as being especially long lead items which are critical to the success of the NMCI.  To prevent these items from impacting the schedule, the ISF will bring teams on site in the very early stage to address these areas.  There are four technical SAT teams, Wide Area Network (WAN) Provisioning, Facilities, Security, and Legacy applications.  Each is discussed in detail below.
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WAN Provisioning Team

Providing access circuits that enable Navy and Marine Corps sites to communicate effectively is a key process.  Sites must have properly engineered access to wide-area communications services for new NMCI access as well as to maintain the legacy connections necessary for continuity of service during transition.  The WAN Provisioning team is brought on site to address these issues.

The WAN Provisioning Team begins activities at the Site In-brief.  A working group meeting will be held after initial briefings and remarks to establish the goals and output of the process.  Expected output of the WAN SAT working group and the assessments and validations are:

Determine WAN Provisioning Point of Contact information for government personnel responsible for the Base or Site Telecommunications demarcation (Demarc) point.

Point of Contact information for ISF WAN provisioning personnel.

Scheduled dates for WAN Site assessment and validation visit, preferably that day or the next.

Identification of the demarcation points for WAN connectivity.

Identification of the existing bandwidth requirements.

Identification of current bandwidth utilization.

Identification of the available entrance facilities.

Identification of the physical attributes of the building interconnects.

Navy Facility Requirements Planning and Facility Teams

The installation of Navy and Marine Corps Intranet facilities requires coordination between the Strike Force and various DoN personnel such as departments of public works, communications, and data services found at each site.  Activities include coordinating Government furnished space and the modifications to power and Heating, Ventilation, Air Conditioning (HVAC) systems to accommodate new equipment or users as well as providing access to facilities within the Navy and Marine Corps sites. Expected output of the Facilities SAT working group and the assessments and validations are:

Government provided facilities Point of Contact information for the ISF 

Provide the ISF facilities Point of Contact to the government.

Scheduled dates for facilities site assessment and validation visit, preferably that day or week.

Provide ISF specifications to the Navy and Marine Corps.

Identification of space, changes required and post office protocol (POP) locations

Issues list for resolution prior to site assessment and validation

The first type of facility activity is to identify administrative space and warehouse space for the Information Strike Force team members.  Administrative space is required for the augmented workforce that will be present for site transformation during the transition phases.

The second type of facility activity addresses the hardware and telecommunication needs of ISF service providers.  ISF will work directly with the Government to identify, modify, and install the network operations centers and server farms required to provide standard efficient common services across NMCI.

Since these activities require long lead times, the ISF Facility Teams will begin activities as soon as possible.  Concentrating on facilities identified during the segment one ordering process, the team conducts assessments and validations and executes Site Concurrence Memorandums (SCM) with the responsible local authorities.  The SCM will contain all required modifications and the responsible parties for each to facilitate their completion and ensure a shared, common understanding exists.  All parties must complete these assigned activities before on-site transitions to NMCI services can begin.

Security Accreditation Working Group

Network integrity and security is another key aspect of all NMCI activities.  To ensure prompt accreditation, the Strike Force will immediately begin coordination with Navy and Marine Corps security personnel through the use of a local Security Accreditation Working Group (SAWG) to ensure comprehensive, collaborative security planning throughout the design activity, installation, testing, and activation of NMCI components.

The SAWG’s primary activities include early design and certification activities, formation of the local SAWG to evaluate security options, tailoring of security solutions, and paving the way for a smooth accreditation process at all levels of the NMCI.  Expected output of the Security SAT working group and the assessments and validations are:

Government provided local SAWG Point of Contacts information provided to the ISF 

Provide the ISF local SAWG Point of Contact to the government.

Development of IA Issues list for resolution prior to AOR

Complete required task listed below during visit

Review Interim Authority to Operate (IATO) and Risk Assessment or System Security Authorization Agreement (SSAA)

Review site policies and instructions (i.e. Information Systems Security Plan (ISSP), Security Concept of Operations (CONOPS), Information Assurance (IA) Instructions

Identify Internal/External Connectivity Requirements

Review Server/Workstation Security Configuration

Review User Account/Access Policies

Review Router Access Control Lists

Review Firewall Perm Tables (for sites that have a firewall)

Conduct an on-site visual review of site for the following:

Perform cabling

Review Physical Security (Classified and Unclassified)

(Issue) Conduct Risk Assessment on as-is Base Area Network

(Issue) Draft IATO for CTF NMCI DAA signature

(Issue) Submit IATO and Risk Assessment for CTF NMCI DAA review and signature

Physical Security (Classified and Unclassified)

(Issue) Conduct Risk Assessment on “as-is” Base Area Network

(Issue) Draft IATO for CTF NMCI DAA signature

(Issue) Submit IATO and Risk Assessment for CTF NMCI DAA review and signature

Conduct Risk Assessment on NMCI Architecture installed at site

Create an Information Systems Security Plan (ISSP)

Create Security CONOPS

Create Network Diagram of NMCI Architecture being implemented

Draft IATO for CTF NMCI signature

Submit Security Documents for CTF NMCI DAA review and signature

The principal SAWG membership will be senior Strike Force security engineers and functional experts working hand-in-hand with DoN-appointed Designated Accreditation Authorities (DAA) and external network DAAs.  Subordinate regional and local SAWGs will be similarly composed to deal with security integration and accreditation at the regional and local levels.

The SAWG structure will identify and promote an accreditation plan for the NMCI.   Because of the massive scale and the clear need to evaluate the NMCI network as a whole, as well as its individual elements, an all-in-one accreditation strategy is not feasible.  Instead, the SAWG will strive to achieve certification for the NMCI design followed by interim accreditation of NMCI elements as they are brought into the overall network.  The first interim accreditation will occur no later than Initial Operational Capability (IOC).  The SAWG will work with the DoN and other stakeholder DAAs for all accreditation issues and will work towards a final accreditation at full operational capability (FOC).

Site Specific Legacy Applications Working Group

The government maintains the responsibility for the transition or disposition of Legacy applications.  However the ISF is required to maintain access to those applications from the desktop systems they will be providing.  In an effort to ensure that access is provided the ISF has established this working group to assist the government in the discovery of all required legacy applications.  The Legacy applications survey form is located at http://www.eds.com/nmci/legacy_apps.doc.  Expected output from the specific legacy application-working group is:

Government provided legacy applications point of contacts information provided to the ISF 

Provide the ISF legacy application point of contact to the government.

Coordinate delivery of completed Application Discovery Assessment

Scheduled dates for Site assessment and validation visit after AOR

Identification of major applications, used at the site, that are maintained by Government Agency

Issues list for resolution prior to Site assessment and validation

After AOR, the Strike Force will be performing NMCI CLINs using “as-is” equipment, people, and process, augmented as needed to insure continuity of operations.  They key is that the Strike Force is now in position from a people, process and control perspective to affect the required architectural and infrastructure changes needed to achieve NMCI service levels.  A review of lessons learned from the first increment AOR efforts can be accessed at http://www.eds.com/nmci/briefing_room.htm
Phase IIA: Site Engineering




Upon achieving AOR, the ISF team will engage in site engineering activities beginning with site assessment and validation.  The assessment and validation process is used to gather site specific details regarding, but is not limited to, the end user community, government-furnished equipment (GFE), existing wiring closets, physical access security requirements, inside/outside cable plant and other infrastructure components.  The compilation of the assessments will be used as input to the infrastructure planning, engineering design, Engineering Installation Plan (EIP) and Enterprise Operations activation plans.

Upon completion of the site engineering activities the ISF team will build-out the server farms or add to an existing one for a site as well as complete the installation of all required cabling and infrastructure elements needed to effect the NMCI service implementation.  At the completion of system, component and integration testing of the new infrastructure environment desktop, rollout will begin.

Special Action Teams during Engineering Phase

Once the site completes AOR it is in Phase IIA.  Most of the SATs are still working through the issues discovered during their assessment and validation process.  The following diagram illustrates key activities during Phase IIA:
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Facilities SAT

Once the SCM is signed the facilities SAT works to begin construction on the server farm if the base is slated for one, and providing any warehouse space required as well as administrative space not yet provided.  In some cases, when government space is not available, trailers or offsite space is used.  This process continues through approximately two-thirds the way through Phase IIA until facility cutover is made.  Facility cutover is the point in time that the facility, usually the server farm, is ready to be inhabited by personnel and, in the server farm case, server(s) can be installed and configured.  Facility component, power, Heating, Ventilation, Air Conditioning (HVAC) are tested and fit up is complete.

Legacy Applications SAT

The legacy applications SAT through their early efforts, should have a preliminary list of applications from the site to begin the process of working through the administrators to obtain detailed application information.  The level of detail needed is extensive and includes such items as security provisioning data and identification of the legacy application servers’ locations.

Data received through the assessment and validation process is used in two ways.  The first is to identify the application owners so that the ISF may contact them to coordinate a schedule for client transition to the NMCI desktop architecture.  If the application is critical and cannot be migrated in the required timeframe, the schedule may be adjusted for those users needing the application to fit the transition timeline or a tactical solution may be implemented until such time that transition is complete. Tactical solutions can include two desktops, kiosk or other solution, depending on the frequency of use of the application.  

WAN SAT

The WAN provisioning team will have already placed the NMCI circuit order by the time Phase IIA begins and will continue to work on legacy WAN connectivity issues for cutover.  BAN/LAN assessments begin at this time and the BAN/LAN group in cooperation with the WAN teamwork together very closely while BAN/LAN assessments are completed and moved into the design phase.  In the design phase, connectivity issues are resolved in order to produce a design that will meet the legacy connectivity requirements that will allow NMCI desktops to maintain connectivity to non-NMCI desktops.

Security SAT

The security SAT work in cooperation with the BAN/LAN SAT.  The assessments are forwarded to the local SAWG for the BAN/LAN security requirements.  As Base designs are completed the information also, is provided to the SAWG for review and approval from the security standpoint.

Security

The Information Assurance (IA) group will capture all documentation and information required to understand and operate the existing environment and to help in the transition to the new NMCI Infrastructure.  The ISF Information Assurance representative will work with the Site Designated Approving Authority and the Information Systems Security Manager to identify the information required to complete the site specific questionnaire used to baseline the as-is environment and work towards developing the infrastructure to meet each site's specific needs.

Facilities

The number of desktops that will be serviced from a particular base or location determines the facility requirements for the Navy Marine Corps Intranet.  Space is required at each site for the location of the server farms, temporary and permanent administrative space and warehouse space for storage and processing of desktops during the rollout.  Admin space is required for both the permanent staff that will provide NMCI services to the customers as well as the temporary staff that will rollout the new desktops.  Admin space requirements are based on the size of the customer population.  Proximity to the customers, ease of access, parking and transportation are important factors.  Adjacency to the server farm is not a requirement.  Secure warehouse space is required to build the rollout of the new desktops as well as the retrograde and processing of the old desktops.  In addition to security, proximity to the customer, loading docks and reasonable climate control and power for processing old computers is required.

Critical milestones during Phase IIA are as follows:
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Assessment and Validation

The ISF will start training the augmented work force which will become the assessment and validation teams or act as fill-ins for the incumbent work force.   Fill-ins will enable the ISF to free up the incumbent work force so that they may provide assistance during the assessment and validation process.  The incumbent workforce will also be trained in the process.  The incumbent work force is the best and most reliable source of operational knowledge and base requirements and the ISF considers them critical to use so that the ISF collects the most accurate data for the NMCI design.  Directly after training is complete, the ISF will begin a number of desktop assessments and validations including desktop/ printer, BAN, LAN, security, File & Print servers, and messaging servers and architecture (e-mail) as well as the ongoing security assessments.

The desktop/printer assessment will validate data already provided by the site through the Preliminary Site Questionnaire as shown in Appendix A, Task Execution Plan, in the NMCI Execution Plan, and add, change, or delete that data based on the result of the assessments and validations.  The desktop assessment will discover and tag the asset information, validate the user's legacy application profile, determine the users printer profile, and messaging profile such as schedule, public address books, private mail folders as well as any special needs of the user.   They will also provide environmental drawings of the site either by revising government provided drawings already in use or by creating them while on site.

The BAN/LAN assessment and validation team will tag assets and provide updates to that data on existing hubs, routers, switches, addressing, routing protocols, drawings and other network infrastructure tools.

The Security assessment will validate the logical and physical network data, crypto, VPN devices/configuration, intrusion detection devices and configurations and firewall configurations, in addition to many other things.  Data is incorporated into the design process and the Security team continues to work in close coordination with the BAN/LAN as well as any special needs of the user.   They will also provide environmental drawings of the site either by revising government provided drawings already in use or by creating them while on site.

BackOffice assessments identify the following:

Current DNS/WINS profile

DHCP profile, directory profile

Print server profiles

User directories and accounts

Workgroup directories

Asset inventory to identify retrograde potential

Additional software and purpose of that software

Messaging assessments identify the messaging architecture including server locations, role, hierarchy, and mx records, as well DMS integration requirements.  The goal is to map the entire architecture and identify inputs and dependencies for the migration plan.

Order Definitization

The ISF team anticipates that the initial order will change as a result of the assessment and validation process.  The validation process compares the ISF's as-is asset inventory generated from the site assessments and validations against the Navy provided asset inventory and then compares the result to the initial order that was placed.  This activity is a cooperative effort between the Customer and the ISF team to finalize the initial order that will become the baseline for the services provided.  The number and types of seats on the initial order will be adjusted to reflect the most current need of the Customer.  The result of the definitization process will be a modification to the original order and will define which type of seat will be provided at which LAN/BAN port.

The definitization process can take on many forms based upon the complexity of the order, the resources available and time constraints.  It is anticipated that much of the definitization process will occur at the site level by the local CTR with assistance from the STM/SDM if needed.  The finalized order would then be approved by the Customer CTR and forwarded to the ACO who would modify the initial order.  The ISF will not direct which CLIN should be ordered, but would be available to help clarify any questions the CTR might have about the CLINs and services provided.  The smaller sites might definitize the order after the validation process is completed for the entire site.  In this instance, definition of all seats would occur at the same time to simplify and streamline the process.  At larger sites this effort may occur as assessments and validations are completed for each building.  These would be then aggregated for the entire site.

Phase IIB:  Site Transformation




The date that Phase IIB begins is defined on the ISF schedule as "Cutover".  This signifies readiness for the infrastructure to accept the first NMCI desktop.  As the ISF installs desktops and migrates wiring closets to the new infrastructure, the Transition Team will walk through the work areas to address any End User concerns.  The desktop rollout schedule is broken up into "segments" for logistical planning purposes.  A segment is roughly two thousand desktops based on physical demarcation points on the base such as a complete building or floor.  As the network infrastructure is undergoing transformation, it is readied according to the requirement for rolling out desktop segments.  Once the network infrastructure is complete for a given rollout segment the desktops are put into place and the base transformation continues in other areas on the base.  

In addition, the local Security Accreditation Working Group (SAWG) will review all plans and installations and direct action for identified risks to facilitate a smooth accreditation process.  Security personnel will document readiness for accreditation.  The installed environment will be tested and accreditation documents submitted to the Designated Approving Authority (DAA) for approval.

Special Action Teams

The Facilities SAT will complete all facilities requirements and monitor usage for Rollout requirements.  The Legacy applications team will provide liaison and coordination between the engineering office and personnel providing locally migrated applications to ensure schedule impact is identified/minimized.  They will also monitor migrating local applications as well as tactical solutions for desktop rollout.  The WAN provisioning team will monitor legacy connectivity to ensure all connections provide the required level of service.  They continue to coordinate connections for later desktop rollout segments.  The security SAT will continue certification of the network.  At this stage they will be ensuring documents are being provided for certification and accreditation.

Desktop Rollout

The desktop roll out begins once the BackOffice servers are operational, connectivity is established, and the site management concurs that the site is ready.  Desktop rollout begins with a small number of seats at first in order to allow Enterprise Operations time to optimize system performance.  Once the ISF is satisfied with system performance rollout will continue.  Change management is essential during the transformation with the ISF Transition Team along with the ISF Client Advocacy group on site to assist and facilitate progress.  Training is provided to the End User so that the both organizational and technological changes are more easily dealt with.

Equipment Retrograde

During the rollout phase of the transition and as new equipment is installed, the existing equipment will be moved to a secured staging area within the confines of the site.  Once in the secured staging area, the equipment will undergo a process that thoroughly eradicates all electronic data.  If desired by the government, the electronic media (for unclassified systems) may have to be removed and directly transferred to DoN personnel for subsequent disposal.  When the electronic cleaning process is completed to the satisfaction of both the ISF asset disposal team member and the DoN representative, the DoN will sign a form certifying that the asset is cleansed and capable of leaving the site.  The assets will be moved to a shipping point where they will be allocated to specific destinations.  Proposed outlets for disposal (in order of preference):

Retrofit for reuse as a possible NMCI CLIN

Retrofit for reuse within an NMCI Server Farm or Network Operation Center

Transfer of asset book value to other ISF organizations

Donation to a charitable organization or educational institute

Sold to subcontracted salvage companies

At the end of Phase IIB configurations have been assessed, validated, and documented.  Additionally, test plans, disaster recovery plans, information assurance plans, and certificate and accreditation documentation have been updated.  The SDM will review the configuration and review the updated plans prior to proceeding to Phase III.

Phase III: Service Level Agreement (SLA) Execution




This phase includes two activities:  Test and Acceptance, and SLA Performance reporting.  

ISF Test and Acceptance involves several layers of testing.  The Government acceptance test is a Government-specified set of test criteria and plans.  The ISF Team will assist the Government personnel in test execution.  An additional test type which the ISF and the Government will execute will be threat vulnerability testing.

The SLA Performance reporting is a continuous performance test that collects near real time information throughout the NMCI environment.  This data is available for viewing through the ExecuView application as well as through printed output reports delivered by ISF to the Government.

Continued NMCI Transition
During this step, the tasks necessary to plan the continued migration to the steady state of the outsourcing environment should be examined.  Specifically:

· Identify other mission applications used by Command

· Plan for migration of mission applications to NMCI

· Identify external network interface requirements

· Identify additional CLIN services that can be exercised and prepare for implementation

Sustaining Operations
During this step, a balance between current support from IT professionals in the activity with support received from the ISF must be maintained.  Specifically:

· Identify additional CLINs to exercise after initial implementation. Full definitions can by found within the NMCI contract.

· Monitor SLA performance

· Validate ISF invoices 

· Complete customer satisfaction surveys

· Monitor Small Business participation

Continuing IT Services
Finally, the Government will monitor on-going services provided by the ISF including technology refreshment.  Each seat and service will be updated with the latest technology current with industry best practice.  The ISF understands that some sites have special circumstances.  Any special circumstances and occurrences need to be documented carefully and sent to the respective NMCI POC.

8 Contract Management

Contract Overview

The NMCI contract is an Indefinite Delivery/Indefinite Quantity (ID/IQ) Firm-Fixed-Price (FFP) type contract providing for the placement of fixed unit price task orders for various categories of IT services by Navy and Marine Corps commands and other authorized Government agencies and private industry firms which support Government contracts.  The contract purchases non-personal services for a network related enterprise on a global integrated scale for the Navy and Marine Corps.  This contract answers the need to provide a consolidated, cost effective and efficient method of providing network related services to Department of Navy users.  The scope of the contract includes the delivery of information technology services for business applications, enterprise management, and technical solutions in a secure environment.  

The intent of this chapter is to provide the Claimant/Command, Contractor, and respective GMO with NMCI contract management concepts that will serve to implement PEO-IT, SPAWAR PMO, MARCORSYSCOM PMO, CTF, Navy and Marine Corps policy in a clear, concise, and consistent manner.

Unique Contract Terms and Conditions

In order to facilitate a new approach largely based on commercial sector practices, unique contract terms and conditions were developed to acquire IT services for the Government in a “Seat Management concept”.  Basically, NMCI is a performance based, incentive-oriented contract that will service the DoN enterprise and incorporate future strategic computing and communications capabilities that will be managed similar to that of a utility.  IT will be purchased as a service but like we purchase gas, electricity, cable television, and telephones.  To ensure intellectual resources and enterprise resource planning are fused to give Sailors, Marines, and civilians unprecedented global connectivity, unique terms were created and are embodied within Incentives, Credits, SLA Monitoring, Annual Cancellation Notification, Contract Minimum, Direct Payment to Small Businesses, and Direct Contractor to Contractor Ordering.

Incentives
To assist in achieving the stated objectives, the NMCI contract has four (4) incentive provisions:

· Full Operational Capability (FOC) one time incentive payment

· Customer satisfaction per quarter incentive payment

· IA biannual incentive award payment

· Small/small disadvantaged business participation biannual incentive payment

Credits
In order to promote customer satisfaction and overall performance of NMCI services, the contract contains clauses in which the Government will receive credit for services that the Contractor fails to provide at the specified requirement or SLA.

Cancellation Notification
In the event the contract is cancelled by the Government prior to completion of the base period of performance, the Contractor will be entitled to payment of a cancellation charge subject to the term of Part 2 of the contract entitled “CANCELLATION UNDER MULTI-YEAR CONTRACT.” In addition, if the Government fails to notify the Contractor on an annual basis that funds are available for the next fiscal year in accordance with Part 2, paragraph 5.3 of the contract, the Contractor will be eligible for a cancellation fee. 

Based on a Government response during the Request For Proposal (RFP), should the Government cancel all of its requirements for all services in all program years (including options), then the "Cancellation under Multi-Year Contracts" will apply. The cancellation charge will only cover costs that would have been equitably amortized over the entire multi-year contract period. The costs of lease commitments, termination charges, hardware, and/or software that satisfy this criterion are potentially allowable as cancellation charges. The remaining commercial life of facilities or infrastructure (including hardware/software) would not be considered allowable.

Contract Line Item Number (CLIN) Planned Usage
The contract includes many CLINs for various types of seat configurations, voice and video add-ons, security provisions, mobile operations, and support options.  In selecting which CLINs to include in the CEP, it is suggested that the appropriate GMO be contacted to assist in the selection.  A complete description of each CLIN/SubCLIN can be found in the contract.  The GMO is available to assist activities in analyzing and defining the most cost effective arrangement of IT services for each Command.

Catalog Requirements 
The catalog is represented as a CLIN in the contract to obtain optional user capabilities.  The capabilities provide commercial-off-the-shelf (COTS) available software or hardware provided as a service to a seat.  The catalog may include specific application software, specific operating systems, peripheral devices, unplanned training needs, and specialized logistic considerations. If standard services do not meet the user’s requirements, optional services can be added to the catalog to assist in delivering the required service.  Since this is a service contract, when ordering from the catalog the installation, maintenance, support, and refreshment cycle of 36 months is an inherent feature of most services provided.  

Direct Payment to Small Business First Tier
The Government will pay first-tier small business subcontractors that are performing global/enterprise wide services until such time when services can be allocated to applicable task orders.  The Government will pay first-tier small businesses directly based on remittance instructions from the prime contractor submitted with its invoices.  However, direct payment will not occur until DFAS develops and implements a payment system accommodating the small business payment.  From the time of contract award until a DFAS system is available, EDS will pay its subcontractors.  

Government Support Contractor’s Order (Contractor-to-Contractor Ordering)
The contract allows for contractors supporting the Government on contracts other than NMCI, order services directly from the NMCI contractor.  The need for such services would have to be established as such, the cognizant Contracting Officer for the support contract will provide the approval to order services. This is the only Government intervention in the contractor-to-contractor ordering process.  The support contractor will follow the process provided by the NMCI contractor to order services.  The ISF will post the process for direct ordering on its website when available.  

Electronic Commerce 
The NMCI contractor will provide a web-based electronic commerce site to allow customers to place orders, the contractor to bill the Government, and the Government to make payment for services rendered.

SLA Monitoring 
Service Level Agreements (SLAs) will be monitored.  The NMCI contractor has a contractual requirement to provide SLA reports on a monthly basis.  These reports will be review to ensure that the contractor is meeting the mutually agreed upon service levels as they relate to performance categories such as:  accuracy, availability, response time, problem resolution, and customer satisfaction.   SLA monitoring is a tool integrally tied to the expected performance of NMCI services.  The levels are determined and negotiated at the on-set of the contract.  Meeting or exceeding those expectations will earn the Contractor financial reward or penalize it for failing to meet those expectations.

Close-Outs
The Contract Office is responsible for closing out the contract within specified retention periods of the end of a contract.  In the case of the NMCI contract, since it has orders associated with the contract, the orders must be closed out as well as the contract itself.  In an IDIQ type contract all orders must be closed prior to the contract itself.  In this case, it is imperative that orders are closed as soon as practical.  It is highly suggested that the orders are closed on an annual basis as the funding on the orders and period of performance will not last for more than one fiscal year.  With the multi-year facet of the NMCI contract, the basic period will be open for five years and if the option is exercised, then eight years the contract will be open.  If orders are not closed prior to the end of the contract, major effort will have to ensue in order to close the contract.  This involves financial reconciliation, documentation verification, record cross-reference and much more.  The ACOs are responsible for closing the orders within their respective purview.

Contract Execution Model

Figures 4-1 and 4-2 present high-level models of the process sequence for NMCI contract execution.  Processes such as GFE Cryptographic Equipment Requirements and NMCI Long-Haul Provisioning are initiated just prior to Ordering and are completed during the Service Delivery.  Each process is further described within the contents of this manual.




Figure 4‑1 – NMCI Post Award Contract Execution Model

Processes described within this manual are based on ISO 9000 flow charting standards.  All processes flow diagrams contain vertical “process swim lanes” that identify the owners of each components of the process.




Figure 4‑2 – End-to-End Contract Execution Model

All processes have associated business rules.  Figure 4-2 presents a look at the end-to-end Contract Execution Model of NMCI.  Many processes include discussions on related business processes and provide references to policies and procedures that are principal drivers of the process.  Each rectangular box represents a primary process.




Figure 4‑3 – NMCI End-to-End Process Map

NMCI Planning

FMB Demand Model
The NMCI contract execution process begins with the development of the annual Claimant/Command requirements.  FMB will coordinate data calls and pass demand information to PEO-IT.  PEO-IT will monitor claimant demand via the demand model.  The demand model provides:

· Claimant and aggregate CLIN quantity and cost estimates

· ISF with order of magnitude estimates as to Claimant demand

· Claimant requirement phasing plans (to the quarter)

· Roll up of annual requirements and associated expected costs for use in the budgeting process

· Management oversight of contract minimum quantity and costs

· Estimated potential incentive costs

· Roll-up of critical metrics and the flexibility to create high level reports

FMB Demand Model data will be compared against actual Claimant Orders in the current year to ensure significant changes and differences between plan and actual do not materially affect the ability to meet contract minimum requirements.  Claimant orders will also be compared against each other and significant statistical differences in ordering patterns may be researched to determine the cause of such differences.

The USMC will centrally fund all Marine Corps seats and will request local commands to validate requirements and request additional services above what is provided centrally.  The local commands may be required to provide additional funding for these additional services.

After development and analysis of the initial draft, the Demand Model will be reviewed by all interested parties on a regular basis to ensure that all proposed NMCI work is within the contract’s scope, meets minimum contract requirements, and is in accordance with the program’s execution plan.  

Figure 4-4 depicts the Demand forecasting process.




Figure 4‑4 – Demand Model Overview

Funding Request and Receipt

For information regarding the submission of Work Requests (NAVCOMPT 2275), refer to section 4.5.

Infrastructure Assessment 

The Infrastructure Assessment is performed after issuance of the initial task order and forms the basis for the Contractor’s transition plan. The transition plan is provided to the Government 30 days after receipt of the initial TO. It is likely that the initial TO will be modified to reflect findings of the infrastructure assessment.  The transition plan will also contain the criteria for defining operational control of each ordered segment.

Budgeting and Financing

Budgeting
The following sections address budgeting and financing for the NMCI services and contract incentives.

Services

Activities will budget for services via the same budget processes as other IT requirements.  In the IT Budget, NMCI funds will be identified under unique cost elements, which will be identified in the DoN CIO NMCI Budget Guidance Manual.  

As part of the normal budget review process, PEO-IT/DoN CIO/Marine Corps CIO staffs will review the budgeted NMCI levels to ensure customer projections meet the contract minimum.  If projections do not meet the minimum, the PEO-IT will coordinate with claimants and attempt to resolve the discrepancy.  To the extent the delta cannot be resolved, the DoN CIO must be immediately notified.

The Navy budget process and the exhibit requirements are defined in the DoN Budget Guidance Manual, available on the NHBS website.  FMB issues changes and clarifications via memoranda on specific topics during the budget cycle.  The resource sponsor will promulgate POM guidance at the beginning of each cycle.

Incentive Awards

Incentives will be centrally budgeted and managed at PEO-IT/SPAWAR.  PEO-IT/SPAWAR will coordinate the budget process for all incentives within the Operations and Maintenance (O&M) appropriations based on the requirements indicated by the customers in their planning documents.  Requirements for FY01 through FY03 shall be included as unfunded deficiencies in the FY02 DoN budget submit.  FMB will determine the appropriate IT funding realignments to sufficiently resource the PEO-IT for these potential program requirements.  Beginning with PR-03, PEO-IT/SPAWAR shall include estimated incentive requirements in POM planning and provide coordination with the Resource Sponsor.  

Since the funding of NMCI incentives is considered a corporate Navy requirement, if the incentive requirements exceed the amount budgeted in a fiscal year, the PEO-IT/SPAWAR will identify the shortfall to NAVCOMPT FMB for resolution.  If the amounts budgeted and allocated to PEO-IT/SPAWAR for incentives exceed the amount required in a fiscal year, the PEO-IT/SPAWAR will notify NAVCOMPT FMB of the excess amount for their use and disposition as a corporate Navy asset.

Financing
The eCommerce tool will facilitate the process by which requests are funded.  The Financing functions of the system provide assistance to the NMCI system user for the financing aspects of order creation.  The Financing portion of the NMCI eCommerce solution will satisfy the following high-level requirements during Release 1:

Navy Comptroller & SPAWAR01 personnel will have ability to enter funding documentation data.  Information to be entered includes data pertaining to NC2275, NC2276.

The following business rules will apply inside the eCommerce system:

· Multiple LOAs (Lines of Accounting) can be assigned to an order.  Each CLIN & quantity must have the associated LOA specified.

· The eCommerce system will provide users the ability to record the LOA and the Document Control Number of the LOA's source document.  In addition, the user will be able to assign an LOA to a specific CLIN/Quantity combination for the order.

· If a Comptroller enters NC2275 LOA information the order will be routed through SPAWAR01 so SPAWAR01 can enter NC2276 information prior to ACO approval.

· If a Comptroller enters NC2276 LOA information, the order will be routed directly to the ACO by-passing SPAWAR01.  (See Figure 4-11 – Direct Funds Ordering Process)

· Each 2275LOA is associated with a single 2276LOA.  A single 2276LOA can be associated with multiple 2275LOAs.  (See Figure 4-12 – Reimbursable Funds Ordering Process)

· The eCommerce system will transmit the task order to DFAS via an 850 EDI to create the obligation.

Government Furnished Facilities (GFF) Overview
As the largest information technologies contract in the history of the United States Government, the infrastructure required to implement NMCI throughout the DoN is extensive.  Within the contract the Government is required to provide nearly one million square feet of GFF for contractor use in the establishment of key network infrastructure.  Specific GFF requirements to execute the contact are located in numerous locations throughout the Navy, and impact all major Navy claimants and organizations.    

In addition to the facility itself, the Government is required to provide main power, lighting, heat, and ventilation.  Depending upon the purpose for which the facility is being provided, the Government is also required to provide facility related items such as furniture.  Similarly, the contractor may be responsible to accomplish actions such “build out” of the facility to meet its’ needs.  

Paragraph 5.6 of the contract provides details on all Government and contractor GFF obligations.  However, the following encapsulates the general facility requirements cited in the contract:

· Global Network Operations Center (NOC):  Two global NOCs are specified, each requiring 65,000 sq. ft. of space.

· Help Desk:  Two are specified, each requiring 55,000 sq. ft. of space.

· Regional NOC:  Four are specified, each requiring 40,000 sq. ft. of space.

· Server Farms:  A total of sixty-six are specified.  Space requirements vary by size of the farm, however the total for all sixty-six is 229,500 sq. ft.

· Base Level Support: Total contractor working space requirements on-site at customer installations is 360,000 sq. ft.

· Total Requirement for Government Furnished Facilities under the NCMI contract: 989,550 sq. ft.

Site Support and Government Furnished Equipment

The Government will furnish the Contractor storage space, working space, basic office furniture, heat, light, ventilation, electric current, and outlets for the use of the Contractor’s personnel.  These facilities shall be provided at no charge to the Contractor; however, fit-up of the facilities to Contractor specifications will not be provided by the Government.  Type and size of space to be provided will be based on availability and will vary at each site.  Additionally, the Government will provide the following:

a) Floor space adjacent to users necessary for support of the Contractor’s installed equipment and personnel who will be providing move, add, change, and on-site maintenance.  

b) Access to equipment on Government facilities specific to NMCI

c) Server rooms

d) Support for the following:

e) Administrative verification of clearance

f) Access to Work space and Government site (empty room) for properly cleared personnel

g) Physical security for Government space (door locks, for example): This does not include new protected distribution system (PDS) or other physical security measures required to provide classified seats.

h) Information on:

i) Blueprints (as available)

j) Roster

k) Seating chart

l) Type 1 Encryption devices and classified keying material (COMSEC Material System (CMS) management responsibilities for Type 1 encryption devices and their associated key material shall be a Contractor responsibility. Operation of Type 1 encryption devices within the NMCI operating environment may be conducted by DON personnel or authorized NMCI contractor personnel. If the NMCI contractor proposes the former scenario, the contract shall be equitably adjusted to account for the costs associated with government operation of these devices.

m) Crypto-keying material

n) Base security

o) Security escort services when required

p) Trash disposal services/salvage and demilitarization

q) Safety and emergency services

r) Site support for OCONUS locations will be defined within each order

s) Smart cards as defined in Attachment 8 (either interim or the common access card.)  Inventory will be managed as follows:

t) If interim card:  The card will be provided to the contractor as GFE.  It is the responsibility of the contractor to distribute, issue, and manage for each seat.

u) If Common Access Card:  The Department of the Navy will issue the CAC from authorized RAPIDS workstations.  Those RAPIDS workstations will be located in Personal Service Detachments (PSD) and other badging offices.  The CAC will minimally contain DoD PKI identity credentials and other functional smart card information.  Other DoD PKI credentials for SMIME digital signing and SMIME encryption may not be included in issuance. Therefore, the contractor shall provide a mechanism to request and download to the card from the DoD PKI those missing credentials.  It is the responsibility of the contractor to match DoD PKI credentials to one's NMCI profile and privileges.

v) DoD PKI user profiles (Attachment 1, paragraph 3.1.16).

The Information Strike Force's GFE Facility Requirements

The contractor assumes the Government will provide floor space sufficient to support the space requirements listed in the "Space Requirements Table" below.  Build-out of the Government-provided space shall be the responsibility of the contractor (e.g., raised flooring, interior wall construction, additional lighting, wiring, etc.).  Backup power shall be part of the fit-up of facilities provided by the contractor in cases where it does not exist or does not meet the contractor’s specifications.  The contractor shall also be responsible for providing the onsite staff with all of the necessary equipment and services they will need to support NMCI including telephones, PCs, servers, copiers, printers, fax machines, and consumables (e.g., paper and pencils, etc.). 

Alternate 1 requires 86 more server farms than Alternate 2.  The individual locations that the contractor anticipates placing facilities are provided in the "Site Table" below.

Facility
Total Facility Space

(A)
Number of Locations

(B)
Total Space Requirement

(=A x B)

Global NOC 




    Hardware
65,000
2
130,000

    Help Desk
55,000
2
110,000






Regional NOC
40,000
4
160,000






Server Farms




    Very Large
14,500
5
72,500

    Large
4,850
9
43,650

    Medium
2,250
48
108,000

    Small
1,350
4
5,400






Base Level Support
360,000

360,000






Total

72
989,550

Table 4‑1  Space Requirements Table (Alternate 2)

ALTERNATE 2 - LOCATIONS


Network Operations Centers


Norfolk Naval Station
VA

Pearl Harbor Naval Complex
HI

Quantico Marine Corps Base 
VA

NW-NAVSHIPYARD Puget Sound/NS Bremerton (NOC)
WA

Jacksonville NAS (NOC) 
FL

North Island NAS 
CA

Server Farms


Camp Pendleton
CA

Camp Lejeune
NC

Pax River Naval Station
MD

SE-NAS PENSACOLA 
FL

SE-NAVSUPPACT. Millington 
TN

SPAWARSYSCEN SAN DIEGO
CA

NE-NAVSTA Newport, RI  
RI

MA-NSWC Dahlgren 
VA

NE-US Naval Academy 
MD

MA-NAVSHIPYARD Norfolk 
VA

Cherry Point
NC

NW-NAWC China Lake
CA

NE-Washington Navy Yard 
DC

San Diego NS 
CA

NE-COML-BLDG-NAVSEASYSCOM HQ Arlington,  
VA

Navy Annex & Henderson Hall, Arlington 
VA

SW-NAVSTA Port Hueneme 
CA

NE-NTC GREAT LAKES 
MI

SE-NAVSPNSTA Charleston
SC

SW-NAS Point Mugu, CA 
CA

MA-NAVPHIBASE Little Creek 
VA

MA-CINCLANTFLT CMPD 
VA

NE-NAVSURFWARCENDIV – CRANE 
IN

Twenty Nine Palms
CA

NW-NPGS Monterey, CA 
CA

NE-NSWC Carderock 
MD

NE-NAVSHIPYARD PORTSMOUTH 
NH

MA-NAS Oceana 
VA

SW-NAVHOSP San Diego 
CA

SE-Kings Bay SUBBASE
GA

SUBBASE New London, Groton 
CT

OF-MCAS Kaneoke Bay
HI

NE-NSWC Indian Head 
MD

NW-SUBASE BANGOR 
ME

NE-DOD ACTIVITY- NAVICP, FISC Norfolk Det, Philadelphia 
PA

SE-NAVSUPACT NEW ORLEANS 
LA

SW-NAVPHIBASE CORONADO 
CA

SE-Albany MC Logistics Base 
GA

SE-Stennis Space Center, MS 
MS

NE-PENTAGON, DC 
DC

OF-Camp Smith, Oahu 
HI

SE-NAVSTA Mayport 
FL

SE-NSWCDD, CSS Site, Panama City 
FL

SE-C19 
LA

NE-NNMC Bethesda, MD 
MD

NE-NAVAIRWARCENACDIV (COML BLDG), Lakehurst, 
NJ

NW-NAS Whidbey Island 
WA

SE-Parris Island MCRD, SC 
SC

MA-NMC/ BDC/ NSHS / Personnel Support Det PORTSMOUTH VA 
VA

SE-NAS MERIDIAN, MS 
MS

OF-NAS Roosevelt Roads 
PRC

SPAWAR / PHDNSWC Det – OLD TOWN CAMPUS 
CA

SE-NAS CORPUS CHRISTI, TX 
TX

SE-Beaufort MCAS, SC 
SC

SE-NAVAIRWARCENTRASYSDIV Central FL Research Park, Orlando
FL

OF-NAVSTA Guam 
GUM

NE-NSS MECHANICSBURG 
PA

NE-Naval War College, Newport 
RI

SW-Yuma MCAS 
AZ

OF-NAS Keflavik 
ICL

NW-NAS Lemoore 
CA

EFDSW (COML BLDG), San Diego 
CA

SE-FCTCPAC SAN DIEGO,CA 
CA

NW-NAS Fallon, NV 
NV

SW-FISC SAN DIEGO 
CA

NAVSTA Guantanamo Bay 
Cuba

Table 4‑2  Site Table

Contractor/Government Provision of Consumable Supplies

The Contractor shall provide consumable supplies for its use required in the daily operation or performance of, or in support of this contract.

GFE Cryptographic Equipment Requirements
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PMW-161 will continue to budget and POM for cryptographic equipment.  Equipment will be provided to the Contractor in keeping with scheduled requirements.

Figure 4‑5 – GFE Cryptographic Equipment

Business Rules:

· Contractor architecture drives NMCI cryptographic equipment requirements

· Contractor will provide list of GFE cryptographic requirements in advance

· Contractor must establish local holder account under the site’s Navy CMS account at each location

· New procurements posted to Navy DCMS then to Contractor via primary Navy Command CMS account

· All COMSEC hardware and interfaces, COMSEC GFE, and related equipment and/or materials will be identified in TO

· Any requests to divert local site cryptographic assets from other programs to NMCI must be approved by OPNAV N64.  If approved, affected program and acquisition managers should be informed as appropriate

· The site principal CMS custodian will monitor GFE delivery status and receipt of deliveries

· PMO/PMW 161 will coordinate with PCO to ensure NMCI Contractor is informed of any potential GFE shortfalls or delivery delays

The Contractor receives the classified seat order from the Claimant.  The Contractor then performs a site infrastructure survey to determine what cryptographic assets are already at the site.  The Contractor then submits its cryptographic requirements plan to the PMO.  Following PMO/PMW 161 approval, the cryptographic requirements plan is forwarded to OPNAV N64 for validation.  If the requirements are validated, DCMS determines whether the cryptographic assets are available within existing inventory.  If the cryptographic assets are available, DCMS ships them to the site Navy CMS account for issuing its subordinate local holder account run by the NMCI contractor.  The NMCI Contractor then assumes responsibility in accordance with installation schedule requirements.  If the cryptographic assets are not available within existing inventories, the PMO/PMW 161 will initiate a new procurement.  If the PMO/PMW 161 does not approve the cryptographic requirements plan, the Contractor adjusts the plan and resubmits it to the PMO/PMW 161.  The site principal CMS custodian will monitor status and receipt of deliveries.

CMS Compliance
All standard Federal/DoD/DoN CMS/COMSEC/Security guidelines remain in effect and must be complied with by the NMCI Contractor.

Responsibilities/Assignments
PEO-IT NMCI Responsibilities

· Include Contractor CMS/COMSEC compliance as part of NMCI contract, including OPNAVINST 2221.5B required phrasing 

· Coordinate with NSA and other DoN elements to establish NMCI Contractor CMS accounts where needed

· Coordinate with OPNAV and other DoN elements for waiver submissions and approval of exceptions as related to the NMCI contract and DoN CMS/COMSEC policies

NMCI Minimum Contractor CMS/COMSEC Responsibilities

· Must be U.S. Citizens and hold a final federal government security clearance for the level of classification involved

· Shall have access to COMSEC materials on a need-to-know basis and shall comply with established COMSEC procedures

· If involved with maintenance, must be certified via formal NSA approved training on such equipment or via officially approved waiver exception IAW OPNAVINST 2221.5B

· Must recognize that the provisioning of COMSEC equipment to NMCI as GFE does not constitute ownership, only custody/sub-custody

· Are not to affect shipment, installation, removal, maintenance, or modification of cryptographic items except as approved by the Government and in accordance with CMS/COMSEC rules and regulations

· Must identify designated Contractor custodians and ensure Contractor custodian responsibilities are carried out in accordance with established Government CMS/COMSEC guidelines

· Must ensure designated Contractor custodian meets minimum training requirements

NMCI Claimant/Command CMS/COMSEC Responsibilities

· Monitors Contractor COMSEC compliance

· Verifies local holder COMSEC account(s) is/are in place prior to affecting sub-custody transfers

· Clarifies COMSEC maintenance responsibilities with NMCI Contractor

· Assists in affecting equipment custody transfers

· Assists in determining any interim procedures needed during initial NMCI transition period

Transition of Existing Inventory
· Claimants will validate/establish baseline inventory of Type 1 Cryptographic now being used in or under order for applications that will transition to NMCI.   Claimants will provide these inventories to NMCI PMO and NMCI Contractor as part of the transition process/infrastructure assessment

· NMCI Contractor will then begin comparison of on-hand/currently installed inventory against new and future requirements

· Upon Claimant approval and OPNAV N64 validation, NMCI applicable Type 1 inventories will be transferred from Command/Claimancy custody to NMCI Contractor sub-custody in accordance with applicable Government CMS guidelines

· NMCI Contractor will immediately assume CMS inventory and reporting responsibilities associated with the GFE in accordance with Government CMS/Security guidelines

Requirements Validation and Distribution
· NMCI Contractor shall ensure GFE requirements are in keeping with Government approved NMCI IA architecture and that a reasonable delivery lead-time is factored into requirements planning.  Contractor required delivery dates and, if warranted, impact statements regarding delays in delivery will be provided to the PMO.  

· PMO will review/approve NMCI Contractor requirements in accordance with approved IA architecture:

1. Where needed, submitted requirements will be referred back to Contractor for clarification or additional justification

2. If warranted, PMO will refer NMCI Contractor cryptographic requirements to PCO for resolution  (whether delivery dates, lead-time planning, Contractor impact statements, submission of adjusted IA architecture)

· PMO will review and approve NMCI Contractor cryptographic requirement submissions prior to forwarding to OPNAV N64 for validation.  The NMCI Contractor will use a standard DoN format for submissions.  Validated requirements will be subsequently forwarded to DCMS

· When available, DCMS will fill validated requirements from existing inventories.

· Validated requirements not available within inventories will be entered into Cryptographic Equipment Validation Information (CEVI) database by SSC-CH.  PMW 161 will then initiate procurement of validated requirements from available funding.

· NMCI GFE cryptographic procurement funds will be provided to SPAWAR PMW 161 as part of annual budgetary/POM cycle.  Validated NMCI cryptographic requirements will be procured from CEVI using following guidelines:

    1.   When time critical and provided option is available, Direct Purchase/Direct     

          Shipment shall be used

2.  When lead-time permits or where required, procurement via routine                                    Government procedures will be used

· NMCI cryptographic equipment will be delivered to the site CMS account for issuance to the local holder account run by the NMCI contractor

· Local Holder CMS accounts subordinate to the site Navy CMS account will be established by the NMCI contractor to ensure proper accountability and operation of GFE Crypto.

· NMCI Contractor/PMO/Site CMS Custodian will monitor delivery dates and track order status until GFE Crypto is actually delivered.

Note: Cryptographic items removed from the NMCI configuration will be returned to Government custody for proper disposition.
Common Access Card (CAC)
Functionality within NMCI

In increasing the security posture of the Department with Information Assurance technologies and policies, the Common Access Card within NMCI will facilitate the use of DoD PKI.  The CAC will contain three DoD PKI certificates (Identity, S/MIME Encryption, and S/MIME Digital Signature).  From the onset, these credentials will be used for digitally signing and encrypting, and decrypting e-mail and for authenticating to PKI enabled servers.  

In addition, the long-term plan is to incorporate cryptographic log-on with the DoD PKI credentials residing on the CAC.  In the beginning, NMCI will implement manual entry of userID and password, while working technical compatibility issues.  Several interim logon solutions are under consideration, however the required functional end-state is that the CAC must operate as the cryptographic logon authorization device and PKI hardware token.   

Initial Deployment

In accordance with the “DON Mass Issuance Plan v1.0’, the initial deployment of the CAC will be accomplished by the mechanism outlined in this document by the end of FY02.  Specifically, Mass issuance refers to DONSCO-provided augmentation of existing issuance infrastructure (DEERS/RAPIDS workstations and/or staffing) to increase CAC issuance capacity; whereas, sustainment issuance is CAC distribution from the permanent RAPIDS infrastructure.  All three of the below methods will be utilized, independently or in combination, for the initial deployment of the CAC. 

Augment PSD staffing -- increases the card production capacity of existing permanent DEERS/RAPIDS workstations; DONSCO will provide additional, temporary staffing to issue CACs at designated sites for a fixed period of time.  Increased staffing will allow DEERS/RAPIDS workstations to operate at higher level of productivity and issuance capacity than indicated by current or historic levels of operation.  No additional DEERS/RAPIDS workstations and/or support equipment will be installed.

Augment badging office staffing -- increases the card production capacity of new permanent DEERS/RAPIDS workstations; DONSCO will provide additional, temporary staffing to issue CACs at designated sites for a fixed period of time.  Increased staffing will allow DEERS/RAPIDS workstations to operate at higher level of productivity and issuance capacity than indicated by current or historic levels of operation.  No additional DEERS/RAPIDS workstations and/or support equipment will be installed.

Mobile issuance -- increases local card issuance capacity at a site or installation by installing temporary DEERS/RAPIDS workstations and/or using trailers equipped with workstations.   DONSCO sponsored mobile issuance team and equipment will focus on issuing CACs from temporary locations for a fixed period of time to supplement the overall capacity of existing permanent locations.  Upon completion of a predetermined CAC issuance population, the mobile issuance team and equipment will be relocated to other locations

DON total initial CAC issuance requirement is approximately 1.3 million personnel.  The sustainment (or permanent) infrastructure will issue approximately 191,000 CACs in FY01 and 490,000 in FY02 -- total number of cards issued through sustainment infrastructure is expected to be approximately 681,400.  

Given this planned level of issuance from sustainment infrastructure, DON must issue approximately 645,000 CACs using mass issuance; 451, 500 (70% of mass issuance requirement) will be issued from an expanded sustainment infrastructure and 193, 500 (30% of total) from selected mobile issuance.

GFE CAC Fulfillment Process

The below diagram illustrates the initial GFE CAC fulfillment process.




Figure 4‑6 – GFE CAC Fulfillment Process

Business Rules:

· The NMCI Contractor submits Smart Card GFE Plan to NMCI PMO.

· NMCI PMO validates smart card requirements based on the NMCI architecture and deployment plans.

· If the requirement is approved, the NMCI PMO submits the requirement to the DON CIO/SCO.

· If the requirement is not approved, the NMCI PMO recommends adjustments and resubmits to NMCI contractor.  The process continues from #1.

· The DON CIO/SCO determines if the GFE requirement can be met in the desired timeframe

· DON CIO/SCO notifies the NMCI PMO that it cannot meet the requirement.  

· Within the notification, the DON CIO/SCO will provide a timeframe in which the requirement can be met.  

· The NMCI PMO initiates adjustments to schedule, notifies NMCI contractor of GFE delivery timelines, and manages the delivery of GFE.

· CAC Issuance commences from DON SCO Mobile issuance locations or

· CAC issuance commences from USN/USMC mass issuance infrastructure

· COR/CTR monitors status of GFE issuance and deliverables.

· NMCI contractor provides acknowledgment of GFE fulfillment to NMCI PMO/COR/CTR

Roles and Responsibilities:

· The Department of the Navy via Defense Manpower Data Center (DMDC) is responsible for procuring CAC cardstock.

· The implementation of the CAC as GFE is the responsibility of the entire Department.  The “Department of the Navy CAC Mass Issuance Plan 1.0 31901” provides the details on the Departments plan to issue CAC to the eligible DON population.

· The NMC contractor is responsible for:

· Providing all necessary software to get the CAC to work within the NMCI configuration.

· Providing a smart card reader for each NMCI workstation.

· Maintenance of the CAC PKI credentials and any other CAC-based log-on material.

· Providing a list, in advance, of the number of cards required, by location, UIC, command name, and shipping address to the NMCI PMO.  Lead-time for procurement, planning, and issuance is normally six (6) months.  This is considered a part of the Smart Card GFE Plan.

Sustainment Issuance

Once the initial predetermined population is provided a CAC, all subsequent CAC issuance will be conducted from the existing or new Department RAPIDS issuance infrastructure.  The NMCI contractor should coordinate with local installations for the issuance of CACs at those appropriate installations.  This section will outline the GFE fulfillment process and organizational responsibilities.

NMCI Long-Haul Provisioning

NMCI Long-Haul Provisioning OrganizationsThe provisioning of NMCI network transport services is performed by organizations representing the DoN, Defense Information Systems Agency (DISA), and ISF.  The organizations and supporting processes represent realignment and reengineering to provide responsive and efficient service, which meet contractual SLAs. These organizations each have a single interface/office acting as the central point of contact for all NMCI telecommunications provisioning services.  The Network Transport Logistics Center (NTLC) representing the DoN in conjunction with the DISA NMCI Project Office and ISF’s Network Architecture Organization are responsible for implementation of the architecture defined in the NMCI contract. 

The NMCI contract, DoN/OSD/DISA MOA, and the NMCI Wide Area Network (WAN) Provisioning Process Document provide guidance, define responsibilities, and contain processes that address NMCI long-haul transport.  

The DoN, DISA, and ASD (C3I) completed an ASD (C3I) Memorandum of Agreement (MOA) on 17 August 2000 to provide a defined process for implementation of dual-provider, complementary WAN networks.  The architecture specifies the use of wide area network (WAN) services provided by (DISA) to be augmented by ISF’s commercial network services.  End to end performance must meet SLAs thus DISA services will be used where they can meet the SLAs both at inception and during the life of the NMCI contract. 

The NMCI WAN Provisioning Process Document provides in-depth guidance on long-haul provisioning.  This document contains a detailed Concept of Operations (CONOPS) that outlines the steps, decision processes, and timelines required to provision telecommunication services by integrating DISA provided transport services with ISF augmentation. 

Service Classes:

Class A Service

Class A service is based on the current DISA NIPRNET and provides standard Ipv4, Internet and DoD interoperability.

Class B Service

Class B service is DISA SIPRNET classified Ipv4 for data up to and including secret classification.  This is a closed network and does not provide interoperability outside the DoD network.
Class C Service

Class C service supports Ipv6, Ipv4, multicast for VTC, UDP, and management via separate logical channels on one physical pipe or port.  This service interconnects all server farms, remote sites, bases and NOCs and it’s referred to as the INTRANET service.



Figure 4‑7 – NMCI Long-Haul Provisioning Classes

Service Requirements Definition and Ordering

ISF defines the requirement for transport services consistent with the contract architecture, SLAs, and implementation schedule.  The requirement specifying the classes of service requested are electronically submitted to the NMCI PMO and NTLC via the NMCI WAN Provisioning Request found in Appendix K. The PMO and NTLC will review and validate the proposed requirements.  ISF will also make recommendations as to which WAN services may be terminated as a result of NMCI implementation.  ISF will complete an As-Is Termination Form that is currently in development.  If the service will be provided via augmentation, ISF will specify the lead-time required.

Once requirements have been determined, orders for service will be initiated by ISF.  Orders will be reviewed and validated to ensure they meet the NMCI architecture, operational needs, and funding limits for Government Furnished Equipment (GFE).  The NTLC initiates the tracking process and the PEO-IT is notified for approval.  Upon order approval, the NTLC translates the ISF provided NMCI WAN Provisioning Request form into a DISA Telecommunications Service Request (TSR) that is submitted to DISA.  The NTLC continues to track the process. 

Class A and B Service Memorandum (MEMO) and Interim Request
For Class A NIPRNET or Class B SIPRNET service, DISA will issue a memo to the NTLC describing the service they are able to provide. 

Class C Internet Service First Right of Refusal (FROR) Memorandum
DISA will review the TSR and make a determination as to whether they can provide the Class C Internet service requested.    DISA will then submit a First Right of Refusal (FROR) Memorandum to NTLC specifying a Yes/Yes Later response and indicating when the service can be provided.  The FROR will also contain DISA’s estimated cost for the requested services and any additional detailed technical interface requirements.

DISN DSC Validation

For all classes of service, the (DSC) Account Manager will validate the service request by reviewing the use location information, POC, demark, base facilities and funding. 

Class A Service Orders 

DISA will determine whether Class A NIPRNET bandwidth is available by reviewing the TSR.  If DISA can provide a full or partial solution, the DSC will send a copy of the TSR to NOC-C Columbus for the B-side hub location, which is then forwarded to the ATM (Asynchronous Transfer Mode) PM office.  The ATM PM office adds the B-side location and sends it back to the NOC-C.  The TSR is then forwarded to the DSC Account Manager who issues a TSO.  

If DISA cannot provide sufficient bandwidth to meet the request, the DISA NMCI PO will advise NTLC of the bandwidth that is available.  This will serve as an interim solution until DISA can provide the bandwidth originally requested.  The NTLC will issue another TSR reflecting the bandwidth that can be provided.  DSC will process the order and issue a TSO that is forwarded to the DITCO.   

Class B Service Orders

The SIPRNET PM office provides NTLC with information on available SIPRNET bandwidth and the B-side engineering solution prior to TSR submission.  The SIPRNET PM and ATM PM offices work together to define a full or partial solution.  If ATM bandwidth is available to fulfill the request, the ATM PM office edits the TSR and emails it to the DSC Account Manager.   The DSC Account Manager prepares a TSO based on the information received in the TSR. 

If sufficient bandwidth does not exist, the DISA NMCI PO will advise NTLC of the bandwidth that is available.  This will serve as an interim solution until DISA can provide the bandwidth originally requested.  The NTLC will issue another TSR reflecting the bandwidth that can be provided.  DSC will process the order and issue a TSO that is forwarded to the DITCO.   

Class C Service Orders

If DISA can provide Class C Internet service via Asynchronous Transfer Mode (ATM), the ATM office will edit the TSR to reflect the ATM solution and the B-side location.   The revised TSR is then forwarded to the DSC who will issue a TSO.  If an ATM solution is not feasible, the ATM office will revise the TSR with the B-side location only and forward it to the DSC.  The DSC will process the order and issue a TSO for implementation.

If DISA elects not to fulfill the Class C Internet Service as GFE, the PMO will notify ISF to augment transport service in accordance with the NMCI contract.  In the interim, DISA will engineer and build the required infrastructure using validated TSRs.  The DISN augmented circuits will be transitioned per the MOA.

Semi-Annual Review

The NMCI PMO will schedule a semi-annual review to ensure all WAN services are aligned with the approved architecture and meet SLAs.  Participants will include NMCI PMO, USMC PMO, CTF, DISA, NTLC and ISF.  The review will provide a forum to address issues such as installation delays and GFE funding.  Actions will be formulated to correct existing problem areas.

Test and Acceptance

For DISA provided service, DISA will perform test and acceptance through the last device provided.    ISF will test all configurations, routing and service delivery on the segments provided by both DISA and ISF. ISF will also provide required security documentation to the appropriate organizations.   ISF will notify DISA of service acceptance and billing will begin. The PMO will be notified when operations commence.




Figure 4‑8 – WAN Requirements Definition and Ordering Process

Business Rules:

· Memo provides DISA provisioning criteria

1. Evaluation criteria

2. Negotiate proposal

· NIPR/SIPR does not apply

· “Yes” is a temporary solution pending reengineering solution by DISA




Figure 4‑9 – WAN Provisioning Process

Business Rules:

· ISF is responsible for compliance with the contracted SLAs regardless of where WAN service is obtained.

· The DoN will provide DISN long-haul services, where available, as GFE at no cost to ISF.

· DISA will determine whether DISN services can comply with NMCI defined performance, functionality, and schedule.

· NTLC is responsible to track and provide status of all orders through the provisioning process.

· In the event there is an emergent requirement, the CTF can request a priority installation.

·  DISA FROR will be submitted to NTLC within ten working days of acceptance of an order.

· ISF will maintain the required architecture and configuration management documentation and support NMCI provisioning times per the NMCI contract.

· Where NMCI transport service is provided by commercial augmentation, DISA will have the opportunity to replace that service with DISA provided GFE transport.

Ordering (As-Is)

Authorized users include all Navy and Marine Corps activities.  Exceptions will be made on a case-by-case basis by the PCO.  All ordering is accomplished by the ACO and/or the PCO.  The COR is the point of contact for the initiation of ordered services.  The ACO will place orders on an annual basis for each customer activity.  The COR may identify the designated ordering office as requests for services are made.  All USMC requirements will be designated to the USMC ACO.  

Services
Claimants will assess their annual requirements in accordance with Section 4.4, utilizing the assistance of the CTR and forwarding those requirements along with the associated funds to the PMO via the COR not later than 1 September (TBD) each fiscal year.  Claimants may identify all requirements, both basic and additional services, for the entire fiscal year at the time of the annual requirements assessment; however, funding for all services over and above the basic services can be funded as the Claimant determines throughout the year.  Once funding is in place, an order can be forwarded to the Contractor for delivery of services.  The eCommerce tool provided by ISF will be used to process all task orders.

The process for placing order in the eCommerce tool is depicted in Figures 4-10, 4-11 and 4-12.
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Figure 4‑10 – Government Ordering Process

If direct funds are utilized for the order, Figure 4-11 applies:




Figure 4‑11 – Direct Funds Ordering Process

If reimbursable funds are utilized for the order, Figure 4-12 applies:




Figure 4‑12 – Reimbursable Funds Ordering Process

The first iteration of the eCommerce solution will allow users to:

· Electronically order NMCI CLINS

· Electronically capture funding information including the LOA and Document Control Number for the NC2275 & NC2276 being used to fund the order.

· Electronically capture order detail including the quantity and CLIN information for a specified UIC, Location, & Fiscal Year to be sent to ISF as an order to be fulfilled by the ISF delivery team

· Electronically approve orders

· Electronically review order status

Users will create order requests for a given UIC, Location, & Fiscal Year.  The user will select CLINs and will add CLINs to a “shopping cart” where CLIN quantity and period of performance can be modified. The system will calculate the funding required by calculating the total cost of the order and displaying that cost. When the user is finished with the request, the user will submit the order request for approval.   

The CTR is the first level of approval.  Once CTR approval is secured, the order request will route to the CIO, who in turn submits to a Comptroller who funds the request.  If the Comptroller issues a 2276 the request routes to the ACO for approval, if 2275 information is entered, the request must be routed through the SPAWAR01 office prior to being sent to the ACO for approval.  This process is shown in 4.5.  The final task order will be available in Adobe PDF file format and may be downloaded to the user's desktop.

Business Rules:

· There is one CIO to one Comptroller

· There is one CIO to many CTR’s

· One CTR is related to many UIC’s

· A given UIC is associated with a single CTR 

· One task order per UIC, & UIC-Location per Government Fiscal Year.  Any amendments to that order will be in the form of a Task Order Modification

· Any user can create an order request

· Any user can delete his own request

· Order requests contain CLIN, quantity, desired start and end dates

· The user shall provide a default start date for the order

· While in setup, no one else can view the request

· Once a request has been submitted, anyone can view it

· An order is to be defined to the building level 

· Each layer on the approval chain has the ability to change the submitted order from the previous level

· The CTR defines UIC locations within the system

· The CTR will key in the deliver to SF1449 (Task Order) address

· Only one order request for a given UIC, Location, & Fiscal Year may be in the eCommerce system at a given point in time

· The initial order request for a UIC, Location, & Fiscal Year becomes a task order.  Subsequent requests for the same UIC, Location, & Fiscal Year become a Modification

· On modifications, the SF30 will be a replacement order for the task order.  This means the current modification will list the current state of the order, not just changes

· When subtracting funds, the modification will follow the same process as a modification that increases the cost of a task order

· Administrative Modifications are initiated directly by the ACO

· There can be multiple sources of funding (Lines Of Accounting) for a task order.  Each CLIN and quantity combination must be assigned a single LOA 

· Only annual O&MN funds are allowed on task orders.  The NMCI eCommerce software will not enforce this rule.  It is included here only as a reminder that the Government's internal funding process should ensure that only O&MN funds are used 

· All orders must be funded with one or more NC2276 LOAs.  If a comptroller enters an NC2275 Work Request LOA, that request must be routed to SPAWAR01 for NC2276 funding 

· The request containing NC2275 funding information must be sent to the SPAWAR01 "group" worklist. Multiple people will have the ability to complete the SPAWAR funding tasks

· GMO/COR will have view capability just as any ordinary user, but will not be part of the approval chain

· The ACO provides the Task Order number, and must have the ability to record the Task Order number upon approval of an order request

· When an approving official decides to send a request back for rework, that official will be able to select where to send the rework.  The choices presented will be determined based on who has worked on the request

· ISF approves or sends back a Modification to the ACO for rework

· CLINs on an order request can have different periods of performance, eCommerce will calculate the funding needed as a daily rate for partial months

· All CLINs will be funded at 100%, there will not be an initial 85% funding on a task order

· Cost of CLINs ordered will be calculated based on a daily amount for partial month orders. The formula for this calculation is (Monthly rate * 12 / 365 = Daily Rate).  The daily rate will be multiplied by the number of days in the month that the service was provided

Unpriced Orders

Unpriced orders will be negotiated by the ACO.  A SOW and Government estimate must be forwarded to the ACO by the requestor.  Steps to initiate an order can be followed as above.  The ACO will forward a request for proposal to the NMCI contractor and attempt to negotiate a fair and reasonable solution for both parties.  The ACO will ensure that a copy of the negotiated order is forwarded to the PCO.  This will assist the PCO and PMO in setting future policy on buying strategies and realizing economies of scale.  The PCO is responsible for negotiating all unpriced CLINs on the basic contract resulting in a modification.  If a need for a new service is identified the PMO will assist the customer in drafting and socializing the need for approval via the CTF Governance, PEO-IT and stakeholders council community.  Once approved, the PCO will request a proposal from the NMCI contractor.

Contract Change Approval Process

Three levels are envisioned for contract change approvals:

A first level change would be administrative in nature and could be approved by the PCO. The Navy and Marine Corps Program Managers would be informed via a copy of the contract modification. An example of this type of change is an editorial change that does not impact performance, such as a change in address.

A second level change would be global in nature and would/could affect the contract performance.  These changes would first be approved by both the Navy and Marine Corps Program Managers and the PEO-IT, who would then request the PCO to make the change. An example would be a technical change to the contract based upon information derived from regular reporting requirements. Such a change could be a change to an SLA.

The third level of approval for changes to the contract would be at the Executive Council level. These changes could include the addition of a new CLIN, changes required due to DoD or DoN policy changes (i.e. security issues), decisions for enterprise level changes to application, governance, or operational policies, or decisions on Technical Refresh/Insertion. The Executive Council would provide guidance to the PEO-IT, who would effect the change through the Navy and Marine Corps Program Managers and the PCO.

Government Request to Add New Services (CLIN 0023)
The Government Request to Add New Services to CLIN 0023 process begins with a government or user initiated request for additional services.  New services are defined as services that are not currently offered or listed in CLIN 0023, but have been identified as necessary by a government user.

Requests for new services will be submitted upon a standard NMCI Request Form (see Appendix J) and is forwarded electronically to the CTR who will either accept the request or ask for further information from the originator.  It is anticipated that in most cases, the request will be forwarded to the GMO/COR.  The GMO/COR will accept the request or ask for further information from the CTR regarding the new service.  This request will be forwarded to the PMO/Lead COR for technical review.

The PMO/Lead COR will forward the request to a government evaluation team that will review the new service for technological compatibility.  If the request is denied as a result of the government evaluation process, the originator will be informed as to why the request was not approved and receive suggestions regarding other possible solutions and services to meet his or her needs that may or may not already be provided.  If the government evaluation team approves the request for new service, the PMO/Lead COR will forward the request to the PCO.  The Government Evaluation Process is a separate process engaged only for significant requests (Figure 4-18).  The team involves an NMCI oversight panel and the DoN CIO to review the request for policy and enterprise impacts.

At this stage, the PCO will develop and forward an RFP for the new service to ISF.  ISF will develop and provide a proposal to the PCO.  The PCO and PMO/Lead COR will review and evaluate the ISF proposal for the new service.  If the proposal is satisfactory, then the PCO will enter into service pricing negotiations with the ISF.  Upon reaching an agreeable service pricing decision, the NMCI contract will be modified by the PCO to add the new service to the list of additional services under CLIN 0023.  When the modification to the contract is complete, the originator of the request will be informed that the new service is now available under the NMCI contract.  This process is depicted below in Figure 4-13.



Figure 4‑13 – Government Request to Add New Services (CLIN 0023) 

Business Rules:

· Command CTR will perform initial review of service request.  Review will include determination of whether or not existing services will meet customer needs and commonality requirements among other customers.

· Standardized NMCI Request Form (see Appendix K) will be utilized to request new services under CLIN 0023.  This form will be transmitted electronically from the government originator up through the COR chop chain.

· The Government Evaluation Process (step 5) is depicted in Figure 4-18, Government Evaluation of Request to Add New Services to CLIN 0023.  The review may require inputs from the CTF and DoN CIO.

· All CLIN 0023 additions will be reviewed for price reasonableness and accuracy of service description prior to issuance of the contract modification.

EDS Information Strike Force (ISF) Request to Add New Services (CLIN 0023)
The ISF Request to Add New Services to CLIN 0023 process begins with an ISF initiated request to the PCO for additional services.  New services are defined as additional services that are not currently offered or listed in the catalog, but have been identified as necessary by the ISF.

This request for new services will be submitted upon a standard NMCI Request Form (see Appendix K) and forwarded electronically to the PCO for review.  The PCO will forward the request to the PMO/Lead COR for.  The PMO/Lead COR will forward the request to a government evaluation team that will review the new service for technological compatibility and ensure the requested new service meets all DON needs.  If the request is denied as a result of the government evaluation process, ISF will be informed as to why the request was not approved.  If the government evaluation team approves the request for new service, the PMO/Lead COR will forward the request to the PCO.  

At this stage, the PCO and ISF will negotiate the terms and pricing of the new service.  Upon reaching an agreeable service pricing decision, the NMCI contract will be modified by the PCO to add the new service to the list of additional services under CLIN 0023.  This process is depicted below in Figure 4-14.




Figure 4‑14 – EDS ISF Request to Add New Services (CLIN 0023)

Business Rules:

· Step 4 refers to Figure 4-15, Government Evaluation of Request for New Services to Additional Services (CLIN 0023).

· The EDS ISF request contains pricing and delivery information.

Government Evaluation of Request to Add New Services (CLIN 0023)
The Government Evaluation of Request to add new CLIN Services begins with the customer’s identification of the requirement. The PMO will analyze the requirement and (if applicable) offer alternatives already existing within the contract. If alternatives will not satisfy the requirement, the PMO in conjunction with the ISF will determine a suitable technical solution that must be approved by the PEO(IT).  PEO(IT) will review the request for any required change or enterprise impact. If the request impacts enterprise or operational policy, it will be forwarded to Don-CIO, the NMCI Stakeholders Council and the IEC for resolution.  Once policy is issued implementing the technical solution, the ISF and the Contracting Officer will place the requirement on the NMCI contract through the negotiation process.  This process is depicted in Figure 4-15 below.




Figure 4‑15 – Government Evaluation of Request to Add New Services (CLIN 0023) 

Business Rules:

· A standardized NMCI Request Form (see Appendix K) will be utilized to request addition to CLIN 0023.  This form will be transmitted electronically from the originator up through the COR chop chain.

· The Lead COR will be a member of the NMCI Oversight Panel.

Government Support Contractor Ordering Process
Government Contractors providing support to the DoN will place orders directly with the NMCI Contractor for services.  Government support Contractors will initiate an order after receiving approval from the Government Contracting Officer under the respective contract for which support is required.  Upon receiving approval from the respective Contracting Officer, the Government Contractor will submit a NMCI Order Request Form to the PMO COR for review.  The COR will review and provide approval or otherwise to the Government support Contractor for submission to the NMCI Contractor.




Figure 4‑16 – Government Support Contractor Ordering Process

Information Assurance

NMCI Security Fundamentals
NMCI will provide the DoN Enterprise with significant improvements in IA.  It will do so by providing:

· DoD PKI

· Strong Authentication: DoD PKI Certificates stored on a cryptographic Smart Card (the DoD Common Access Card) will be required for network access. NMCI will initially implement using manual entry of userID and password for some interim period.

· Central Security Management: Certification and Accreditation (C&A) plus real-time network operation status provided by theater

· Incentivized Performance on IA: DoN Teams will provide independent assessments of the security posture of the NMCI network.  The NMCI Contractor will receive a monetary reward based on the performance on these assessments 
· Defense-in-Depth:  Multiple protection technologies installed in a layered system of defenses

Improvements to DoN IA will accrue as follows:

Current
NMCI

Security implementation varies by location
Centrally-managed Defense-in-Depth Security Architecture

Predominantly weak logon via username/password authentication mechanism
Strong Authentication via DoD PKI Certificates stored on a cryptographic Smart Card (the DoD Common Access Card) following interim userID and password period

Individual components responsible for C&A
Enterprise wide C&A for NMCI in accordance with the DITSCAP.  The NMCI Contractor will support the Government in the C&A process

Individual components responsible for secure operation of networks
NMCI provides incentives for good performance during the DoN team security testing

Table 4-3 – DoN Security Improvements

NMCI Security Philosophy
NMCI security will be based on the Defense-in-Depth strategy.  Defense-in-Depth is designed to protect the confidentiality, integrity, authenticity, identification, access control, non-repudiation, survivability, and availability of information and IT systems in a network-centric warfare environment.  Defense-in-Depth is defined by its architectural components and by the manner or framework in which these components are installed and operated.  In Defense-in-Depth, security protection mechanisms are employed in layers at multiple locations in the system architecture.  This provides a combination of mechanisms broad enough to address all the security requirements and deep enough to provide sufficient redundancy across multiple layers.  Breadth means combining security mechanisms to provide assurance in all the primary security areas such as confidentiality, integrity, authentication, and availability. The combination of mechanisms ensures that DoN systems maximize resistance to attacks and minimize the probability of a security breach due to a weakness in any single security mechanism.

Protection Mechanism
Confidentiality
Integrity
Authenticity
Availability

Firewalls and Packet Filtering
Yes

Yes
Yes

Intrusion Detection
Yes

Yes
Yes

Content Filtering

Yes

Yes

Virtual Private Network (VPN)
Yes
Yes
Yes


DoD PKI Enabled Applications
Yes
Yes
Yes


Table 4-4 – Security Requirements Addressed by Available Protection Tools
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Figure 4‑17 – Defense-in-Depth Concept

Four boundaries of defense are identified in this framework.  These boundaries may be logical and are not necessarily physically separate.  Selection, placement, and configuration of security mechanisms are implementation dependent and are driven by the information protection requirements for the specific DoN information system being protected.  NMCI will support the implementation of security products at each of these boundaries in accordance with the IT Standards Guidance (ITSG) and IT Infrastructure Architecture (ITIA).

A properly designed, carefully deployed, securely configured, and regularly maintained Defense-in-Depth strategy will significantly enhance the security posture of NMCI information infrastructure and ensure that information provided to the war fighter is appropriately protected, accurate, timely, and that data and communications channels essential to the Command are instantly accessible.
Contractor Role in Information Assurance
The NMCI contract details how the Contractor and Government will comply with the DoD guidance for PKI implementation, separates security responsibilities between the Government and Contractor, and shows reporting relationships of the organizations involved with NMCI security.

Appropriate NMCI security architectures, policies, procedures, and tactics will be employed to preserve critical DoN network assets. 

The Contractor will provide security services to protect both classified and unclassified information, to include destruction of classified equipment and data, in accordance with applicable policy.  The NMCI Contractor has the responsibility to restrict Foreign National access to its own facilities/NMCI operations centers (including U.S. citizens who may be representing a foreign-owned company or foreign Government) as required by the National Industrial Security Program Operating Manual (NISPOM), OPNAVINST 5239.1B, and similar Government guidelines.  The NMCI Contractor will ensure that Foreign Nationals are clearly identifiable in electronic communications in accordance with DoD Directive 5320.20.

NMCI will provide the capability to protect, detect, react to, and recover from intrusions.  The design of NMCI will be robust enough to accommodate varying levels of service as dictated by changes in operational conditions (i.e., INFOCON levels).  NMCI will incorporate Defense-in-Depth throughout the NMCI infrastructure in accordance with the DoN ITSG and DoN ITIA.

NMCI will be restricted to Secret or below information.  However, if a NIPRNET/SIPRNET system resides within a SCIF boundary, then TS/SCI-cleared NMCI Contractor should be provided.  (The RFP requires at least five Contractor SCI-cleared personnel.)  Multi-Level Security (MLS) concerns are addressed within NMIC architecture requirements (the use of SABI products, etc.).  Any further questions dealing with Human-Machine Interface (HCI) and security standards should be referred to Paragraph 4-15 of this Execution Plan.

The IA requirements and guidance for NMCI are contained within the following core documents of the NMCI RFP and contract.

Attachment
Title
Purpose

1
Statement of Objectives
States NMCI Contractor IA obligations

2
SLAs
Specifies IA performance levels

4
NMCI Security Requirements
Provides an in-depth description of the NMCI program’s security requirements.  

5
NMCI Security Policy
Provides a description of the NMCI security including all references to governing security documentation

6
NMCI Security Functions Concept of Operations
Provides a description of how NMCI is expected to function in an operational environment

8 
NMCI Specifications - Smart Card
Describes the Government’s security approach with respect to Smart Card requirements.

11 
NMCI Active Computer Network Strategy
Provides a detailed description of the information warfare, security, and threat environment facing NMCI.

13 
NMCI ITIA
Addresses the components and services of the DoN IT infrastructure.

14
NMCI ITSG
Identifies the full complement of best practices, standards, and guidance that support full interoperability and seamless interconnectivity within the DoN and with DoD, federal, and public domains.

Table 4-5 – IA Requirements for NMCI

Where NMCI is concerned, the approved NMCI security architecture and associated policies will take precedence.  DoN security policies, whether they now exist or are subsequently developed, serves as the basic NMCI requirement.  The NMCI Contractor may develop and propose other security measures as part of their security design.  These policies will be integrated into overall NMCI policy requirements as they are reviewed and approved by the Government NMCI PMO/CTF NMCI offices.  The provisioning of legacy systems, such as via a VPN solution, will always be considered during security policy implementation.  Security policies for non-NMCI systems will continue to be determined by existing processes.

SLAs define the metrics that will be used to evaluate network performance and the level of service provided by the Contractor.  IA related metrics are present in several of these SLAs.  Three top-level SLA components assurance, capacity, and responsiveness collectively define all of the relevant characteristics and performance of NMCI.  This is the first-tier of a multi-tiered series of measurable units.  The second-tier, availability, survivability, and integrity provide increasing specificity and detail in defining measurable areas of performance.  Three-tiers of the Measure of Effectiveness hierarchy are presented; however, more tiers of granularity may be required to adequately address the wide range and distribution of NMCI services.

Government Role In Information Assurance
Although the use of best commercial practices is encouraged and the DoN expects the Contractor to pursue and aggressive strategy for design, deployment, and operation of NMCI, authorized DoN personnel must perform a number of critical security roles.  These roles fall into two categories: 1) Ensuring that the security of the NMCI satisfies Federal, DoD, and DoN requirements, and 2) Exercising essential Command authority over DoN Defensive Information Operations.  The NMCI Contractor shall provide DoN IA/Computer Network Defense (CND) personnel with the information required to support Information Operations (IO) missions.

The NMCI contract mandates the following requirements to ensure IA is properly implemented:

· Comply with Defense Information Technology Security Certification and Accreditation Process (DITSCAP) C&A activities

· Map DITSCAP requirements into the NMCI acquisition strategy to ensure that both are accomplished in a timely and cost-effective manner

· Use DoD PKI 

· Use National Security Agency (NSA) approved products to protect classified information

· Use DISN Security Accreditation Working Group (DSAWG)/Secret and Below Interoperability (SABI) approved products for interconnecting Secret with Confidential and Unclassified networks

· Implement intrusion detection architecture for CND that is fully interoperable with the current DoN infrastructure

· Use Government run Security Assessment Teams

Authorized DoN personnel shall be the approving authority for the following components of NMCI: security architecture, network connectivity plan, and security procedures.

The security issues, which encompass SIPRNET and NIPRNET interoperability along with the traditional issues of access, clearance, firewall protection, intrusion protection, etc., have been extensively addressed within the procurement.  Additionally, a WIPT, under the guidance on the OACT (a flag-level body) met to discuss and propose solutions to IA issues throughout the process.  Among the issues addressed by the WIPT were:

· Protection and ownership of system audit data

· Support provided by the Contractor to assist the Government in analysis of data generated by intrusion detection system

· Coordination of C&A and ST&E responsibilities between the Contractor and Government

· Integrated configuration management

IA coverage in this procurement is addressed in a multitude of areas.  Compliance with Federal, DoD, and DoN security policy and requirements will be monitored by the use of independent Government tests of the NMCI network as well as traditional reporting of security events required by DoD and DoN policy.  Security performance metrics have been specified for routine measurement as defined by the IA SLAs and will be tested by Government run Security Assessment Teams.  The Government will have on-site personnel at the Contractors operating centers to monitor security performance.  Security performance and improvement is incentivized in the contract to keep Contractor attention focused on IA throughout the life of the contract.  As part of the source selection process, a demonstration of the proposed security architecture, in an existing operational network which the prospective Contractor controls, is required.  Finally, the Government will perform scripted tests of the network during the demonstration to determine the robustness of the approach.
Security Document Approval Process
The Contractor, in accordance with the contract, is required to develop and maintain security documents as identified in the NMCI contract.  All changes to these contractually required documents would be approved through the process described in Figure 4-18 below.




Figure 4‑18 – Security Documentation Approval Process

Business Rules:

· The Contractor is responsible for initiating changes to required NMCI security documentation and any subsequent changes thereto

· Requirements for documentation changes or corrections can be originated by the Government

· Documentation requirements or changes that may dictate a contract modification are subject to additional review as initiated by the PCO/ACO

· CTF NMCI security documentation reviews may include but are not necessarily limited to documentation and changes pertaining to:

1. Security Architecture

2. Security Critical Products List

3. Network Connectivity Plan

4. Security Procedures

The Contractor delivers security documentation to the PMO.  If the documentation is accepted, the PMO initiates a review.  If Accreditation is affected, the PMO sends the documentation to PMW 161 for a NMCI CA review.  Otherwise, the PMO reviews the documentation and recommends approval.  The PCO then decides if a contract modification is required, and if so initiates a requirements review with the PMO or Contractor and then sends the documentation to CTF NMCI for review and approval.  If a contract modification is not required, the Contractor receives approval from the PCO.

CTF NMCI is intimately involved in the security documentation approval process.  CTF review and approval recommendations are required for all security documentation and changes related to NMCI IA policies and NMCI accreditation.  Because of CTF NMCI’s operational role, it may also routinely review other NMCI security documentation as well.  These review efforts may be sequential to or in parallel with those conducted by the NMCI PMO.
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Figure 4‑19 – NMCI DAA Transition

Designated Approval Authority (DAA) Transition Process
The key to the success of NMCI is the ability of the Contractor and the PMO to fully certify and accredit the system in accordance with DoD Instruction 5200.40 (DOD Information Technology Security Certification and Accreditation Process-DITSCAP) and obtain approval to operate and connect to the NIPRNET and SIPRNET.

As shown in Figure 4-21, the NMCI DAA Transition process will take place in three stages.  In the Current stage, Claimant DAA’s maintain their authority over site DAAs.  In the Transition stage, OPNAV N64 assumes the role of DAA as soon as seats are ordered and orders are filled on a segment basis, but continues to work through the Claimant DAAs until the transition process is complete.  NMCI DAA MOUs will be developed at the start of transition between each Claimant and the OPNAV N74 in accordance with current DoD/DoN guidelines.  The MOUs will clearly define the DAA responsibilities for each stakeholder until Claimancy NMCI DAA divestiture is complete.  In the End-State stage, which occurs when SLAs are met for the respective ordered segment, CTF NMCI functions as the single DAA for NMCI.  The former Claimant DAAs act as Chain of Command ISSMs to ensure a smooth and accurate flow of information between individual site ISSMs/ISSOs and the NMCI DAA, as well as serve as active participants in the NMCI governance board.   Figure 4-20 shows the detailed steps of the NMCI DAA Transition process in a flow diagram.

DAA assignments and responsibilities for legacy systems and other systems (those that might use the NMCI for interconnectivity or transport services) will not be affected.  These systems interface with the NMCI; however, OPNAV N64 and the CTF NMCI will not assume DAA responsibilities for these systems (though their individual systems certification status will be of concern to the NMCI DAA).

Director – C4 is currently responsible for DAA functions within the Marine Corps Tactical Network (MCTN).  He reports to DoN CIO for DoN CIO issues.  The Director of C4 for the Marine Corps will retain DAA responsibilities for the MCTN after implementation of NMCI.

Issues with inter-service tenants will be addressed during NMCI transition planning, including the NMCI DAA transition period.  Where warranted, procedures or agreements may be included within the NMCI DAA/Claimant DAA MOU developed as part of that transition.  As a general guide:

· If the current DAA is a DoN Command or activity, it will likely transition to the NMCI DAA, as long as the system in question is actually an NMCI system

· If the current DAA is a Command or activity outside of the DoN, it will likely stay that way (since this should normally mean that the system in question is not a Navy system, but a non-Navy system co-located with or interfaced to a Navy system or network)

· If the concern is for a DoN system that has an ISSA to allow a non-DoN entity to function as DAA (and that ISSA was approved at an appropriate level), it is best treated as a unique concern to be addressed during transition planning.  Should such an agreement exist, and it affects a system that would normally be considered part of the DoN NMCI (vice just interfaced with it), the DAA will likely transition to the NMCI DAA unless there is an overriding, validated operational reason

The NMCI DAA will be responsible for determining that NMCI provides an acceptable level of risk, and will evaluate the technical and non-technical security aspects of NMCI’s design, installation, and operation.  The DAA will also support the evaluation of the impact of the NMCI operation on the security posture of the Defense Information Infrastructure (DII). 

The Chain of Command ISSMs and the site ISSMs/ISSOs are responsible to the DAA for the secure operation of the NMCI.  The ISSMs, the local security focal point, ensure that the NMCI is employed and operated according to the SSAA through integration of all the security disciplines: Computer Security (COMPUSEC), COMSEC, Emission Security (EMSEC), personnel, physical, and administrative procedures) to maintain an acceptable level of residual risk.

After NMCI is first accredited for operation in its specific computing environment, changes to NMCI and the computing environment must be controlled. Change will be ongoing to respond to the needs of users and to introduce new technology.  Threats will become more sophisticated or focus on a particular asset.  New vulnerabilities will be discovered.  Countermeasures will be strengthened or added to provide adequate protection.  Therefore, change will be required to maintain an acceptable level of residual risk.  Accordingly, accreditation for the NMCI cannot be a one-time event.  Accreditation of NMCI will be revisited on a periodic basis.  The important issue is to evaluate the security impact of any changes, implement the necessary security protection features, and document these changes in the SSAA.




Figure 4‑20 – NMCI DAA Transition Process

Business Rules:

· NMCI DAA transition to CTF NMCI is based on the filling of NMCI seat orders and associated SLAs becoming measurable

· Claimants retain current DAA responsibilities until three events are complete:

Ordered segment of NMCI seats meet SLAs

DAA transfer letter is signed

DAA MOU is completed (where applicable)

· Claimants gradually divest themselves of NMCI DAA responsibilities as additional seat orders are filled during NMCI transition

· Claimants maintain a Claimancy level NMCI ISSM role as OPNAV N64 initially and then eventually CTF NMCI assumes NMCI DAA responsibilities

· CTRs will assist with NMCI DAA transition planning as needed during overall NMCI transition planning

Claimant DAAs submit initial NMCI seat orders.  Once SLAs can be met for the ordered segment, the DAA transfer process begins.  Once the DAA transfer process is complete, the Claimant DAA divests its DAA authority, which is then assumed by OPNAV N64 as the transitional NMCI DAA.  Claimants then assume the role of Chain of Command ISSMs to assist the NMCI DAA.

Certification and Accreditation (C&A) Process
NMCI PMs, NMCI DAA, Certifying Authority (CA), and User Representative have key roles in the C&A process as defined in DoDINST 5200.40, DoD Information Technology Security Certification and Accreditation Process (DITSCAP). These individuals cooperate to provide the most capable NMCI with an acceptable (tolerable) level of risk. They, and their staffs, develop and approve the security requirements, manage the C&A process, and review the results. The C&A process, shown in Figure 4-21, allows these four participants to tailor and scope the C&A efforts to the particular mission, environment, system architecture, threats, funding, schedule, and criticality of NMCI. This standard approach allows the reuse of analyses, documentation, and architecture from the C&A efforts for similar systems.




Figure 4‑21 – Certification and Accreditation Process

Business Rules:

· The Contractor must maintain SSAA

· ST&E must be performed independently from the Contractor

· C&A is coordinated with the Transition Plan

· Interim approval defines duration

· All C&A is done in accordance with DODI 5200.40 (DITSCAP)

The Contractor develops the NMCI security architecture and submits an initial input/draft of the SSAA to the PMO.  If the PMO approves the draft SSAA, the PMO develops the Security Test and Evaluation (ST&E) plan and coordinates the plan with the Red and Green Teams.  The Cerification Agent as directed by the Certification Authority conducts the ST&E, documents the test results, and provides them to the PMO.  The PMO makes an accreditation recommendation to the NMCI DAA, who makes the decision to grant final accreditation.

Green Team Testing Process
Security assessment Teams (Red and Green) are being established for NMCI.  These assessment teams, whose operations are coordinated under CTF NMCI, will continuously validate the security posture of NMCI and can provide valuable inputs to the C&A process.  A “Red Team” will focus on remote and internal vulnerability testing.  This will include both invasive and non-invasive scans and coordinated attack profiles.  Actions of the Red Team cannot interfere with a commanding officer’s Title 10 requirement to maintain his unit’s operational readiness nor allow the unauthorized viewing of network content.  The Red Team will also test the NMCI security with cutting edge hacker technology and develop its own tools and testing procedures in anticipating future vulnerabilities.  A “Green Team” will focus on monitoring Contractor compliance to Service Level Agreements and interface with the local commands to check security policy compliance on the Tenant Command and Base Level. The Majority of the Green Team assessment will be completed on site.  The Green Team can use remote assessment tools if these tools are non-invasive and use administrative permissions. All Green Team assessment activities will be conducted under the cognizance of the local system administrator.

The Green Team Security Testing process is shown in Figure 4-22.




Figure 4‑22 – Green Team Security Testing Process

Business Rules:

· Green Team operations are coordinated under CTF NMCI

· The COR/CTR will be notified of all Green Team activities

· The Green Team verifies Contractor compliance with security-related SLAs for:

Security integrity

Detecting and blocking intrusions

Rate of security refresh and recovery

Implementation of IAVAs (Information Assurance Vulnerability Alerts)

· CTF NMCI, with assistance from FIWC, is the lead for Red Team efforts

· Red Teams will conduct network attacks (and those Green Team tests that originate from outside of the local system administrator domain) 

· Tests will not result in operational impact

· The Contractor will be notified for site access

· Test results may necessitate modifications to security requirements/contract

· CTR will conduct a site visit or remotely validate corrective actions taken in response to issues identified during security testing

· CTR will verify corrective actions have been taken and completed to the satisfaction of the customer/Claimant in conformance with the SLAs

The CTF initiates the Green Team process by coordinating the next test with the PMO and the test site location.  The PMO prepares the test plan, develops test procedures for security SLAs, and conducts Green Team testing.  The PMO then notifies the PCO of the testing results.  If the Contractor passes the test, the PCO issues a notification of successful testing results to the Contractor.  If the Contractor does not pass the test, the PCO issues a notification of unsuccessful testing results and the Contractor must take corrective action.  The PMO then visits the applicable Contractor site to validate that corrective actions have been completed to customer satisfaction in conformance with the SLAs.  The PCO then notifies the Contractor that the test has been passed.

IA Architecture Transition for Legacy Systems Connectivity Process
[image: image18.png]


When NMCI begins operations, numerous IT legacy systems will continue to operate throughout the DoN.  The DoN’s requirement to the NMCI Contractor will be to ensure current connectivity requirements and operations are maintained throughout all transition/migration periods.  The NMCI Contractor is thus responsible for meeting this performance measure even if implementing changes to the “as is” architecture.  The NMCI Contractor is further responsible for specific technical solutions involved.  Claimants will be active in the transition process and will have the opportunity to address their concerns.  Customer satisfaction will also have a direct bearing on NMCI Contractor performance incentives.   The IA architecture transition for legacy systems connectivity process is shown in Figure 4-23 below.  Figure 4-24 shows the details of this process. 

Figure 4‑23 – IA Architecture Transition for Legacy Systems Connectivity




Figure 4‑24 – IA Architecture Transition for Legacy Systems Connectivity Process

Business Rules:

· NMCI IA architecture transition relates to legacy systems connectivity with and interface/transport via the NMCI

· The existing network security architecture will be reviewed on-site and as part of transition planning, following receipt of NMCI seat orders

· Legacy System IA architecture options include:

No change (may need an Interim Approval to Operate (IATO)

Locate applications within a DMZ

Use VPN solutions

Modify applications as part of CLIN 29

· Proposed Contractor modifications to the NMCI IA architecture for legacy systems connectivity must be approved by the Government prior to actual implementation.

· CTR/Transition Team will coordinate the review of any proposed IA modifications as part of transition planning

· Any customer/Contractor disagreements over IA architecture modifications which cannot be successfully resolved by the CTR/Transition Team will be escalated for PMO/PCO review

· The final NMCI end-state IA architecture will be included in the overall Government review and approval process for the NMCI infrastructure

The customer submits NMCI seat orders to the PMO/PCO, who forwards the orders to the Contractor.  Upon receipt/processing of the order, the Contractor assumes “as is” network security responsibilities and makes site visits to determine legacy system connectivity requirements.  If seat order modifications are needed, the Contractor submits them to the PMO/PCO.  The Contractor then develops a pre-Full Operational Capability (FOC) security architecture for legacy system connectivity.  Any recommended Contractor modifications at this stage are related to more closely aligning the IA architecture to existing DoD/DoN security policies.  Any proposed modifications that would require new or modified IA policies would need to first be processed via the Government policy approval process.  If this new architecture involves a modification of the “as is” architecture, the Contractor submits the architecture to the CTR/Transition Team for review.  If the modifications and legacy systems are accepted, the CTR/Transition Team allows the Contractor to implement/install the pre-FOC IA architecture and maintains the architecture until implementation of the approved end-state NMCI IA architecture.  If the modifications and legacy systems are not accepted, the CTR/Transition Team decides whether or not to redesign the architecture/legacy systems.  If the CTR/Transition Team decides not to redesign the architecture, the matter will be forwarded to the PMO/PCO for resolution.

Service Delivery

This section discusses the processes that will be in place as part of day-to-day service delivery.

System Architecture Management Process
The CTR will provide “compliance” oversight and assist the Contractor in identifying all in-scope assets.  Initially, the Contractor will assume responsibility for all assets in their existing condition and must review the following:

· Technical Hardware configuration and software suites transitioning to test and eventual deployment. 

· Operational processes and procedures

· Performance levels, processing volumes, and capacities

· Security and disaster recovery

· SLA commitments

The Contractor will plan and propose a new operating environment.  Once approved by the PMO Technical Lead and GMO Lead Engineer, the Contractor will devise an implementation schedule.  The CTR will review the schedule, ensure that it does not present any conflicts, and notify the Contractor with approval or modifications.  The Contractor will build and test the new operating environment and collect the associated performance metrics.  The CTR will review performance metrics for SLA compliance. 

It is also the Contractor’s responsibility to provide on-going maintenance for all in-scope assets.  The CTR is authorized to audit the Contractor’s methodology for system administration and collecting performance metrics.

The entire system architecture management process is diagrammed in Figure 4-25 below.



Figure 4‑25 – System Architecture Management Process

Business Rules:

· The Contractor conducts an assessment of the infrastructure and assumes responsibility for all assets

· The Contractor must maintain the system without loss of performance throughout transition

· The CTR coordinates site support requirements as defined in Solicitation Para 5.6 

· Review proposed plans for consistency with Customer/Claimant operational requirements 

· Review proposed IMS for consistency with Customer/Claimant operational requirements

Seat Deployment and Installation Process
Based on Government provided data on forecasted seat deployment, the Contractor will plan service delivery.

The plan for seat deployment is co-developed by the GMO and the Contractor.  The Regional IT Coordination Team, ACO, and Contractor will appoint POCs to formulate a plan for seat deployment.  The Contractor, based on the information obtained will devise an initial plan.  A site kickoff will include the Command, Contractor, and CTR to form the On-site IT Coordination Team.  The Command, On-site IT Coordination Team, CTR, COR, and Contractor will draft a plan for seat installation.  Subsequently, the On-site IT Coordination Team, Contractor, CTR, and COR are responsible for reviewing and approving the plan.  The Contractor will execute the approved installation plan with the On-site IT Coordination Team and CTR support.  The COR will authorize acceptance at the conclusion of installation.

This process is illustrated in Figure 4-26.




Figure 4‑26 – Seat Deployment and Installation Process

Business Rules:

· The plan for seat deployment is co-developed by the Government and the Contractor

· The CTR coordinates the kickoff to assist forming on-site IT Coordination teams

· The On-site IT Coordination Team, assisted by the CTR, is responsible for assisting the Contractor with drafting the seat installation plan

· The CTR reviews installation plans to ensure they meet Customer/Claimant operational requirements

· The CTR coordinates site support requirements as defined in Solicitation Para 5.6 in support of installation execution

· Seat installation must be approved by the COR

Transition Asset Management Process
The CTR will assist the Contractor in determining and locating in-scope assets as defined in the contract.  Once identified, these assets will be retagged by the Contractor to conform to their asset identification scheme.

The Contractor will draft an asset management migration plan for CTR review.  Upon CTR approval, the Contractor will migrate the Claimant’s assets to the enterprise asset inventory system.

The Contractor will perform Move/Add/Change (M/A/C) as defined in Section 3.1.13 of the SOO.  The CTR and COR will receive Configuration Reports which identify the disposition of assets.  The SLA reports indicate metrics for Contractor response times associated with any M/A/C.

This process is illustrated in Figure 4-27.




Figure 4‑27 – Transition Asset Management Process

Business Rules:

· The Contractor assumes responsibility for all in-scope assets

· An authorized Government official must approve a M/A/C prior to the Contractor performing the service

· The CTR coordinates the Identification of assets to be assumed by the Contractor

· The CTR coordinates the documentation of activity plant property records to reflect transfer to the Contractor

· The CTR reviews the migration plan to ensure no interruption of services, and consistency with final operational environment

· Service request response times are based on SLAs

· The Contractor must be provided with a list of Government officials who can authorize a M/A/C

Move, Add, Change (M/A/C) Process
This process represents the sequence of events when the Contractor or a customer initiates a M/A/C.  A MOVE service request involves relocating hardware from one customer location to another or salvaging equipment.  An ADD is the installation of new hardware.  A CHANGE service request involves a wide range of work and includes the following services:

· Add a new hardware device, internal board, or software package

· Replace an existing hardware device or board with one of greater capacity

· Upgrade a software package to a newer version

The customer initiates a M/A/C by submitting a service request to the COR/ACO for approval.  A Contractor initiated M/A/C must be reviewed by the CTR.  The CTR will ensure that the M/A/C proposed by the Contractor does not conflict with the customer’s schedule.  The Contractor is responsible for scheduling a time to meet with the customer to perform a M/A/C.  The Contractor is also responsible for conducting a pre-field inspection if necessary to make determinations such as the LAN connections required.  If the user has data that must be transferred to a new system, the Contractor will do this at the time of installation.  In the event the customer will not accept the hardware or software, it will be returned to the Contractor.  If a MOVE is scheduled, the customer may not redirect the move when the Contractor arrives to perform the service without CTR approval.  If a new system is installed, a new location or salvage of existing equipment must be indicated or the Contractor will leave the old system at the customer’s location.

After a M/A/C, the Contractor will test the system testing items such as applications, network connectivity, and network print share capabilities.  The Contractor will also have the customer test the system.  The Contractor may distribute a customer satisfaction form to evaluate the service provided.  This form will be used to evaluate the M/A/C process and the Contractor field technician performing the service.

The M/A/C Process is illustrated in Figure 4-28 below.




Figure 4‑28 – Move, Add, Change (M/A/C) Process

Business Rules:

· The Contractor or customer may initiate a M/A/C

· The COR/ACO will approve Customer/Claimant service requests for M/A/C

· The Contractor is responsible for tracking the disposition of all customer assets

· The CTR and COR will receive monthly Configuration Reports indicating the disposition of assets

· M/A/Cs are subject to SLAs defined by the Government

· Time to perform a M/A/C begins when the Contractor receives an authorized service request

· If a customer or designated representative is unavailable at the time agreed to perform the M/A/C, the Contractor is not liable for the delay.  The Contractor will not be penalized for SLA noncompliance

· The Contractor may set a limit as to how long a customer has to return equipment after it has been installed

Problem Resolution Process
The Problem Resolution process is initiated either by a customer phone call or a system failure alert.  In the event a customer encounters an in-scope hardware, software, or network problem, they should call the Contractor Help Desk for assistance.  The Help Desk will request employee and asset identification.  This information will assist the Contractor in determining applicable SLAs.  In the event the question is not within the scope of the NMCI contract, the customer will be referred to appropriate Government support services. 

The customer will be given a ticket number and the Help Desk will attempt to resolve the problem.  If the Help Desk is unsuccessful in resolving the customer’s problem, it will be escalated within the Contractor organization until the customer is satisfied with the response.  If the problem is critical, the CTR will be notified as well as being addressed by the Contractor.  In the event the customer is not satisfied with the Contractor’s solution or the Contractor’s response time, the customer should contact their designated CTR.  The customer will need to provide the CTR with a description of the problem and the reason for their dissatisfaction.

This process is demonstrated in Figure 4-29 below.




Figure 4‑29 – Problem Resolution Process

Business Rules:

· The Contractor will assume Help Desk responsibility only for in-scope assets

· The CTR is the interface between the end user and the Contractor for unresolved problems

· Once a problem is identified that is elevated beyond the Contractor's Help Desk, the CTR will conduct an evaluation process and make recommendation to the COR, Customer/Claimant, or others for resolution and may provide facilitation for any required discussions

Problem Escalation Process
In the event the CTR is unsuccessful in resolving a customer complaint, the CTR will escalate the problem to the COR.  The COR will attempt to resolve the problem and, if unsuccessful, will make a determination as to whether the problem is; a Contractor related problem or a Government problem.  If the problem is Contractor related, the COR will escalate the problem to the ACO for action.  If the problem is the result of internal Government policy or any other type of problem, the COR will escalate the problem to the PMO.  If the problem is beyond the scope of the ACO and PMO, it will be escalated to the PCO for resolution.

If the problem is operational in nature and/or crosses Claimant/community of interest boundaries, the problem will be escalated to the CTR for resolution.  Problems within the Marine Corps community of interest will be escalated to the USMC MITNOC.

The Problem Escalation process is illustrated in Figure 4-30 below.




Figure 4‑30 – Problem Escalation Process

Business Rules:

· The process addresses Customer/Contractor problems unresolved by the CTR

· Problems can be categorized as either the Government or Contractor.

· Final resolution authority resides with the PCO

System/Component Insertion
This is an overview of the process of requesting a change to an existing computer configuration of hardware, software, installation procedure and/or a combination of the three.  Possible instances for a request include but are not limited to:

· Customer - Request due to new functionality requirements to be utilized on existing computer equipment and or future equipment purchases

· Contractor - Request due to release of upgraded and or new technology being produced by their company

· Problem Resolution  - Request to resolve an existing problem with the implementation of upgraded and or new technology

· Catalog Release Committee  - Request to include different manufacturers and or technology in the next scheduled catalog release

· Network Services  - Request to verify configuration and functionality impact from planned infrastructure changes, additions, and upgrades

In the event the Government initiates the request for a configuration change, the Contractor will be provided with an authorized request for change with the service and/or functional requirements for the requested configuration change.  The change may also be initiated by the Contractor, which only requires Government approval when there are security implications associated with the change in configuration.  The CTR is responsible for keeping the COR abreast of Contractor proposed changes.

Test objectives and acquisition of the product are the responsibility of the Contractor.  The Factory Configuration test is to verify design compliance.  If the product does not pass Factory Configuration testing, it is returned to the vendor providing the vendor is unable to solve the problem.  If the product passes Factory Configuration testing, Customer Configuration Testing is performed.  This will verify that the product meets or exceeds defined technical specifications and functionality with customer specific hardware and software. 

If the product passes the Customer Configuration testing, the Contractor will compare the test results that are obtained from the test and evaluation processes to the results being obtained within commercial industry.  If the Government initiated the change, the Contractor will then make a recommendation as to whether the product meets and/or exceeds the defined service and/or functional requirements of the requested configuration change.  If the Government approves procuring the product as a result of the Contractor’s findings, the Contractor will convert the no cost PO to a PO.  In the event the Contractor has initiated a configuration change, it is the Contractor’s responsibility to notify the CTR and COR of the proposed change and to verify that the integrity of the system’s security is not compromised as a result of the change.  The Contractor is responsible for the installation of the product.

The System/Component Insertion process appears in Figure 4-31 below.




Figure 4‑31 – System/Component Insertion Process

Business Rules:

· This process applies to the addition of a new component or capability to NMCI

· The Contractor is authorized to test and implement system configuration changes without Government approval provided the changes do not pose a security risk

· The COR/ACO are responsible for authorizing Government initiated changes to system configuration

· The Contractor will utilize ISO 9000 testing methodologies.  The Contractor will provide the Government with test results, if the testing was a result of a Government request for a change to the system configuration

Network Service Interruption Notification
Network downtime can be planned or unplanned.  System devices detect unplanned outages and a message is conveyed to the Contractor or detected by a user and phoned in to the Contractor Help Desk.  The Help Desk will gather the necessary information and open a trouble ticket.  For both planned and unplanned network outages, the Help Desk is responsible for notifying affected customers, the CTR and the CTF of the outage using all means at their disposal. The Help Desk is also responsible for keeping the affected customers and the CTR updated as to the network status.  If the outage is unplanned, the Help Desk will close the ticket upon resolution of the outage.  The Contractor will analyze the conditions that led to the network outage to preclude similar outages in the future.  This process is depicted in Figure 4-32 below.




Figure 4‑32 – Network Service Interruption Notification Process

Business Rules:

· Network outages may be planned or unplanned

· The CTR will coordinate planned network outages with the CTF, Customer/Claimant and the Contractor

· The Contractor is responsible for providing affected customers and the CTF with the status of network availability

· The Contractor is responsible for tracking unplanned network outages and analyzing cause

Performance Monitoring

Milestone Tracking, Cost Tracking
Clinger-Cohen requires independent (not NMCI Contractor) tracking of the program’s key metrics. As such this section will provide guidance to Claimants and GMOs on what data and what format is required so as to easily roll-up the data for presentation to higher authority. The CTR will validate and report on completions and quality of transition to the COR and STAT.

Service Level Agreement (SLA) Oversight

SLA Management and Acceptance Process
The baseline set of SLAs and their respective performance categories are defined in Attachment 2 of the NMCI contract.  The primary responsibility for each SLA performance measure is defined along with the frequency of the measurement and reporting requirements.  The Contractor is responsible for the reporting of the full set of SLA performance measures in accordance with the respective reporting requirements.

In many cases the SLA performance category requires further analysis to define applicable metrics and thresholds related to specific services.  The Contractor and Government PMO will work together to establish measurement methodology in cases where the NMCI contract is not clear.  The Contractor will document, for Government review, the complete data collection approach when all data capture plans have been defined.  Concurrence with this approach establishes the SLA data collection methodology to be used for the life of the program.  Changes to the agreed methodology are implemented using a Contractor developed, Government approved process for performance measurement and SLA related changes.

 CTRs will identify cases where existing SLAs do not provide services which enable their NMCI end users to be effective or complete their job.  The CTR will follow a process which includes the GMO/COR, PMO/COR, and PCO to identify SLA which require contractual modification.  In the event the contractually established SLAs require modification or if additional SLAs are necessary, the Contractor will work with the PMO and PCO to assess the impact and cost of modifying the existing SLAs.  The Contractor, and PMO will jointly define SLA measurement criteria so that metrics collected accurately reflect performance category criteria for the respective services.

If the Contractor meets or exceeds the negotiated SLAs, they are eligible for specific incentive based performance measures identified in the Incentive Management Process.  Should the Contractor miss the SLA targets, the SLIP process provides for annual adjustments that will result in reduced payments to the Contractor.  The CTR is responsible for periodic auditing, testing and/or inspection of SLA procedures to ensure the correct metrics are being collected and accurately reflected in the SLA report.  This information will facilitate recommendations to the COR if modifications to the SLA Management process are necessary.  The independent audit, inspection, and testing of routinely reported SLA performance provides the Government with a randomly executed, contractually enforceable process for validating SLA compliance.

The CTR is responsible for making recommendations to the COR based on trends viewed in the SLA reports.  The Contractor collects and normalizes the data and subsequently computes SLA performance values.  In the process of collecting SLA metrics, an alert may be issued when SLA targets are being missed.  In the event an SLA is missed, the Contractor will document the case and make a determination as to whether it was the result of a Contractor, Government or third party action.  If the Contractor was responsible for the missed SLA, the Contractor will take corrective action to preclude a future occurrence of the same type of problem.  If the Government or a third party is the cause of the missed SLA, the Contractor will notify the CTR as well as documenting the event.  The Contractor will not be held responsible for Government or third party’s actions that result in a missed SLA.  The SLA Review Process will occur at negotiated intervals.




Figure 4‑33 – SLA Management and Acceptance Process

Business Rules:

· The Contractor is responsible for collecting SLA data and providing a mechanism for the PCO, CTR, PMO and COR to review the SLA data at various levels of the SLA process

· The Contractor is not responsible for missed SLAs as a result of a Government or third party’s action

· The Contractor develops, controls and gains approval for all measures of the network

· The CTR provides Customer/Claimant representation in any discussions regarding SLAs clarification/definition and support processes

The GMO COR may elect to initiate further investigation on an SLA exception.  This process is supported by the Root Cause Analysis (RCA) conducted as part of the SLIP process to determine the root cause of an SLA exception.  If the RCA uncovers a service level variance not caused by the ISF that continues for six consecutive months, the Contractor and Government will negotiate to make appropriate adjustments to the applicable SLA performance category.  



Figure 4‑34 – SLA Exception:  Further Investigation

SLA Review Process
SLA Review involves the continuous resolution of problems that occur throughout the period of the contract.  Refer to Figure 4-35.




Figure 4‑35 – SLA Review Process

Business Rules:

· The PMO maintains technical oversight of the entire SLA Review process

· Resolution of problems must be continuous throughout the period of the contract

· The CTR Initiates and sustains a periodic review process for work performed in support of the Customer/Claimant

· The CTR Reviews/validates SLA Reports for work completion and quality of service, and provide Customer/Claimant input in support of Incentive/Credit Process.

· The CTR assesses existing SLA strategy for impact to the quality of service and compatibility with Customer/Claimant operations
The purpose of this process is to measure the services being provided under NMCI.  The Government and the Contractor will capture the results of the Review Process during their annual review to validate the need for modifications, deletions, and additions to the SLAs.  Any review cycle resulting in a change to SLAs will require a modification to the contract, regardless of its financial impact.

Legacy Applications Support and Transition

See the Legacy Applications Transition Guide for more details.

Legacy Applications Transition
The transition of Legacy Applications (LA) to the NMCI environment will be one of the most challenging efforts associated with NMCI.  It will also be crucial to a successful NMCI implementation.

Legacy applications support is established to provide access to services for Commands with continuous operational requirements.  The Government and Contractor have specific roles and responsibilities for the integration of legacy applications into the NMCI environment.  Applications must undergo pre-certification and certification for operation within the NMCI environment.  The Government will actively participate in the conduct of testing through the application owner / user in accordance with established pre-certification / certification processes.  Details of these processes are available in the Legacy Applications Transition Guide.  The Transition Guide provides an overview of the roles and responsibilities of the Government and the ISF, and is intended to provide customers with a detailed overview and understanding of the process for transition of Legacy Applications into the NMCI environment. 

A legacy application is defined as “An existing customer software application that is not included in the NMCI basic load (Gold Disk) or the CLIN 0023 catalog.” 

It is anticipated that there will be a significant number of Legacy Applications within the DoN.  However, not all applications may be targeted for transition to NMCI.  Some applications may remain legacy because the customer does not require access via the NMCI desktop.  Examples include older software that is intended for retirement or UNIX based software that does not interface with the PC Desktop.  Other applications may be determined to be unnecessary or redundant when viewed in light of the NMCI Gold Disk, CLIN 0023 catalog, and other COTS/GOTS software available in NMCI.  In any event, it is anticipated that there will still be a large number of applications that will require “access” in the NMCI environment.

Although the ISF is required by the contract to provide “access” to all Legacy applications, it is the intention of the DoN to utilize this transition to NMCI as a means to improve security, improve standardization, reduce duplication/redundancy, and reduce software support costs.  Therefore, it is emphasized that the customers should make every effort during the rationalization process to eliminate unnecessary, redundant, and non-standard applications.  This is clearly to the advantage of the DoN as well as each customer site.

Roles and Responsibilities
Legacy Applications Timeline

The following Timeline depicts the Legacy Applications process.  This timeline can be used for any site by aligning the AOR date with the beginning of week five and the “Claimant Provides Completed Survey Data to ISF”.




Points of Contact

The first critical item is for the customer to identify a primary POC for Legacy Applications.  This POC will work with the ISF and the PMO to plan and schedule all elements of the process. 

Complete Legacy Applications List

The NMCI customer is to provide a complete listing of all Legacy Applications in use at that site.  It is advised that the customer begin accumulating this data as early as possible.  It is not necessary to wait for ISF or PMO contact to begin this step.  Experience has shown that the availability of this information is a critical factor in the success of the overall process.   The list should be provided in an Excel spreadsheet with the following text fields for each application:

· Application (listed by full name)

· Acronyms

· Functional Area

· Site POC and phone number (Application owner/user on site)

· IT Personnel POC and phone number (Application expert wherever they reside)

· License Information  (# of licenses, expiration date, etc.)

Survey Tool and Training

The ISF will provide the Customer specific survey tools and training four weeks in advance of conducting on-site legacy application validations.    

Customer Survey Data Collection

Each NMCI Customer site will identify and characterize all Legacy Applications.  The key to an effective outcome of this process is to ensure that all legacy applications are captured in the survey and that enough detail is provided to determine an effective solution.  The highest quality information that can be provided to the ISF at the earliest possible point in the process will result in a smoother transition and execution of customer requirements.  The Customer will have four weeks to disseminate survey information and collect all completed survey data.  This completed survey information will be provided to the ISF at the site survey in-brief (4 weeks after training).  Applications that are not identified and surveyed are at risk of not transitioning to the NMCI environment.

ISF Site Visit and Data Validation

The ISF will then perform a site visit to validate all survey information.  The customer will be responsible for scheduling interviews between the ISF team and the Application POCs to collect any missing or incomplete information.  At the time of this site visit, two additional surveys will be conducted by the ISF (automated Desktop and Server surveys).

ISF Data Consolidation and Cataloging

Upon the completion of the site visit, the ISF will have two weeks to aggregate the validated survey data and return it to the customer in a consolidated database (to include desktop, server and legacy application data). 

Customer / ISF Engineering Complexity Review

The customer and ISF will conduct engineering reviews on the most complex legacy applications.  These reviews are intended to discuss applications architecture, security issues, and potential solutions for providing access.

Customer Rationalization and Prioritization

The Customer will then have two weeks to rationalize and prioritize the applications they intend to submit for NMCI certification.  The customer is encouraged in the rationalization process to eliminate any unnecessary, redundant, or non-standard applications.  The customer prioritization should be based upon Mission and Business criticality of the applications.

DoN Rationalization

This prioritized list is then forwarded to the Legacy Applications Working Group (LAWG) for the DoN enterprise rationalization.  The LAWG will review the Customer Site proposal, perform a DoN enterprise level analysis and rationalization of the applications, and propose final recommendations to the NMCI Executive Council.  The LAWG review will include a “functional” review.  Functional representatives from across the DoN Enterprise will scrutinize the applications in order to help the LAWG make better decisions.  Several criteria will be used to perform the DoN level rationalization process.  Some of the criteria that may be considered include:

· Mission or Business Criticality

· DoN wide application usage

· Meets IA security requirements

· Ability to operate in the NMCI environment

· Application not redundant with existing NMCI applications

· COTS application available with same functionality

· Number of DoN application users

· Meets DoN wide requirements for functional purpose

· Application has long-term viability

· Application provides cost effective solution for DoN

The DoN enterprise rationalization process spans a two-week period, after which the data is returned to the ISF for certification.

Disposition

The results of the two-step rationalization process will determine the disposition of each legacy application.  It is important to note that if an application is approved for transition to the NMCI environment, and the software must be modified or re-engineered in order to operate in the NMCI environment, it is the responsibility of the Government (specifically the application owner) to fund and execute that re-engineering effort.

Transition to the NMCI environment will be via one of the following approaches:  Native Access, Emulation, Upgrade/Replacement, or Work-Around.

· Native Access is described as operation of the application executing within the environment for which it was designed or one in which it operates in an unmodified form.  These applications correctly operate within the Windows 2000 operating system.

· Emulation allows for connection to and execution of the applications as if the application is being operated in the native environment for which it was designed.

· Upgrade/Replacement of COTS applications not supported under Windows 2000 will be used if comparable upgrades exist that provide equivalent functionality and satisfy the customers needs.  If suitable replacement cannot be identified, these applications will be evaluated for work-around until a final disposition can be attained for its transition to the NMCI environment.

· Work-Around approaches will be examined if the above approaches cannot satisfy access to full functionality of the legacy application within the NMCI environment.

Certification

All applications that are intended to reside on the NMCI desktop or have an NMCI desktop interface must be certified.  Although the ISF has responsibility for the certification process, the Customer will be required to participate in the development of functional test scripts and may also participate in the user testing.  The Customers are also encouraged to utilize the pre-certification process (ISF is available to provide assistance in setting up pre-certification labs) to expedite the certifications.

Security
Security policies must be considered in parallel with the decision criteria and access approaches described above.  Any approach to the transition of legacy applications will be influenced by the compatibility of the application(s) to the security policies established for NMCI services.  An accreditation letter or Interim Approval to Operate signed by the DAA is required prior to the use of a legacy application in the NMCI environment.  Additional details regarding security are contained in the Information Assurance section to this Execution Plan.

Incentives

The incentives provided with this contract are included in order to motivate the Contractor to achieve efficiencies across the IT infrastructure for the DoN.

Incentive Organization
Incentive Determining Official (IDO)

PEO-IT is the Incentive Determining Officer (IDO).  The IDO approves the Incentive Plan and any significant changes.  The IDO reviews the recommendation(s) of the IRB, considers all pertinent data, and determines the earned-incentive amount for the information assurance and small business incentives for each evaluation period.

Incentive Review Board Members

IRB members review performance monitors' evaluation of the Contractor's performance, consider all information from pertinent sources, prepare interim performance reports, and arrive at an earned-incentive recommendation for the information assurance and small business incentives to be presented to the IDO.  The IRB also recommends changes to the Incentive Plan.  The IRB Recorder is responsible for coordinating the administrative actions required by the performance monitors, the IRB and the IDO.  The Contracting Officer is the liaison between Contractor and Government personnel and is responsible for authorizing payment of any earned-incentive amounts.

Table 4-4 identifies the notional Incentive Review Board Members.

IRB Member
Functional Code

Incentive Review Board Chairperson
SPAWAR 02-32

Deputy Program Director
SPAWAR PD15

Recorder
SPAWAR PD15

Contracting Staff Member
SPAWAR 02-32

Financial Management Staff Member
SPAWAR 01

NAVSUP Representative
NAVICP 02

CTF NMCI Representative
TBD

CPF Representative
TBD

CLF Representative
TBD

NAVAIR Representative
TBD

NAVSEA Representative
TBD

BUPERS Representative
TBD

CNET Representative
TBD

NAVFAC Representative
TBD

RESFOR Representative
TBD

SPAWAR Representative
TBD

AAUSN Representative
TBD

HQMC C4 Representative
TBD

MARFOR PAC/LANT/RES (one representative from each)
TBD

Table 4‑6 – Incentive Review Board Members

Performance Monitors

Performance Monitors maintain written records of the Contractor's performance in their assigned evaluation area(s) and prepare evaluation reports as directed by the IRB.

Performance Monitors
Functional Code

Full Operational Capability
PEO-IT

Customer Satisfaction
Third Party

Information Assurance
SPAWAR PD16

Small And Small Disadvantaged Business Participation
SPAWAR 00K

Contracting Officer’s Representative
SPAWAR PD15

Customer Technical Representatives (SLA Team)
Various

Table 4‑7 – Performance Monitors

Full Operational Capability (FOC)
This incentive is a one-time payment that the Contractor will receive upon successful completion of FOC.  FOC is defined as the steady state contract guaranteed number of users having the ability to receive ordered services.  In consideration for this one-time incentive payment, the Contractor will sign a release of all known and reasonably forseeable claims.  FOC will be determined by the PCO at the recommendation and technical advise of the Lead Engineering team of the PEO-IT and PMO. Upon successfully accomplishing FOC, the Government will pay the Contractor a one-time payment of $10M.  Customer Satisfaction will be negotiated with the Contractor prior to contract award.  It is expected that the Government will work with the Contractor to develop a mutually agreeable customer satisfaction survey.  It is further expected that this survey will be considered a continually evolving document with established periods of refreshment.  

Information Assurance
An incentive will be awarded to the Contractor for electronic survivability of the network when Government Red/Green Teams perform unannounced information warfare (attacks) against the system and for the day-to-day network performance against attacks and intrusion attempts.  The PCO is responsible for evaluating Contractor submitted data every six months to determine the earned amount, if any, of the $5M, not to exceed $10M in any given year.  The Contractor is responsible for submitting a proposed incentive amount with supporting data.  The PCO (IRB Chairman), IRB members, and performance monitors will evaluate and monitor the Contractor's performance, review all pertinent information, and recommend earned incentive.  The PCO will issue a unilateral contract modification to the contract for the earned amount at the recommendation of the Incentive Determining Official (IDO).  The entire process is illustrated in Figure 4-39.

Small Business 
This incentive was created to encourage the Contractor to utilize small and small disadvantaged business participation at a level higher than the contract requirement of 35% overall and 10% of that amount to the first-tier subcontractor.  The PCO is responsible for evaluating Contractor submitted data every six months to determine the earned amount, if any up to $625K, not to exceed $1.25M in any given year.  The Contractor is responsible for submitting data for the previous six month period showing actual amounts of subcontracted dollars to small and small disadvantaged businesses.  The PCO (IRB Chairman), IRB members, and performance monitors will evaluate and monitor the Contractor's performance, review all pertinent information, and recommend earned incentive.  The PCO will issue a unilateral contract modification to the Contractor for the earned amount at the recommendation of the IDO.  The entire process is illustrated in Figure 4-36 below.




Figure 4‑36 – Information Assurance and Small Business Incentive Award Process

Customer Satisfaction
Upon determination of the Contractor's eligibility to be considered for this incentive by meeting the SLA, customer satisfaction will be measured based on end-user experiences regarding NMCI services.  User comments, suggestions, and complaints will be electronically solicited to bring depth to any determinations in terms of awarded incentive and improvement of business processes.  The number of seats installed in the following categories will determine the size of the pool:  fixed workstations, portable workstations, embarkable workstations in garrison, and embarkable portable workstations in garrison.  This incentive will be measured on a quarterly basis as depicted in Figure 4-37.

It is envisioned that the measurement will consist of a myriad of tasks, all of which can be embodied within four categories: Data collection, data analysis, calculation of payment, and issue payment modification/order.  Primarily, the data will be gathered from customer surveys and analyzed against established service criteria.  A determination of the incentive fee for each evaluation period will be made promptly by the PCO after the end of the period (i.e., quarterly).  The PCO may discuss the findings with other Government personnel and provide a briefing to the PM prior to issuing a modification/order for payment.  




Figure 4‑37 – Customer Satisfaction Incentive Process

Credits

Credit Plan
The Government will seek credits for service downtime on a per-seat basis, and credit for failure to meet small business requirements on a semi-annual basis.  Credits accruing in one fiscal year cannot be carried over to subsequent fiscal years. 

Credit for Service Downtime

If the Contractor fails to perform at the levels specified within the SLAs, the Contractor will grant credit to the Government in accordance with the Service Level Incentive and Penalty (SLIP) Plan in the NMCI contract.  

Service Level Incentives and Penalties (SLIP)

This section is currently being amended and will be added in the near future.

Credit for Failure to Meet the Small and Small Disadvantaged Business Subcontracting Participation Plan

The Contractor is responsible for submitting a copy of the SF294 and SF295 to the PCO semi-annually.  If the amount shown on these documents does not meet or exceed the contracted plan, the Government is entitled to a reduction in price. 




Figure 4‑38 – Credit Review Process

Invoice and Payment

Invoice and Payment Upon Assumption of Responsibility (AOR)
The Contractor will invoice the Government for compensation after assuming operational responsibility (AOR) of the ordered segment.  Payment will be made as services are provided at the prices specified in the contract.  The Contractor will assume responsibility for the operation of the existing infrastructure in accordance with the requirements of the order and will transition, without loss of service, to performance specified in the service agreement.  During the transition period after AOR, the Contractor will be compensated at 85% of the agreed-upon price per-seat and will not be eligible for incentive payments.  The contractor will be compensated at 100% for any CLIN that is not associated with an SLA (reference P00002).  See Chart 4.16.2 for a list of the specific non-SLA CLINs.  At the time the Contractor meets or exceeds the SLAs for the ordered segment, the Contractor will be compensated at 100% for that segment.

Direct Payment to First-Tier Small Business Subcontractors

Steady-State Period

Included in the prime contractor’s invoices will be instructions to the Government regarding the Government’s direct remission of payment to the prime contractor’s first tier small business subcontractors. Exceptions to this process are discussed in next section, “Interim Period”. 

When forwarding information regarding invoices for the first-tier small business subcontractors, the prime contractor will certify to the Government that the services have been received from the first-tier subcontractor.  The Government will rely upon the prime contractor’s certification in order to make a direct payment.  Making such direct payments shall not be construed to create privity of contract between the Government and any such first-tier subcontractor. All communications of any nature regarding payment on this contract shall be between the Government and the prime contractor. 

Upon receipt of such an invoice from the prime contractor, the Government will then directly remit amounts owed to the prime contractor’s first-tier small business subcontractors pursuant to the direct payment clause of the contract.    Upon request, and with the Contracting Officer's prior approval, the Government will provide the prime contractor with access to Government disbursement records for confirmation of amounts and dates of payments to subcontractors.  Because the government will rely upon the prime contractor’s certification in order to make a direct payment, the first-tier small business subcontractor invoices will accompany the EDS monthly invoices for each task order. The billing cycle for EDS and its small business subcontractors shall be in concert with one another to the fullest extent practicable in order to minimize delays in the payment cycle for the first-tier small business subcontractors.  In the event a small business subcontractor declines to adjust their billing cycle accordingly, EDS will notify the SPAWAR NMCI Small Business Office.  

The contractor agrees to flow down FAR clause 52.232-33, Payment by Electronic Funds Transfer – Central Contractor Registration, to all subcontractors receiving direct payment from the Government.  The Contractor further agrees to indemnify the Government against, and hold the government harmless from, any and all claims of underpayment or overpayment of subcontractors.

Interim Period

Exception:  Effective from the date of contract award to the date when DFAS has developed and implemented a payment system to accommodate the Government’s direct payment to first-tier small business subcontractors, EDS will pay all first-tier small business subcontractors directly. The amount paid to the first-tier subcontractors is included in the Contractor’s normal monthly invoice as long as it does not exceed the price of services rendered and received during that period. The payment to first tier subcontractors will be made within 30 days from receipt of a valid invoice.

Once the DFAS system is implemented, the Steady-State procedures mentioned at the beginning of Section 4.16.1.2 will apply to services performed by the Contractor that are directly related to site-specific task orders.  The Government will pay those first-tier small business subcontractors that are performing services directly linked with applicable task orders.  Those first-tier business subcontractors that are performing global/enterprise-wide services that are not task order specific will continue to be paid by EDS.  This will continue until the total dollar value of all invoices due EDS under this contract exceeds the total dollar value of payments due to the first-tier small business subcontractors.  When payments due to first-tier small business subcontractors that are performing global/enterprise-wide services can be allocated to all applicable task orders, EDS will follow the terms of 5.10.1 to enable the Government to provide direct payment to first-tier small business subcontractors providing that amount is not greater than the amount of obligated funding on the Task Order.

To summarize:

· Navy will not pay first tier subcontractors directly until payment system is developed and implemented by DFAS to accommodate the contract requirement of first tier subcontractor payment directly by the government rather than by the prime contractor.

· EDS will continue to pay directly those first tier Subcontractors who are performing global/enterprise-wide services that are not task order specific.

· The Navy will pay directly those first tier subcontractors whose work is directly related to a specific Task Order.

· Once global/enterprise-wide services can be allocated to all applicable Task Orders, then the Steady-State procedures will be followed and the Government will provide direct payment to first tier small business subcontractors.



Figure 4‑39 – Invoice and Payment Upon Assumption of Responsibility

Business Rules:

· The ACO executes SF 1449, or electronic equivalent, which reflects the CLINs the customer believes exist in the “as-is” environment, plus any additional services desired.  

· SF 1449 Block 18b, or electronic equivalent, designates invoicing instructions

· EDS receives SF 1449 and issues a Preliminary Site Questionnaire.

· Customer fills out and returns Preliminary Site Questionnaire (PSQ) to EDS.

· EDS receives Preliminary Site Questionnaire and conducts Site Survey.

· Concurrently with preparation of the Preliminary Site Questionnaire, customer generates the Site Concurrence Memorandum (SCM) determining the AOR date.  SCM also defines the AOR criteria that will be unique to each activity. 

· EDS reviews the SCM and agrees with criteria or makes revisions.

· When the Government and EDS concur on the AOR start date, the contractor assume AOR

· Reconciliation meeting is held between contractor and the customer to work out differences between “as-is” environment and ordered services. 

· After EDS provides services and the customer agrees during the reconciliation meeting that those services have been delivered, the contractor is able to submit an invoice.

· Contractor submits electronic invoice file once a month to DFAS/WINS

· Contractor will bill only for the CLINS actually delivered during the period being billed, as long as the quantity of CLINS delivered do not exceed the quantity on the order

· If Contractor believes quantity delivered exceeds amount ordered, they will meet with CTR to reconcile the quantities.  CTR will indicate whether contractor is to continue delivering the services or not.  If services decrease during the period, billing will reflect the decrease in service.  Either of these instances will result in a modification to the task order.

· WINNS receives invoice file and verifies all necessary data is included.  If data is missing, electronic invoice file is returned to contractor for corrections.  If all necessary data is present for processing, WINNS updates the DFAS Electronic Certifying System (ECS)

· ECS receives invoice file, ECS system automatically sends e-mail notification to COR.

· COR receives e-mail from ECS, e-mail system programmed to automatically forward to BFM (Business Financial Manager) and CTR (Customer Technical Representative)

· BFM and CTR review invoice simultaneously

· CTR forwards e-mail notification to DCTR (Deputy Customer Technical Representative) and ACTR (Activity Customer Technical Representative) for their specific task orders.  DCTR and ACTR assist CTR in ascertaining technical services received.

· CTR/DCTR/ACTR review AOR date to determine number of days in month after AOR occurs

· CTR/DCTR/ACTR review invoice for technical assessment of receipt of services as ordered on TO

· CTR/DCTR/ACTR review invoice to ensure all charges are billed at 85% and that non-SLA specific CLINs are billed at 100%.  During this period, most services should be billed at 85%

· CTR enters date for “material received” and “material accepted” (similar to paper prompt payment certificate)

· CTR approves invoice with electronic signature

· BFM reviews invoice and validates funds in STARS

· BFM reviews contractor-entered data for ACRN and full line of accounting and appropriation data 

· BFM enters requisition number from Task Order

· BFM approves invoice with electronic signature 

· BFM maintains an invoice payment tracking system prior to e-commerce solution

· COR access ECS and verifies BFM validation of funds and CTR approval of receipt of services by viewing their electronic signatures

· COR validates that all information is correct

· COR certifies invoice with electronic signature.  This action sends certification to ECS that updates STARS OBP.  SOBP processes invoice payment

· Contractor’s designated bank receives EFT payment and description of payment

Invoice and Payment for Completed Segment Process
Please refer to Figure 4-39 above.

Business Rules:

· The ACO executes SF 1449, or electronic equivalent, which reflects the CLINs the customer believes exist in the “as-is” environment, plus any additional services desired.  

· SF 1449 Block 18b, or electronic equivalent, designates invoicing instructions

· EDS receives SF 1449 and issues a Preliminary Site Questionnaire.

· Customer fills out and returns Preliminary Site Questionnaire (PSQ) to EDS.

· EDS receives Preliminary Site Questionnaire and conducts Site Survey.

· Concurrently with preparation of the Preliminary Site Questionnaire, customer generates the Site Concurrence Memorandum (SCM) determining the AOR date.  SCM also defines the AOR criteria that will be unique to each activity. 

· EDS reviews the SCM and agrees with criteria or makes revisions.

· When the Government and EDS concur on the AOR start date, the contractor assume AOR

· Reconciliation meeting is held between contractor and the customer to work out differences between “as-is” environment and ordered services. 

· After EDS provides services, and the customer agrees during the reconciliation meeting that those services have been delivered, the contractor is able to submit an invoice.

· Contractor will bill only for the CLINS actually delivered during the period being billed, as long as the quantity of CLINS delivered do not exceed the quantity on the order

· If Contractor believes quantity delivered exceeds amount ordered, they will meet with CTR to reconcile the quantities.  CTR will indicate whether contractor is to continue delivering the services or not.  If services decrease during the period, billing will reflect the decrease in service.  Either of these instances will result in a modification to the task order.

· Contractor submits electronic invoice file once a month to DFAS/WINS

· WINNS receives invoice file and verifies all necessary data is included.  If data is missing, electronic invoice file is returned to contractor for corrections.  If all necessary data is present for processing, WINNS updates the DFAS Electronic Certifying System (ECS)

· ECS receives invoice file, ECS system automatically sends e-mail notification to COR.

· COR receives e-mail from ECS, e-mail system programmed to automatically forward to BFM (Business Financial Manager) and CTR (Customer Technical Representative)

· BFM and CTR review invoice simultaneously

· CTR forwards e-mail notification to DCTR (Deputy Customer Technical Representative) and ACTR (Activity Customer Technical Representative) for their specific task orders.  DCTR and ACTR assist CTR in ascertaining technical services received.

· CTR/DCTR/ACTR reviews AOR date to determine number of days in month after AOR occurs

· CTR/DCTR/ACTR reviews invoice for technical assessment of receipt of services as ordered on Task Order

· CTR review invoice for SLA and non-SLA specific CLINs and related charges at 100% or 85%.

· All services on a specific order must meet all SLAs for that order before a 100% payment is made.

· If an order is aggregated by physical location, contractor must segregate the invoice by physical location so that it is clear which SLAs were met for the order.

There are ten CLIN/subCLINs that do not have SLAs associated with them.  These will always be paid at 100%, never at 85%.  See Table

· After meeting an SLA for the first time and receiving a 100% payment, that specific order will always be paid at 100%.  If an SLA is not met in the future, a credit will be applied to the task order vs. the original process of paying the order at 85%.

· The invoice process for the SLA credits, and review of those credits, will be discussed at a future date.  See Section 4.15, Credits.

· CTR enters date for “material received” and “material accepted” (similar to paper prompt payment certificate)

· CTR approves invoice with electronic signature

· BFM reviews invoice and validates funds in STARS

· BFM reviews contractor-entered data for ACRN and full line of accounting and appropriation data 

· BFM enters requisition number from Task Order

· BFM approves invoice with electronic signature 

· BFM maintains an invoice payment tracking system prior to e-commerce solution

· COR access ECS and verifies BFM validation of funds and CTR approval of receipt of services by viewing their electronic signatures

· COR validates that all information is correct

· COR certifies invoice with electronic signature.  This action sends certification to ECS which updates SOBPSOBP processes invoice payment

· Contractor’s designated bank receives EFT payment and description of payment

CLIN Number
CLIN Title
Notes

0023

 B007

C008A

C008B      

C008C

0033
Catalogue

Carrying Case

Portable Telephone Accessory

Portable Telephone Accessory

Portable Telephone Accessory

Information Technology/Knowledge Management
-Universal Notebook Case

-Cigarette Lighter Adapter for CLIN 0012 mobile phone seat

-Hands-free ear buds adapter, CLIN 012 mobile phone seat

-Leather Case for a CLIN 012 mobile phone seat

Retraining Program for displaced government employees/service members

0034
Satellite Terminal Support
Commercial connectivity

0035
Incentives
Incentive Review Board only

0036
OCONUS Service
Individually negotiated for each location outside the continental United States including Hawaii, and Alaska.

0036AA
Marine Corps Units in Japan
Only purchases the Service to go there, not any of the user services

0037
Deferred Award


Table 4-8 – NMCI CLINs without SLAs attached

Contract Performance Assessment Reports (CPAR) Process

The FAR requires that PPI be collected (FAR Part 42) and used in source selection evaluations of prime Contractors (FAR Part 15).  The DoN has established the CPARS as the process for the collection of PPI by Navy activities.  The CPARS process establishes procedures for the collection of PPI.  CPARS generated PPI will be one of many tools used to communicate Contractor strengths and weaknesses to source selection officials and contracting officers.  All CPARS information is treated as Source Selection Information in accordance with FAR 3.104.  CPARs have the unique characteristic of always being pre-decisional in nature.  They will always be Source Selection Information because they will be in constant use to support ongoing source selections.  Distribution of CPARs among activities will only be made from one activity CPAR focal point to another and access to the PPI will be restricted to those individuals with an official need to know. 

CPARs will be reported at the TO level and rolled up at the contract level on a quarterly basis to give a comprehensive outlook on the Contractor's performance.  Additional policy requires that the Contracting Officer provide the CPAR information to corporate executives.  The CPAR can be used as a tool when assessing the Contractor's performance for incentive payouts.  The CPARs Focal Point will be responsible for shepherding all CPARS, ensuring that notification and reminders are provided to the PCO, ACOs, and CORs as appropriate.  The CPARs Focal Point will be located at the PMO. 




Figure 4‑40 – Contract Performance Assessment Reports Process

Report Preparation
At the completion of each TO, the COR will initiate a CPAR for the work performed.  Every quarter throughout the life of the contract (including option exercises, warranty periods, and delivery of deferred data, if any), the COR on behalf of the PM will prepare a CPARS evaluation, on contracts meeting the business sector thresholds.  The COR is encouraged to seek input from the multi-functional acquisition team when assessing the Contractor’s performance.  As a minimum, PCO input must be obtained. 

Report Processing and Review
The COR or PM shall:

· Prepare an assessment based on multi-functional input from individuals familiar with the Contractor’s performance on CPARs.  The multi-functional team can include but is not limited to Military components, PMs, Scientist, Engineers, Contract Specialists, Financial Specialists, and the Defense Contract Management Command.  It is imperative that support Contractors shall not have input to CPARS, in any form whatsoever.  The PM’s narrative remarks shall be limited to the equivalent of two additional 8-1/2 by 11 inch typewritten pages 

· Notify the Contractor and provide guidance for the review process. The Contractor may review and comment on the assessment within 30 calendar days of the evaluation.  Should the Contractor request a meeting to discuss the CPAR, the request is to be made in writing and within seven calendar days from notification of the evaluation.  Discussions will not effect the 30-calendar day period.  Should the CPAR not be reviewed within the allotted 30 days, the COR or PM may annotate Block 20 as follows: “The report was delivered/received by the Contractor on (date).  The Contractor neither signed nor offered comment in response to this assessment.”  The COR would then continue processing CPAR evaluation 

· Review and, if necessary, revise the assessment, including the narrative, upon submission of the CPAR comments from the Contractor

· Notify the Reviewing Official after review by the COR or PM

The Reviewing Official shall review the CPAR evaluation and provide any comments.  In the event of a significant discrepancy between the COR/PM’s assessment and the Contractor’s comments, the reviewing official will provide, if possible, a consideration and reconciliation thereof.  The CPAR should be completed and signed by the reviewing official not later than 30 days after the end of the evaluation period.

CPAR Metrics. 
The PMO will be responsible for establishing and maintaining a database to track on-going status of CPAR Reports.  The ACOs shall provide the CPAR Focal Point a monthly CPAR status report by counts (i.e., numbers registered; initiated; rated; reviewed; finalized; and completed).

Report Frequency. 
Performance information shall be reported on a regular basis.  The reporting period may not exceed 12 months.  The CPAR completion evaluation requirements are set forth below:

Evaluation requirements TBD.

Close-outs

Orders will be closed out in accordance with FAR subpart 4.1.  The office awarding the order will be responsible for performing the closeout of that task.

Claims

"Claim," as used in this part, means a written demand or written assertion by one of the contracting parties seeking, as a matter of right, the payment of money in a sum certain, the adjustment or interpretation of contract terms, or other relief arising under or relating to the contract.  

If disagreements arise Government personnel (i.e., CTR, COR, ACO) will immediately attempt to make resolution within his or her authority.  All contractor claims shall be referred to the Procuring Contracting Officer (PCO), Ms. Ellen H. Polen, at the following address:

4301 Pacific Highway

Old Town Campus, Bldg. 4, Room 2082 B

San Diego, CA  92110-3127

(619) 524-7388 phone

(619) 524-7372 fax


The form of the Contractor’s claim shall be in writing and at a minimum provide the following:

· Request for Relief

· Specify Amount Requested

· Factual Detail / Support

· Demonstrate Legal Basis for Claim

· Necessary Certifications IAW FAR 33.207(c) 

Upon receipt of the claim from the contractor, the PCO (Ms. Polen) will process it in accordance with the flow chart below.




Figure 4‑41 – Claims Process

For the purposes of Contract Administration, in the event that any government representative receives documentation regarding a claim or potential claim it shall be forwarded to the PCO.  Upon receipt, the PCO will provide instructions to all personnel involved.  The PCO will also review and make determination of retaining or delegating resolution responsibility to the Administrative Contracting Officer (ACO).  This process is necessary to prevent any precedence set at the local Fleet and Industrial Supply Center that would have implications to the entire DoN enterprise.

Annual Cancellation Ceiling Notification

In the event the contract is cancelled by the Government prior to completion of the base period of performance, or if the Government fails to notify the Contractor on an annual basis that funds are available for the next fiscal year, the Contractor will be eligible for a cancellation fee.  The cancellation ceiling notification process is illustrated in Figure 4-42 below.




Figure 4‑42 – Annual Cancellation Ceiling Notification Process

Business Rules:

· Send notification 60 days prior to formal notification

· Request PEO-IT/PM for formal verification of available funds for succeeding year

· Issue administration modification or correspondence of formal notification

Systems Transition Analysis Team (STAT)

The Systems Transition Analysis Team (STAT) provides a single, authoritative source of PMO validated information for NMCI implementation to be shared across the Naval Enterprise.  Key responsibilities include the following:

· Monitor overall program status.  Act as a single point for collection and distribution of program document/data reporting.  Provide document management and archives.  Combine and validate ISF/claimant technical information and documentation.

· Coordinate and consolidate Government milestone and timeline information to support PMO.

· Maintain a “frequently asked questions” (FAQ) and “lessons learned” database for all major commands and associated local “war rooms”

· Task Order analysis and reporting from initial post award order placement to final SLA compliance.

· Provide and maintain a searchable NMCI contracts database.

Figure 4-43 displays CTR reports for both the COR and the STAT.  These site-specific reports will be available through a web interface at the collaborative eRoom website.
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Figure 4‑43 – CTR Reporting to COR and STAT

Frequently Asked Question (FAQ) Process
The tracking and managing of frequently asked questions (FAQ’s) are a key function of NMCI STAT.  When a customer has a question concerning NMCI, it should be delivered to NMCI STAT via email (nmcistat@spawar.navy.mil).  An acknowledgement receipt will be generated and sent back to the originator.  The STAT Team will query the FAQ database for prior submission.  If the question has been asked before, it will be updated in the FAQ Database to show an additional hit and be placed on the EDS Web Site as an FAQ.  If the Question has not been previously asked, it will be time-stamped and sent to the SME (Subject Matter Expert) for the answer.  SME answers are a collaboration of both Government Representatives and ISF (Information Strike Force, EDS).   SMEs will have up to 3 business days to answer the question.  If the Question is not answered within this time frame, a follow-up will take place with the SME by the STAT, and the Customer will be notified of a possible time delay.  Once the question has been answered, the customer will be notified by the STAT and the FAQ Database will be updated to show time/date and who answered the question.  Figure 4-44 displays the FAQ Process flow.
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Figure 4‑44 – Frequently Asked Question (FAQ) Process

Data Reporting Management

There are numerous PMO and ISF created documents and reports that must be maintained and consolidated.  The PMO staff needs to have easy access and a central location for reviewing this type of information.  Required deliverables shall be electronically posted by ISF for on-line access by the PCO and personnel designated by the PCO.  These required reports shall be in contractor format.  The Contractor is encouraged to post data in a database format, with access via selectable report formats. The process flow to disseminate and track this information is shown in Figure 4-45.  These documents and reports will be available at the collaborative e-Room website.  A sample tracking chart used by the PMO is provided in Figure 4-46.  The list of documents and reports to be maintained are contained in paragraph 3.4.6 of the NMCI contract document.




Figure 4‑45 – Data Reporting Process Flow

Business Rules:

· NMCI STAT receives all deliverables via e-mail attachment and forwards to appropriate PM’s for review  (nmcistat@spawar.navy.mil).

· Automated acknowledge receipt will be sent (please insert the word ‘deliverable’ [no quotes] in subject line).

Most reports will be available for access via eRoomAll reports will be archived by NMCI STAT.

· NMCI STAT shall provide monthly status reports to PMO as pertains to deliverables. 




Figure 4‑46 – Sample Data Reporting Requirements Tracking

Lessons Learned Management

Maintaining and consolidating Lessons Learned is similar to that of document and report management.  The process to disseminate and track this information is shown in Figure 4-47.  These documents and reports will be available at the collaborative eRoom website.




Figure 4‑47 – NMCI Lessons Learned

Schedule Management

NMCI Schedules
There are 5 basic types of schedules that are used to manage the NMCI Program:

· NMCI Program Baseline Schedule

· NMCI Integrated Master Schedule

· NMCI Program Plan Schedule

· Site Transition/Implementation/Delivery Schedule

· Situation Boards

NMCI Program Baseline Schedule

The NMCI Program Baseline Schedule shows the high level milestones of the program.  Examples of milestones include:  OTRR, OT&E and Program Certification.  The NMCI Program Baseline Schedule was baselined in January 2001.  PEO IT, Mr. Cipriano, must approve changes to the Baseline schedule.

NMCI Integrated Master Schedule

The ISF maintains the NMCI Integrated Master Schedule.  This schedule tracks all levels of milestones for the program.  

The NMCI Integrated Master Schedule is the ONE source of schedule information for the NMCI Program.  All other NMCI Program schedules (except the NMCI Baseline Schedule) are extracted from the Integrated Master Schedule.  The Integrated Master Schedule is a massive schedule at over 10,000 line items.

This schedule is “leveled”.  Each item in the schedule is assigned a level.  The level assigned to an item determines required approvals for a change to that item in the schedule.  Levels include:

Level 0
Major External Dependencies

         1
Major Internal Dependencies

         2
Internal Program Dependencies

         3
Internal Project Dependencies

         4
Activities, Tasks, Milestones

The NMCI Integrated Master Schedule is available through the Strike Force/Navy Marine Corps eRoom.

There is Government owned milestones in the NMCI Integrated Master Schedule.  The Government is responsible to identify, track and update their milestones.  Each functional area within the Navy PMO has been assigned ownership for the milestones.  The NMCI STAT is responsible to track and update the status of the milestones.

NMCI Program Plan Schedule

The NMCI Program Plan Schedule is a condensed version of the NMCI Integrated Master Schedule.  This is the schedule used by the Navy PMO to track the progress of the program.  This is the schedule that is reviewed monthly at the NMCI Program Planning Review.  This schedule tracks the baseline dates and progress towards the baseline.

Site Transition/ Implementation/ Delivery Schedule

The Site Transition/Implementation/Delivery Schedules are the schedules for each individual site to receive NMCI services.  These schedules are discussed in Chapter 3, Transition.

Situation Boards

To facilitate communication among the PEO IT, Navy PMO, USMC PMO, and ISF, the ISF generates weekly situation boards.  These situation boards contain schedule information.  This schedule information is extracted from the NMCI Integrated Master Schedule.

Government Milestone
There are government milestones in the Integrated Master Schedule.  It is the responsibility of the government to identify and maintain the government milestones.  The STAT is responsible to facilitate the review and update of the government milestones.  The STAT uses the process defined in Figure 4-51 to maintain the government milestones in the Integrated Master Schedule.



Figure 4‑48 – Schedule Monitoring:  Implementation and On-Going Services

NOTE:  All NMCI Government personnel whose project could impact NMCI Government schedules will use this process.  The Flow diagram outlines the process that will lead to an updated schedule on the ISF eRoom website.  These schedules provide milestones used by EDS ISF in the preparation of their Master Schedule updates.  The STAT will Query actionees each week for updates.

STAT Post Award Task Order Analysis and Tracking

STAT will use currently awarded Task Order information, including modifications, for analysis and reporting.  Standard reports include: Task Order Status, Task Order Modification Summaries, Quantity by Claimant and Region, and will be available via eRoom.  Specific reporting requirements, such as CLIN quantity, Task Order value, etc., may also be requested via e-mail at nmcistat@spawar.navy.mil.  

STAT Searchable NMCI Contracts Database

STAT developed and maintains a portable NMCI contract database.  This is a desktop database written in MS ACCESS and available via iSTARS and/or eRoom.  Contents include: Contract, attachments, Transition Plan, BCA, Execution Plan, acronyms and other content when requested.  Users will be able to browse, search and print from database to paragraphs in source documents.

STAT Action Items and Issues Tracking

STAT manages and tracks action items and issues that concern NMCI PMO and joint ISF/PMO concerns.  Weekly updates will be posted to the eRoom.  Items and Issues are identified by ID#, type (action or issue), originator, actionee, description of action or issue, and due date.

9 Risk Management Plan

Introduction

Definition and Purpose
Risk management is an organized, systematic decision–making process that identifies risks to achieving project goals, assesses or analyzes these risks, and then effectively reduces or eliminates them as areas of concern.  This document describes the initial and current risk assessments for the NMCI project in addition to risk reduction strategies to facilitate successful project implementation. 

Risk Management Process
The NMCI risk management process includes four steps:


STEP 1:  Identification of potential risks


STEP 2:  Assessment of risk severity


STEP 3:  Development and implementation of risk mitigation strategy


STEP 4:  Monitor risk status through risk reduction or elimination

These steps are implicitly iterative and will continue to be used across the project throughout its duration. Embedded in the identification of risks is the assignment of a “risk owner” to track and reassess the risk as necessary. Included in the development of Step 3 is a risk decision: to avoid, accept, mitigate, or transfer the identified risk. The NMCI risk management process is further divided into three phases: pre-contract award, implementation/transition, and post-FOC.

The main body of this plan provides the current assessment of risk drivers that would have significant adverse impacts on the project’s cost, schedule, and/or performance if not addressed. Definitions for risk rating assessments are contained in Appendix I and may be accessed through iSTARS. A detailed risk assessment was conducted during the early stages of concept formulation.  The results of that initial assessment are contained in Appendix II as well as in iSTARS. 

Risk Management Assignments
The PEO-IT is the process owner for this Risk Management Plan.  Appropriate personnel within the NMCI PMO are assigned risk ownership responsibilities.

Risk Identification

Potential risks to successful NMCI implementation are identified and their impact assessed.  Potential risks are grouped by impact to cost, schedule, and performance.  Risk identification was performed during the early stages of NMCI and is periodically reassessed.  

Inputs to the process include the DoN requirements, risk templates, procurement strategy, and previous experience or lessons learned from both Government and industry IT service providers.

NMCI Action Collaboration Teams (ACT) established to manage the various functional aspects of the project, studied the risks and determined strategies to mitigate the risks.  These strategies were incorporated into the solicitation, attachments to the solicitation, and the Statement of Objectives to mitigate risk in the early stages of the project.  As the project progressed, additional mitigation strategies were refined and incorporated into the solicitation amendments.

Risk Assessment

This section describes cost, schedule and performance risks currently identified for the NMCI project, the current risk assessment, risk mitigation strategies which have been implemented, and an assessment of the “vector” by which the risk will be reduced by implementation of the mitigation strategy.  Each identified risk area contains our current assessment, represented by a black dot, followed by the “mitigation vector,” represented by an arrow. Figure 5-1 is the risk assessment template used to formulate this management plan.




Figure 5‑1 – Risk Assessment Matrix

Table 5-1 provides a summary of the NMCI project’s current risk drivers and an assessment of the risk at the time of initial risk identification.  Implicit in the following discussions is the decision to mitigate the risk.   


Risk Area

Risk
Risk Rating Without Mitigation

Cost
Affordability
Medium

Cost
Control of Funds
Medium

Cost 
Contract Change Orders
Medium

Performance
Security 
Medium

Performance
Government Furnished Equipment (GFE) Performance and Interoperability
Medium

Performance
Ability of system to operate under stressed/surge conditions
Medium

Performance
Customer Satisfaction
Medium

Schedule
Contractor to meet Initial Operational Capability and Final Operational Capability 
High

Schedule
Contract Management and Execution
Medium

Table 5-1 Project Risk Drivers

Cost Risk

Risk of exceeding expected costs is significantly reduced because the DoN will not pay for services not provided in accordance with the SLAs.  Additionally, the fixed price per seat for services will be negotiated prior to contract award and there are no guaranteed quantities for items that have not been priced.  Even the cost of providing NMCI access (server connectivity) for new applications will be fixed prior to award.  A business case analysis and Total Cost of Ownership model is being used to verify that the proposed cost and performance makes good business sense, is consistent with industry best practice, and is an improvement over current total ownership cost for performance on a per-seat basis.  Termination for convenience liability is a significant amount for the proposed contract type but the probability of occurrence is extremely small due to the obvious long term continuing need for IT services and the demonstrated ability of commercial industry to provide IT services.  This low probability was decreased further by limiting bidders to those who had provided seat management services to over 100,000 customers, requiring demonstrations of proposed architectures, security, and billing, as part of the proposal process, and making previous experience a significant proposal evaluation factor.

Affordability
[image: image21.wmf]NMCI Ordering Instructions

 

Overview

 

The attached workbook contains several worksheets.

 

1)

 

Start 

–

 The start page for the workbook.  (DO NOT EDIT)

 

2)

 

Matrix 

–

 The current building level matrix.  (DO NOT EDIT)

 

3)

 

Order Form Pg 1 

–

 A blank order form page 1. (DO NOT E

DIT)

 

4)

 

Order Form Pg 2 

–

 A blank order form page 2. (DO NOT EDIT)

 

5)

 

“Multiple order forms page 1 through 3” 

–

 These are populated order forms for 

each claimant and UIC.  The UIC and order information has been inserted from 

previous orders.  Only the CLIN infor

mation needs to be completed by the 

claimants.

 

 

1.  Start (DO NOT EDIT)

 

 

This is the start page and menu for the workbook.

 

 

2.  Matrix (DO NOT EDIT)

 

 

This worksheet has been provided as an example but must be completed for each 

Claimant.  It will contain t

he parent UIC information, address and contact information, 

detail such as the actual physical seat location, when different from the parent UIC, and 

CLINs ordered by building number. Each row on the worksheet represents one unique 

building number and the 

corresponding CLINs for that building.  If some services are 

phased, even in the same building, the user should also insert a row for these phased 

services and enter the appropriate Start and End Dates.

 

 

3.  Order Form Pg 1 (DO NOT EDIT)

 

 

Once the Bldg Mat

rix form has been populated at the building number level, the CLINs 

for each UIC are totaled and entered on this form for each parent UIC.  The order form is 

an aggregate parent UIC order for services.  This order form will allow a UIC to 

determine the cos

t of services by CLIN, by month and annually, and when combined with 

the Bldg Matrix worksheet, one can see the actual location and building number of those 

ordered services.

 

 

4.  Order Form Pg 2 (DO NOT EDIT)

 

 

This is populated in the same manner as Pg 1,

 but for CLIN 0023 items.  Note that the 

total price is automatically carried forward to Pg 1.

 

 

5.  Order Forms Pg 1 

–

 3 (

DO NOT EDIT)

 

 

Risk Area:

Affordability

Description:

Ability to identify current IT funding resources

Bid price/affordability

Assessment:

Medium

Mitigation:
DoN claimants established a committee to determine FY01 funding available for NMCI and determining POM 02 funding strategies.  A well-defined performance baseline in the form of contract SLAs has been established by the prospective contract, and an independent assessment of the NMCI business case has been completed.  Additionally, financial penalties will be levied on the Contractor for services under this contract that do not meet the SLAs and for not meeting small business contracting requirements.  The DoN will retain the flexibility to award to a second source (i.e., deferred awardee) that will be prepared to supplement or supplant the efforts of the NMCI prime awardee.  Furthermore, the Contractors will propose an installation-phasing plan and are required to discuss all risks associated with that plan.  The Contractor will only be paid 85% of the negotiated seat price at AOR during the transition period.  Transition begins when the Contractor assumes responsibility for the infrastructure in-place and ends when service is provided that is compliant with the SLAs.  The Contractor may incorrectly assess the capability of the in-place infrastructure and thus under or over estimate the investment required to meet the SLAs specified in the contract.  To mitigate this risk, Contractors in the competitive range were provided an opportunity to perform due diligence on the existing infrastructure prior to submission of final proposals.  In addition, a completion incentive has been included in the contract to encourage completion of all ordered seats including those that may have a high cost of implementation relative to the average price the Contractor is paid per seat.  Acceptance of the incentive also releases the Government from claims.

Control of Funds
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Quarter

 

The quarter that the order is placed for

 

Fiscal Year (FY)

 

The fiscal year of the order

 

Unit Identification Code (UIC)

 

The parent UIC number for the order

 

Clai

mant

 

The claimant for the order

 

Start Date of Service

 

The seat start date of service or period of performance

 

End Date of Service

 

The seat end date of service or period of performance

 

Date Order/Mod Received

 

Do not complete this field.

 

Priority

 

Do not comp

lete this field

 

Test Site

 

Do not complete this field.  Whether the parent UIC of the order is a Q1 test site or not

 

Task Order Number

 

Complete if known.  The order number placed with the Government.

 

ORN 

-

 Order Request Number

 

Complete if known.  The order 

number placed with the Government

 

GMO

 

The GMO for the order

 

COR Name

 

The COR for the order

 

COR Ph

 

The COR’s phone number for the order

 

COR Email

 

The COR’s email address for the order

 

COR Report Date

 

The report date of the COR

 

CTR Name

 

The name of the CTR f

or the order

 


Risk Area:

Control of Funds

Description:

Management of contract liabilities

Assessment:

Medium

Mitigation:
Control of funds refers to the management of contract liabilities.  In order to minimize these liabilities, decentralized NMCI services funding mitigated by Program Management Office (PMO) monitoring of Claimant out-year budgets will be used to determine if contract minimums are being met.  The PMO will maintain a database of planned vs. actual ordered quantities, which will be compared to the DoN strategic plan for basic services.  All claimants will submit an approved Claimant/Command Execution Plan annually.  The PMO is responsible for budgeting for and managing all NMCI incentive payments.

Contract Change Orders
[image: image23.wmf]CTR Phone

 

The CTR’s phone number

 

CTR Email

 

The CTR’s email address

 

CTR Training Date

 

The date the CTR received training

 

ACO

 

The name of the ACO for the order

 

UIC Activity

 

The Activity of the UIC for the order

 

UIC Address 1

 

The base and/or stre

et address of the parent UIC for the order

 

UIC Address 2

 

The street and/or building number and room number for the parent UIC for the order

 

UIC City

 

The city of the parent UIC for the order

 

UIC State

 

The state of the parent UIC for the order

 

UIC Zip

 

The zi

p code of the parent UIC for the order

 

Government Seat

 

Whether the actual seat is a government or contractor seat.

 

Yes = seat is a government seat.

 

No  = seat is contractor seat.

 

Ordered Through Gov

 

Whether the actual seat is ordered through the government

 or ordered directly by a 

contractor from the ISF.

 

Yes = seat is either a government or contractor seat and is ordered through the government 

(ie: a true government seat or an onsite contractor seat).

 

No  = seat is a contractor seat and is ordered directly

 from the ISF (ie an offsite contractor 

seat).

 

Seat Location Name

 

The name of the base for the seat if the seat is on base and is a government or contractor 

seat, otherwise it is the name of the government contractor if the seat is located off base.

 

Seat A

ddress 1

 

The street address for the actual seat whether it is on or off base

 


[image: image24.wmf]Seat Address 2

 

The street address for the actual seat whether it is on or off base

 

Seat Building Number

 

The building number of the actual seat whether it is on or off base if appl

icable

 

Seat City

 

The city that the actual seat is located in

 

Seat State

 

The state that the actual seat is located in

 

Seat Zip

 

The zip code that the actual seat is located in

 

CLINs 0001AA 

–

 0036AA

 

The quantity of each CLIN by building number

 

Risk Area:

Contract Change Orders

Description:

Poor quality of information, equipment, and coordination could cause Contract Change Orders resulting in increased costs

Assessment:

Medium

Mitigation:

Change orders to the contract must be minimized to the greatest extent possible.  All change order requests will be scrutinized for appropriateness to contract scope as well as cost and schedule impacts.  The PMO will conduct periodic analysis of change orders to determine impact to performance, cost, and schedule.  In conjunction with the COR, ACO, PCO and EDS ISF, the PMO will work with the contract awardee to reduce and, whenever possible, eliminate change orders. 

All modifications to the basic contract and associated delivery orders will contain a change order reason code.  The reason code will characterize and define the primary reason for the change.  The COR will initiate requests for all change orders.  The COR will be responsible for assigning the change order reason code and ensuring that the change order is properly coded in the ordering database.

Specific information regarding the contract change approval process can be found in Chapter 4, Section 4.8.1.2.

Performance Risk 

Information Assurance
[image: image25.wmf]Order Form P

age 1 and 2

 

 

Date

 

The date the order is submitted

 

Initial Request

 

Yes = the order is a new order

 

No = the order is a change, modification or addition to the existing order, so if NMCI orders 

will be filled prior to this request, block will read “No”

 

Modifi

cation

 

Yes = this is a modification to an existing order, so if NMCI orders will be filled prior to this 

request, block will read “Yes”

 

No = this is not a modification, but an additional phased order

 

Modification Reason Code

 

DO NOT EDIT 

–

 THIS I

S A GMO GEN

ERATED CODE.

 

The modification reason code if the Modification block value is “Yes”.

 

UIC

 

The parent Unit Identification Code (UIC) for the order

 

Address 1

 

Street address line 1 of the parent UIC for the order 

 

Address 2

 

Street address line 2 of the parent U

IC for the order 

 

City

 

The city of the parent UIC for the order

 

State

 

The state of the parent UIC for the order

 

Zip

 

The zip code of the parent UIC for the order

 

Activity

 

The parent UIC activity name for the order

 

ORN

 

Complete if known.  The order request n

umber for the order

 

Risk Area:

Maintaining satisfactory Information Assurance posture

Description:

Security Risks

Assessment:

Medium

Mitigation:
Security risks are a major concern.  These risks will be mitigated by thoroughly reviewing all security aspects prior to implementation.  A Green Team SLA assessment will be used for performance monitoring and incentive clauses will be established to ensure security performance.  The Red Team will closely monitor potential risk areas.  The mission of the Green and Red Teams is to continuously validate the security posture of NMCI.  The Red Team focuses on general system vulnerabilities and evolving threats and is led by the Fleet Information Warfare Center (FIWC).  The Red Team’s activities will provide input to the certification and accreditation process, as well as data, to assess the Contractor’s compliance with the SLAs.  The Green Team will verify Contractor compliance with security related SLAs for security integrity, detecting and blocking intrusions, rate of security refresh and recovery, and implementation of IAVAs.

Security issues, which encompass interoperability with SIPRNET and NIPRNET along with the traditional issues of access, firewall protection, intrusion detection, etc., represent a key risk area associated with this project.  Many commercial users of IT services have similar security concerns that have been addressed by their service providers.  As such, security issues are standard concerns within this industry.  There are unique security requirements in the contract required by the OSD policy.  However, there are sectors of the commercial market, such as banking, that procure IT and have similarly rigorous security requirements.  Compliance with DoD security policy will be monitored by the use of independent Government tests of the network as well as traditional reporting of security events required by DoD and Navy policy.  Security metrics have been specified for routine measurement and will be tested by Red and Green teams.  The Government will have on-site personnel at the Contractors’ Network Operating Centers (NOC) 24 hours a day, seven days a week to monitor security and provide security direction to the Contractor.  Security performance improvement is an incentive provided in the contract to keep the Contractor's attention focused throughout the life of the contract.  EDS ISF provided a demonstration of the proposed security architecture in an existing operational network as part of the source selection process.  The Government performed scripted tests of the network during the demonstrations to determine the robustness of the proposed approaches.

GFE Performance and Interoperability
[image: image26.wmf]Task Order Number

 

Complete if known.  The task order number for the order

 

CEP Number

 

Complete if known.  The CEP Number for the order

 

Funding Document Number:  NC2275

–

 

 

Funding document number NC2275

–

 

Please attach NAVCOMP 2275.

 

Funding

 Document Number:  NC2276

–

 

 

DO NOT EDIT 

–

 THIS IS A GMO GENERATED

 

Funding document number NC2276

–

Please attach NAVCOMP 2276.

 

CLIN

 

The CLINs from the contract

 

Service

 

The service/description of the CLIN

 

Start Date

 

The date the service starts for the parent 

UIC. (Period of performance)

 

End Date

 

The date the service ends for the parent UIC. (Period of performance)

 

Quantity Ordered

 

The quantity of the CLIN ordered for the parent UIC

 

Total Service Quantity Months

 

CALCULATED 

–

 DO NOT EDIT

 

The Quantity Ordered mul

tiplied by the number of service months for each CLIN.  Service 

months, if fractional, are rounded up to the nearest whole month.

 

Service Month Unit Price

 

FIXED 

–

 DO NOT EDIT

 

The price of one month of service for each CLIN

 

Total Monthly

 

CALCULATED 

–

 DO NOT

 EDIT

 

The Total Monthly Cost of Service for each CLIN.

 

This is based on the Quantity Ordered and the Start and End Dates of service.

 

Total Annual

 

CALCULATED 

–

 DO NOT EDIT

 

The Total Annual Cost of Service for each CLIN.

 

This is based on the Quantity Ordered

 and the Start and End Dates of service.

 


Risk Area:

GFE Performance and Interoperability

Description:

Liability of inadequate GFE and Non-Interoperability with other networks

Assessment:

Medium

Mitigation:
GFE performance and interoperability describes liabilities associated with inadequate GFE and non-interoperability with other networks.  Numerous methods will be used to alleviate these issues.  For example, a DISN coordination manager has been assigned to the PMO and DISN CONOPS are being developed.  Contractors will augment capabilities and provide a third party independent audit of GFE performance.  In addition, a dedicated GFE/Government Furnished Information (GFI) manager will be responsible for creating and maintaining an accurate inventory, specifying interface standards from DoD, DoN, enforcing DoN IT documents, and ensuring distribution of cryptographic material.  NMCI performance, including GFE, will be benchmarked by the DoN’s independent test agency and DoD’s JITC after installation of the first segment. The JITC test plan is part of the overall TESP for NMCI and can be found in its entirety in Appendix I.  This will provide the lessons learned necessary to make adjustment prior to follow-on installations.

System Operation Under Stressed/Surge Conditions
[image: image27.wmf]GMO/COR

 

The name, phone number and email address of the GMO/COR for the order

 

CTR

 

The name, phone number and email address of the CTR for the order

 

ACO

 

The name, phone number and email address of the ACO for the ord

er

 

Other POC

 

The name, phone number and email address of any other POCs pertinent to the order either 

Government or Contractor and either on or off base

 

GFE Crypto

 

Yes = order required GFE Crypto

 

No = order does not require GFE Crypto

 

DAA Rep

 

Name of the D

esignated Approving Authority Representative (CMS Custodian)

 

 

CMS Account Number

 

The account number issued by the DAA Representative

 

CMS User Name

 

The name of the Government representative utilizing Crypto for specific NMCI services

 

CMS User Phone

 

The phon

e number of the Government representative utilizing Crypto for specific NMCI 

services

 

CMS User Email

 

The email address of the Government representative utilizing Crypto for specific NMCI 

services

 

Is this an unpriced CLIN?

 

Yes = send the Statement of Work (

SOW) and Independent Government Estimate (IGE)

 

No = just send this order

 

Historical Data Verified?

 

An unpriced CLIN requires the Claimant to confirm prices for similar services from prior 

contract(s) when submitting SOW and IGE if the pricing information i

s available.

 

 


Risk Area:

Ability of system to operate under stressed/surge conditions

Description:

Surge support scenario

Assessment:

Medium

Mitigation:
EDS ISF was required to provide descriptions of how they would respond to surge and/or stressed conditions.  Plans to alleviate problems associated with these occurrences include defining performance requirements related to surge conditions and identification of backup scenarios.  The efficiency of these methods was observed during extensive market research conducted prior to Contract Award.

Customer Satisfaction
Risk Area:

[image: image28.wmf]Date:

UIC:

Activity:

Address 1:

Initial Request:

Yes                     No

Address 2:

Modification:

Yes                     No

City:

Mod. Reason Code:  

State:

Zip:

CLIN

Start Date

End Date

Quantity 

Ordered

Total Service 

Quantity Months

Service Month Unit 

Price

Total Monthly

Total Annual

0001AA

0

$246.51

$0.00

$0.00

0001AB

0

$238.64

$0.00

$0.00

0001AC

0

$232.34

$0.00

$0.00

0001AD

0

$194.66

$0.00

$0.00

0001AE

0

($16.67)

$0.00

$0.00

0001AF

0

$369.90

$0.00

$0.00

0002

0

$308.25

$0.00

$0.00

0003AA

0

$468.50

$0.00

$0.00

0003AB

0

$218.87

$0.00

$0.00

0004AA

0

$375.83

$0.00

$0.00

0004AB

0

$225.54

$0.00

$0.00

0005AA

0

$193.11

$0.00

$0.00

0005AB

0

$208.35

$0.00

$0.00

0006

0

$60.00

$0.00

$0.00

0007

0

$204.67

$0.00

$0.00

0008

0

$182.24

$0.00

$0.00

0009

0

$252.17

$0.00

$0.00

0010AA

0

$45.96

$0.00

$0.00

0010AB

0

$10.01

$0.00

$0.00

0010AC

0

$7.68

$0.00

$0.00

0010AD

0

$48.66

$0.00

$0.00

0010AE

0

$973.20

$0.00

$0.00

0010AF

0

$45.96

$0.00

$0.00

0010AG

0

$44.94

$0.00

$0.00

0011

0

$51.08

$0.00

$0.00

0012

0

$66.59

$0.00

$0.00

0013

0

$33.73

$0.00

$0.00

0014

0015AA

0

$1,071.40

$0.00

$0.00

0015AB

0

$1,400.76

$0.00

$0.00

0015AC

0

$352.68

$0.00

$0.00

0015AD

0

$2,061.80

$0.00

$0.00

0016

0

$31.27

$0.00

$0.00

0017

0

$18.58

$0.00

$0.00

0018

0

$40.44

$0.00

$0.00

0019

0020

0

$29.13

$0.00

$0.00

0021

0

$14.79

$0.00

$0.00

0022AA

0

$395.29

$0.00

$0.00

0022AB

0

$453.55

$0.00

$0.00

0023

N/A

N/A

$0.00

$0.00

0024

0

$58.26

$0.00

$0.00

0025

0

$87.39

$0.00

$0.00

0026AA

N/A

N/A

N/A

$113,600.76

N/A

$0.00

0026AB

N/A

N/A

N/A

$5,509.64

N/A

$0.00

0026AC

N/A

N/A

N/A

$26,128.17

N/A

$0.00

0026AD

N/A

N/A

N/A

$40.00

N/A

$0.00

0026AE

N/A

N/A

N/A

$40.00

N/A

$0.00

0026AF

N/A

N/A

N/A

$75.00

N/A

$0.00

0027AA

0

$83.89

$0.00

$0.00

0027AB

0

$83.89

$0.00

$0.00

0027AC

0

$167.78

$0.00

$0.00

0027AD

0

$167.78

$0.00

$0.00

0027AE

0

$167.78

$0.00

$0.00

0027AF

0

$335.56

$0.00

$0.00

0028

0029

0030

0031

N/A

N/A

N/A

$47,108.66

N/A

$0.00

0032

0033

0034

0035

0036AA

Task Order Number:

CEP Number:

Commercial Voice Seat

Secure Voice Seat

Commercial Voice Connectivity

Classified Connectivity Upgrade Package

Basic Voice Seat

Blue

Thin Client

Remote User

Business Voice Upgrade Package

Enhanced Hybrid Seat

Wall Plug Service

High-end Seat Upgrade Package

Mission-Critical Seat Upgrade Package

Basic Hybrid Seat

Classified Thin Client

High End Moveable VTC Seat

Basic Moveable VTC Seat

Fixed Video Teleconference Seat

Emb Workstation SeatFull Service 

Emb Workstation Seat Limited Service 

Pier Voice Line

Mission-Critical Voice Seat Upgrade Package

Mobile Phone Seat

Personal Paging Service Seat

Pier Voice Trunk

Data Seat Voice Communications Upgrade

Class/Non-Class Selectable Connectivity

Classified Remote Access Service

Portable Seat

Internet Access for Mobile Phone Seat

Additional File Share Services

Premium Moveable VTC Seat

Mission Critical Moveable VTC Seat

Emb Portable Seat Full Service 

Emb Portable Seat Limited Service 

Optional User Capabilities

High End Desktop VTC Upgrade Package

Basic Desktop VTC Upgrade Package

DMS Data Seat Upgrade

Physical MAC - Group of 50 

Additional Moves, Adds, and Changes

Additional Classified Account

Additional Non-Classified Account

Voice MAC

Network Operations Display

COI MAC

Physical MAC - Group of 250 

Incentive

Satellite Terminal Support

Standard Low Bandwidth Application

VTC MAC

Mission Critical Low Bandwidth Application

Standard High Bandwidth Application

Standard Medium Bandwidth Application

Data Warehousing

Mission Critical High Bandwidth Application

Mission Critical Medium Bandwidth Application

Knowledge Management Retraining Program 

External Network Interface

Mil Pers Core Comp Dev - Group of 50 Service Members

Legacy Systems Support

Japan
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Service

Red

White



NC 2275-

NC 2276-



ORN:







Customer Satisfaction

Description:

Meeting Customer Expectations

Assessment:

Medium

Mitigation:
Customer satisfaction refers to meeting or exceeding customer expectations.  These expectations will be achieved by administering routine customer satisfaction surveys, enforcing rigorous process management for SLAs, encouraging active Command participation, and adopting strict adherence to the change management process.  Customer satisfaction surveys will be conducted every quarter after initial SLA performance is achieved.  Large dollar contract incentives are available to the EDS ISF for attaining high customer satisfaction levels.  These incentives are intended to allow the Contractor to make more money by satisfying the customer, then he/she can by cutting corners and will tend to discourage initial low bidding.

A robust contract oversight organization was built under the control of the PEO-IT, to include regional GMOs, on-site CTRs reporting to PEO-IT but located at each Claimancy, and regional ACOs.  Staffing and budget requirements have been identified and resourced.  On-site representatives will provide independent assessment of IT operations, services, and customer satisfaction directly to PEO-IT.  

Schedule Risk

Contractor to Meet Initial Operational Capability (IOC) and Final Operational Capability (FOC) 
[image: image29.wmf]Total

$0.00

$0.00

GMO/COR:

Email:

Ph:

GFE Crypto:

Yes (fill in below)

No

CTR:

Email:

Ph:

DAA Rep:  

ACO:

Email:

Ph:

CMS Account Number:

Other POC:

Email:

Ph:

CMS User Name:

Other POC:

Email:

Ph:

CMS User Phone:

CMS User Email:

Is this an upriced CLIN?

Historical Data Verified?

Yes

No

No___  Send order











Yes  ___ (send SOW and IGE)    













Risk Area:

Contractor to meet IOC and FOC

Description:

Transition from current to future IT state

Assessment:

High

Mitigation:
EDS ISF’s ability to transition from the current to future IT state is critical to the success of NMCI.  In order to facilitate this process, development of IOC and FOC transition plans will be prepared with the involvement of the Contractor.  There are contract incentives for on-schedule implementation at customer sites, and achievement of full operational capability.  In addition, the Systems Transition Analysis Team (STAT) collocated with the PMO and staffed with Contractor and Government employees will be established to progress and capture lessons learned during transition.  Near real time status will be available to line managers undergoing transition and program management staff.

Contract Management and Execution
[image: image30.png]B0OB Monitor Upgrade | 17" Flat Panel Monitor Dell 1700FP Flat Panel,17.0  Viewable
Image Size, OptiPlex GX100/110 (Upgrades a Portable seat from
17" flat display CRT monitor to 17" flat panel LCD monitor) Must
be included with initial seat order. 0| $3226 $0.00 $0.00
B0OC Monitor Upgrade  |21" Flat Panel Monitor Dell LCD2010X Flat Panel,20.1"
Viewable Image Size (Upgrades a Portable seat from 17" flat
display CRT monitor to 21" flat panel LCD monitor) Must be
included with initial seat order. 0| sugzs $0.00 $0.00
B0OD DVD Modular 8X DVD 0 $6.93 $0.00 $0.00
BOOE Hard Drive Upgrade |Upgrade a CLINOO2 to a 20GB Hard Drive 0 $3.83 $0.00 $0.00
Cool Personal Digital Palm lllxe, 8MB, 160 160, black & white, stylus, 60z
Assistant (PDA) 0| 1286 $0.00 $0.00
Ccooz Personal Digital Palm Vx, BMB, 160 x 160, black & white, stylus, 4 oz
Assistant (PDA) 0| $19.63 $0.00 $0.00
Co03 External Zip Drive__|External Zip 250. Does notinclude media (tapes) 0 $8.31 $0.00 $0.00
Coo4 Network Printer - | Individual and Small Workgroup Laser Jet Priter - HP 2100m,
BAW 8MB, 1200 x 1200dpi, 10pprm, 2 paper trays, EI0 Slot 0| 4158 $0.00 $0.00
Coos Network Printer - |Entry Workgroup Laser Prirter — Docuprint P-1210 Personal
BAW Laser 12ppm, 1200 dpi 0| 43597 $0.00 $0.00
Co06 Network Printer - | Individual to Small Workgroup Ink Jet color printer - HP 2500Cxd,
Color 4MB, Enhanced PCL3, up to 13" x 19" media, 11ppm BY3ppm Col,
600dpi, 2 media trays 0| 45147 $0.00 $0.00
Coo7 Copier Deskiop Color Copier 0] 42153 $0.00 $0.00
Coos Conference Caling _|Soundpoint Pro 3 Line Phone Full Duplex Desktop Conferencing 0 41546 $0.00 $0.00
Coo9 Mult-line Phone Digital handset with Speakerphone, 2x24 display, 8 line
appearance 0| $1331 $0.00 $0.00
Co0A Portable Telephone | Cigarette Lighter Adapter for a CLINO12 Mobile Phone Seat N/A
Accessory 0|  $2067] $0.00
CooB Portable Telephone |Handsfree ear buds adapter for a CLINO12 Mobile Phone Seat N/A
Accessory 0|  $13.77) $0.00
CooC Portable Telephone |Leather Case for a CLINO12 Mobile Phone seat N/A
Accessory 0| $13.77] $0.00
Co0D Scanner Paperport 6100Usb Flatbed 600x1200dpi 36 Bit Color 0 $4.99 $0.00 $0.00
CO0E Scanner Expression 1600 Pro FB 0 #4954 $0.00 $0.00
CO0F Fax Machine Panaax (14.4 modern) 0 43864 $0.00 $0.00
C00G Fax Machine Panaax (33.6 modem) 0 #6219 $0.00 $0.00
Total $0.00 $0.00




Risk Area:

Contract Management and Execution

Description:

Efficient Process for Ordering and Billing

Assessment:

Medium

Mitigation:
The project's size, scope, complexity, geographical diversity, and overarching applicability are extremely large when compared to other DoN procurements.  These represent implementation difficulties associated with coordinating the project across the myriad claimants and will require strong Contractor management.  Extensive market research was conducted to determine industry best practice and experience in managing large seat management contracts.  Every U.S. Company with an interest in NMCI and a global operations center serving in excess of 100,000 users was visited and interviewed prior to development of the RFP.  In addition concept papers were received from over 40 contractors, which provided lessons learned used in RFP preparation.  Proposal evaluation and selection criteria were developed and used during the source selection process that focus on an offeror's prior experience in managing projects of similar scope.  This risk will be mitigated by an early focus on the technical, policy, and organizational issues associated with governance of the contract.  The NMCI PMO organization is staffed with personnel having extensive experience in managing very large programs.

The contract will be activated by task orders that will be phased to pace the receipt of services to group sizes typical in industry.  The contract will provide incentives for quality of service and security, with a major emphasis on customer satisfaction and network operations in order to reward good management.  Correspondingly, there are penalties if service is not provided in accordance with the SLAs.  Billing systems have been assessed as a high risk for large IT service contracts based on lessons learned by the U.S. Postal Service and others. Offerors were required to demonstrate their billing system prior to contract award that mitigates this risk.

The commercial sector has extensive experience in implementing services of the type required under the NMCI contract.  While not as large as NMCI, the size of commercial initiatives, in terms of the number of seats awarded in one contract and managed by any one company, are within an order of magnitude of the number of seats estimated under NMCI.  The number of seats managed collectively at global network operation centers is far in excess of those required by the contract.  The DoN is contracting for IT services that are currently available from multiple contractors in the open market.  These services are well proven. 

Industry feedback has assured the DoN that the timeframes are aggressive but achievable.  The due diligence process, completed in May 2000, confirmed this assessment.  Installation of seats will be phased over a period of approximately eighteen months from contract award to IOC.  The offerors have proposed an installation-phasing plan and discussed all risks associated with that plan.  High-risk proposals will reduce the offeror's chances for award.  The consequences of schedule slippage are small since existing systems can continue to provide service and no payment is due to the EDS ISF until service is provided.  Offerors are encouraged to provide alternate schedules to reduce risk and cost.

Summary

As noted, risk to the NMCI project is characterized by three phases: Pre-contract award, post-award implementation/transition (contract award to FOC), and post-FOC operations and maintenance and technology refresh.  The following table summarizes the risk areas, risk owners by phase and risk reduction strategies; amplifying remarks are included as necessary.  The risk decision column identifies the Government’s risk decision.  The risk reduction strategy for the pre-contract award phase is included in this plan, as is the performance monitoring specifics, which will mitigate cost risk, and provide adequate security oversight.

Pre-Contract Award:

RISK AREA
RISK OWNER
RISK DECISION
RISK REDUCTION

Cost
Government
Mitigate
Risk Mgmt Plan

Schedule
Government
Mitigate
Risk Mgmt Plan

Performance
Government
Mitigate
Risk Mgmt Plan

Post-Award Implementation/Transition (Contract award to FOC):

RISK AREA
RISK OWNER
RISK DECISION
RISK REDUCTION

Cost
Government
Mitigate
Performance Monitoring

Schedule
Contractor
Transfer
Contract Terms/STAT

Performance
Contractor
Transfer
Contract Terms

The risk mitigation strategies included in this plan were formulated with industry input, and translated into contract terms and conditions, which have been widely accepted as reasonable by industry.

Post-FOC:

RISK AREA
RISK OWNER
RISK DECISION
RISK REDUCTION

Cost
Government
Mitigate
Performance Monitoring

Schedule
Contractor
Transfer
Contract Terms

Performance
Contractor
Transfer
Contract Terms

Cost risk is expected to decline to very low during the post-FOC phase, as all implementation/transition risks will have been identified and ameliorated prior to FOC

10 Business Performance Metrics

Introduction

The purpose of this Performance Measurement Plan is to identify mission and strategic goals to be accomplished by the NMCI initiative, define outcomes resulting from accomplishing these goals, and identify performance measures that will be used to assess accomplishment. This Plan also documents the approach that will be used to ensure that key outcome measures are identified and collected.  In addition, significant performance measures are explained which will be tracked; these measures will be linked to the outcomes and goals, which the leadership in the Department of the Navy, DoD, and Congress wish to accomplish.  The Plan also provides the first year measurement plan that lays out NMCI’s initial performance measurement requirements, and provides an outline of the information that will be in the first annual performance report. 
Performance Measures for Contract Administration

Cost Goals
Cost will be monitored to determine cost savings and cost growth using the following performance measures:

· Cost savings Goal: Current cost per seat defined as the "as is" cost is less than the monthly cost per seat.

· Change Order Rates Goal: Limit cost modification to X% of total work-in-place (accrued costs).

· Economic Effectiveness Goal: Increasing service level with decreasing direct cost.  Economic effectiveness can be judged by comparing cost versus level of service provided.

Schedule Goals
Schedules (plan vs. actual) will be measured using a three-tiered process as follows:

· TO Schedule: All TOs for seat implementation will include the total number of seats that will be implemented with a prescribed period of performance.  These orders will apply to each individual Command.

· Claimant Schedule: The summation of schedules associated with each claimants/USMC subordinate commands will be measured against a total Claimant/USMC IOC and FOC planned schedule.

· Total Navy and Marine Corp actual schedule progress will be monitored against a projected master schedule for IOC and FOC completion.

· GFE Goal: Provide GFE in sufficient time as to not delay scheduled implementation.  Schedule driven by individual TO performance periods.

Performance Goals
Performance will be measured using the following goals/objectives:

SLAs: NMCI operational and customer satisfaction performance will be monitored and managed using SLAs as described in Attachment 2 to the contract. The contract describes 44 SLAs, which contain baseline performance metrics for each SLA.

· For those SLAs that contain "on average" measurements, DoN’s performance goal will consider daily average reporting measured against the target SLA with no greater than X% (negotiated) of daily measurements exceeding the target average.

· Over twenty of the SLAs have an interoperability metric that is explained and implemented based on a Contractor recommended-Government approved Interoperability Test Plan.  The DoN will use security assessment teams (Red and Green Teams) to conduct authorized simulated attacks against operational NMCI networks.  Security measures will focus on the ability to detect and respond to security intrusions, as well as the compliance and execution of good security practices.  The measurement goal for successful interoperability will be 100% success for the Interoperability Test Plan cases.

· Customer satisfaction SLAs must reach an 85% satisfaction target minimum.  A specified survey format will be repetitively used to collect and normalize responses.

· Help Desk SLAs will require that 50% of any Help Desk survey-sampling group will have had at least one help desk call in the system prior to the survey period.

· SLAs that involve audit measurement will be performed in a manner that ensures that sampling provides 95-98% confidence that the SLA is statistically significant.

Performance Management System

The Contractor will provide a web based electronic commerce service, which will be interactive between the Contractor and the Government. This application will provide the status of each order including cost, schedule, and delivery acceptance.  In addition, performance information related to SLAs will be available and accessible through the Contractor's performance database.  Government employees such as the CTR, COTR, PCO, and the PMO will verify all data obtained from the Contractor's database.  The Government will continue to use existing Government applications such as STARs to manage financial information.

Proposed List of Measures to be Finalized Prior to Contract Award

Legacy Services Transition
· Transitioning to NMCI

· Integrated with NMCI

· No Integration with NMCI

Displaced IT Professionals
· Government personnel retrained

· Separated from Government Service

· Contractor hires

Contract Incentives Awarded
· Customer Satisfaction

Maximum Achievable vs. Amount Awarded

· Information Assurance

Maximum Achievable vs. Amount Awarded

· Small/Small Disadvantaged Business Incentive

Maximum Achievable vs. Amount Awarded

Key Performance Parameters
· SLAs

· Budget Execution (by Qtr by FY)

Travel, invoices, Test/Security Certification, overhead, others

· Budgeting /Expenditures   

Contracts, GMO, interest payments, incentives, others

· Budgeting /Expenditures 

Actual vs. planned overall spending

· Ordering – Data Seats

Basic, high end, classified, wall plugs, Hybrid

· Ordering – Seat Ratio

CLIN 001, 002, etc.

· Ordering – Installation

Cumulative seats ordered, measure seats 3 weeks, 4,5 >5 weeks.

· Ordering and Installation

Cum ordered vs. delivered

· Ordering – Order Responsiveness

Planned vs. actual, difference is the “backlog”

· Ordering Planned

Compare contract minimum to projected and actual seats 

· Schedule Performance

Schedule Performance Index = seats delivered vs. seats planned

Strategic Performance Goals

The primary goal of NMCI is to support information superiority.  Information superiority is a key enabler of the concepts outlined in Joint Vision 2020.  Information superiority means that our forces have the capability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying an adversary’s ability to do the same.  In a non-combat situation this means that our forces would have the necessary information to achieve our operational objectives.

NMCI will be the DoN portion of the DoD's GIG.  In order to provide the operational environment necessary to promote information superiority, there needs to be connectivity between all parts of the shore establishment, and with all deployed forces at sea and ashore.  This connectivity will create an environment where all members can collaborate freely, share information, and foster organizational learning.  The Navy and Marine Corps, by establishing their own integrated network, can increase their interoperability with other services.

A second high-level goal of the NMCI is to foster innovation.  By providing interoperability and a high level of common services within the DoN, NMCI will create an environment that supports innovative ways of integrating doctrine and tactics, training, and leading activities into new operational capabilities and more productive ways of using resources.

In order to determine the DoN’s progress towards these goals, we have identified a number of strategic performance measurement categories that can be tracked to provide a picture of how well NMCI is accomplishing the mission:

· Interoperability

· Security and Information Assurance (IA)

· Service Efficiency

· Customer Satisfaction

· Work Force Capabilities

· Process Improvement

· Operational Performance

The first two (2) measures, interoperability and security and information assurance, relate to NMCI’s role in supporting DoD’s GIG.  NMCI will enable the DoN to quickly and securely share knowledge around the globe.   In order for NMCI to operate as part of the GIG, it must satisfy the GIG’s requirements for interoperability, security, and information assurance.

The second two (2) measures, service efficiency and customer satisfaction, measure the immediate impact of NMCI on the organization.  By measuring the services provided, the total cost of providing services, and making the customer a key part of the process, the direct impact of NMCI can be readily assessed.

The last three (3) areas of measurement, workforce, process improvement, and operational performance, assure that NMCI will also be devoted to fostering innovation and continue to support significant improvements in the DoN.  These measures assure that the intranet will be an integrated portion of the Navy and Marine Corps strategic vision, supporting the principles of using information technology (IT) to support people, focusing on the value of technology, and using IT as a force multiplier. 
Interoperability
Interoperability means that systems are able to provide services to and accept services from other systems; that it is possible to communicate and share information.  Information interoperability is a key enabler necessary to share information throughout the enterprise.



Figure 6‑1 – DoD Levels of Information Systems Interoperability (LISI)

Figure 6-1 illustrates the DoD Levels of Information Systems Interoperability (LISI), as described in the DoN Information Technology Standards Guidance.  In order to achieve interoperability, applications need to achieve both connectivity and the capability to share data.  NMCI will provide the connectivity required enabling the DoN to achieve LISI level 2.  Levels 3 and 4 can only be achieved through integration of applications and a shared data environment.

The Contractor is required to ensure interoperability between NMCI service activities and all existing non-NMCI GIG components including those defined in the Operational Architecture.  The Contractor’s Interoperability Test Plan will verify interoperability after segment installation and integration completion.  Interoperability Testing will include testing of both the services provided, and a verification of the interoperability of selected DoN and DoD-wide applications.  

Prior to implementation of NMCI, legacy DoD, and joint applications will be identified.  The measurement goal for successful interoperability will be 100% success for the Interoperability Test Plan test cases.  To quantify the impact of NMCI on interoperability it will be necessary to benchmark the current level of interoperability on those claimants that will be implementing NMCI in Fiscal Year (FY) 2001 prior to implementation.

Security and Information Assurance 
NMCI will provide security services for protection of Information Systems, Information System Domains (Communities of Interest), and Information Content (at rest, in use, and in-transit) in accordance with DoD, DoN, Navy, and Marine Corps Information Assurance (IA) policies and procedures.  Security services will protect both unclassified and classified information.  Security services will be fully integrated with the DoD public key infrastructure (PKI) services to ensure confidentiality, integrity, availability, authenticity, and non-repudiation requirements as defined in the NMCI Security Requirements and Policy documents.  

The Contractor is responsible for information assurance mechanisms that implement these security services, and shall conduct vulnerability assessments to validate that the necessary controls are in place to satisfy IA requirements for NMCI.  As part of implementing these security services the Contractor shall be responsible for implementing Government directed IA mandates such as INFOCONs (information operations conditions) and IAVAs (information assurance vulnerability alerts).  

The 
NMCI Security Functions Concept of Operations discusses how DoN will use security assessment teams to independently assure NMCI meets security requirements, and to measure Contractor performance for providing information assurance and security on the network.  The Red Teams will conduct authorized simulated attacks against operational NMCI networks to ensure the NMCI satisfies the national security requirements, and to aid in identifying vulnerabilities and risk associated with operation of the intranet.  The Green Teams will focus on contract related security requirements. 

Security measures will compare the performance of the enterprise pre- and post-NMCI operations, as well as individual claimants against a series of security and information measures.  The measures will focus on the ability to detect and respond to security intrusions, as well as the compliance and execution of good security practices, such as compliance with policies related to INFOCONs, IAVAs, PKI, and Smart Card.

Service Efficiency
NMCI is a fixed price contract for services.  The specific service levels and their performance measures are described in the NMCI Statement of Objectives
.  

The economic effectiveness of NMCI can be judged by comparing its cost versus the level of service provided.  NMCI can increase its cost-effectiveness by either providing more services for the same cost, or it can reduce the price paid for the same level of services.  The ratio of cost to services provided is the key indicator to be used to judge whether the contract is cost-effective.  Hence, the cost-effectiveness should be judged on cost per service level and not simply on costs or services independently.

The BCA of NMCI provides the following quantitative measures to judge both costs and service levels:

· Direct costs

· Indirect costs

· Service levels

Direct costs measure the costs that are typically included in the IT budget.  These include the costs of hardware and software, as well as the costs of network operations, and administration, including labor costs.  Direct seat costs are roughly comparable to the costs covered by the NMCI outsourcing effort.

Indirect costs include many of the impacts of IT services on the end user that affect productivity, but are not explicitly covered in the IT budget.  These costs include:

· Informal computer support—time the end user spends either by himself or with peers supporting basic information management (IM)/IT services because help desks are not responsive

· Learning—both formal and casual

· Downtime—lost productivity due to network or software problems

Services are also measured in the BCA.  First, a site’s level of service is assessed in a large number of categories, such as security, desktops, e-mail, systems management, and help desk.  The scores in each category are compared to the NMCI service levels.  Each category is then scored from 1-10, where 10 represents the performance level that meets or exceeds contract performance.  The service level category scores are weighted and combined to produce the service level index.  For example, the current Navy and Marine Corps average service level index score is somewhat above 5 on the scale, while the NMCI basic service level would translate into a score of approximately 9.

From these kinds of data, two performance measures can be generated and compared post-NMCI implementation:

· Direct costs/service level index

· Indirect costs/seat

Direct costs divided by the service level index provide a way to judge whether the DoN is improving the cost-effectiveness of the IT services.  This ratio should decline due to either increased service levels or reduced procurement costs.  

Indirect costs per seat provide an indicator of some of the hidden costs of information management IM/IT practices.  It is hypothesized that indirect costs should decline significantly due to improved customer support, more efficient techniques for learning, and reductions in downtime.

Customer Satisfaction
Customer satisfaction is one of the strategic goals of NMCI and a key goal of the initiative.  The Program Office will strive to orient the Contractor towards providing a high quality of service to all users.  Measurement of customer satisfaction is not only built into the design of NMCI, but is the basis for substantial financial rewards to the Contractor.

The NMCI Solicitation provides an overview of how customer satisfaction will be measured.  The details of how customer satisfaction will be measured will become available after a contractor is selected, since the successful bidder will provide these details, subject to Government approval.  The strategy compares NMCI customer satisfaction to an average.  Thus, the customer satisfaction score under NMCI can regularly be compared to a baseline that will be established prior to contract award.

Work Force Capabilities
NMCI provides support for the principles and goals of the DoN IM/IT Strategic Plan.  NMCI is designed to provide an IT capability for the people of the Navy and Marine Corps, as well as increase the access of people to information, and provide them with a high quality of services.  NMCI will also facilitate collaborative information sharing and support better and quicker decision-making.  Thus, an important area for measurement is the Department’s work force.

NMCI will have an impact on Departmental work force in three ways.  First, the Intranet will provide the capability to increase people’s access to information.  Second, the work force will have an opportunity to receive tools and develop skills for obtaining and sharing information.  Finally, NMCI will facilitate a knowledge-centric culture where trust and respect facilitate information sharing and organizational sharing.  This empowerment of people is one of the most powerful force multipliers available to an enterprise.

Basic user services that provide measurable performance include:


Standard office automation software

E-mail





Directory services

Web access




News groups

Multimedia capability



Print services

Intranet access 




NIPRNET/SIPRNET access

Internet access




Mainframe access

Desktop access to GOTS 


User training

Unclassified remote access


Classified remote access

Portable workstation wireless dial-in

Search engine services

The NMCI Contractor, in concert with the DoN, will first identify what proportion of the work force has access to IT services, the services they currently have, and what their skill levels are.  After segments have been converted to NMCI, the service utilization will be periodically assessed to determine what services the customers are using most.  This should include both monitoring of the use of specific services, as well as selected surveys of end users to find out how their skill levels have progressed, what their training needs might be, and where service improvements are needed.

NMCI will have an impact on the DoN workforce, but a particularly significant impact on IM/IT workers.  Some current IM/IT workers will transition from network support jobs into positions more critical to core activities and focused on knowledge management within the Navy and Marine Corps.  NMCI will track what happens to IM/IT workers who were impacted by NMCI.  For civilians, jobs affected by NMCI will be identified.  These people will be tracked periodically to determine what happened to them.  Do they leave the Government or move to other jobs?  What types of jobs do they work in?

For the military, the measurement issues are different.  The goal is to keep a number of military IT people working in NMCI to support seashore rotation and skills development.  Therefore, the military IT metrics would be to track the number of positions or billets in NMCI functions relative to the Navy and Marine Corps goals for such positions.

Support for Process Improvement
NMCI is a key strategic enabler that will help the DoN move into a connected environment where it can practice knowledge management.  Thus, as NMCI is implemented it becomes possible for each Claimant to assess and benchmark their business and operational processes, and share data, information, applications, and knowledge with each other. 

Each Claimant and mission element can reassess not only how NMCI will affect current processes, but also can work on identifying how NMCI can improve mission effectiveness and business productivity.  Claimants will have the opportunity to decide what additional capabilities can be created, which functions can be automated, and develop new and improved capabilities to support efficiency, speed, and decision making.

Network connectivity and interoperability will serve as key enablers for increasing the return on IT services in the future.  Experience with implementing IT infrastructure in CINCPACFLT found that the most beneficial applications were identified and designed only after a common IT environment had been developed.

Also, enterprise resource planning systems, in pilot development throughout the Navy and Marine Corps, will be much more quickly implemented with a common infrastructure available to them.  A common set of services, available both to the desktop and throughout the enterprise, will provide an environment to support business process re-engineering efforts that can be scaled efficiently throughout the Department.

Two types of measures will be collected to support this objective: information on legacy applications and databases, and information on key processes.  

Initial information on legacy applications is available in the database that was collected for Y2K.  This database identifies information such as the type of application and functional mission area. 

The Y2K database information will also be used as the baseline from which to establish an inventory of departmental databases and their associated meta-data.  Meta-data are the data, which describe the structure and characteristics of the data maintained within systems.  The database inventory and the associated meta-data will be collected in the Data Management and Interoperability (DMI) Repository (DMIR) being developed by the Office of the DoN CIO in conjunction with the DMI Integrated Product Team (IPT).  The inventory will be completed and registered within the DMIR in early FY 2001.

The infrastructure, processes, and procedures defined by the DMI IPT will facilitate improvement in data management practices and establish the foundation for providing information systems that are interoperable at the data level.  These practices include:

· The integration of data from disparate systems

· Database consolidation

· The use of authoritative data sources

· The implementation of data standards.  

Improvements in data management will ensure effective and efficient use of NMCI and enable information and knowledge management. 

The infrastructure improvements created by NMCI provide an excellent opportunity to undertake process re-engineering.  NMCI provides the opportunity to begin a systematic approach to process re-engineering.  Thus, an objective will be to identify opportunities for leveraging the common infrastructure towards improving both operational and business performance. As NMCI services are ordered, the impact on process improvements can be tracked to identify both the immediate impact and develop baselines to assist other claimants in making related changes.  

A key outcome of NMCI will be the creation of process databases and information on time, speed, and costs for common processes that will enable claimants throughout the Navy to judge where the best opportunities exist for improving productivity.  Also, many of the lessons learned from NMCI, such as the tracking of customer satisfaction and service utilization can be applied to legacy applications.  The metrics to be tracked will include the number of legacy systems, number of databases maintained and process impacts.  The development of databases from process re-engineering studies on such aspects as response time, planning and scheduling, logistics management, workload, time and attendance, education and training, budgeting and finance, and supporting quality of life efforts can provide useful Departmental baselines. 

Linking NMCI to Operational Performance

The strategic goal of NMCI is to revolutionize the DoN’s capabilities to make use of its information resources and knowledge base.  NMCI will support information superiority throughout the DoN enterprise and the Department of Defense, not simply more efficient information management.  NMCI will serve as both a common platform for Navy and Marine Corps information services, and as a key part of the DoD global information grid.  

Consequently, a long-term measure of NMCI success will be its ability to support improved operational and business performance throughout the Navy, Marine Corps, and Department of Defense.  While ability to access and share information throughout the enterprise is certainly an important capability, additional steps need to be taken to show the relationship of NMCI to key enterprise performance indicators such as readiness.

There are several important payoffs from developing this level of analysis.  First, it enables the DoN and DoD leaders to address whether NMCI can be linked to the most important defense performance goals.  Second, it identifies to people working on process re-engineering and developers of new services where the greatest value can be gained.  Finally, these models can support improvements in other areas by identifying how to quantify key intervening variables such as decision points. 

Annual Measurement Plan

The specific performance measures that will need to be developed and tracked for NMCI will need to meet a number of criteria:

· They must be logically related to the strategic objectives

· They must be measurable

· They must be useful for guiding leadership

· They must be cost-effective

The set of performance measures used for monitoring NMCI need to be focused on the strategic objectives identified above.  The performance must contribute to information superiority, support the shore infrastructure and global information grid, and/or contribute to the efficiency and productivity of the Department.  

The performance must be measurable; two people given the same guidance should come to the same conclusion.  They should be understandable and readily interpretable.  They need to be predictable.  

The measures should be capable of routine collection.  Management should be able to establish procedures to gather the information.   Measurements can be scheduled for the future; they should not rely on unpredictable or rare occurrences.  

The costs and burden of measurement must be taken into account.  The value of obtaining a measure should be compared to the cost of collecting the data, and where possible the measures should tap into existing measurement systems and databases.  The benefits of starting a new measurement effort need to be compared to its costs and judged likely to return critical value before initiation.  Ideally, a measurement program should return much greater benefits than its cost.  When measures cease to provide management with useful information for making decisions, they should be discontinued.  Consequently, some measures may require continued collection, while others may fulfill their purpose after being collected a time or two. 

Program Management Measures 
In order to make progress on achieving NMCI’s strategic goals, it must first be implemented.  The initial measurement of the NMCI will focus on critical management tasks, such as accomplishment of the schedule for seat implementation.  Thus, in accordance with the Risk Management Plan, the first set of measures identified relate to such important acquisition management processes as:

· Development of seat implementation schedule plans

· Identification of funding for NMCI 

· Network performance 

· Development and implementation of risk management plans

The seat implementation schedule is a key measure of the successful project execution.  A measure for the annual performance plan will be a comparison of the planned number of seats to be implemented versus the actual number for each quarter.

Financial management will need to be monitored as well.  The quarterly expenditure of funds relative to schedule will be tracked to support the Department’s financial planning.

Network performance in the beginning will focus on transitioning applications onto NMCI.  An inventory of legacy systems will be collected.  For each Claimant transitioning to NMCI, the applications to be transitioned will be identified, along with information on the functional sponsor, the kinds of services and products provided, the customers, the service delivery mechanism (a database, paper report, e-mail, web-enabled, etc.) and the application interfaces, if any. 

In order for a Claimant to successfully transition to NMCI, legacy applications will need to complete their transition as well.  This data will contain information as to each system’s status with respect to NMCI transition, and whether transition was successfully completed.

Risk management is another important facet of any effort, and its accomplishment needs to be measured.  The Risk Management Plan identifies three broad areas for oversight: cost risk, performance risk, and schedule risk.  The annual plan will address the following questions with respect to risk management:

· What risks were identified that had the potential to significantly impact the program?

· Were the risks identified in the risk management plan?

· Did the plan have appropriate mechanisms to mitigate the risks?

Interoperability
Interoperability is built into the NMCI.  An interoperability test plan will be developed to assess the level of interoperability for each segment, and will be provided by the Contractor.  The test plan will provide tests for interoperability with respect to:

· Services such as Standard Office Automation Software, E-mail Services, Directory Services, Web Access Services, Newsgroup Services, NMCI Intranet Performance, NIPRNET Access, Internet Access, Mainframe Access, Desktop Access Government Applications, Unclassified Remote Access, Classified Remote Access, Organizational Messaging Services, Desktop Video Teleconferencing (VTC), Voice Communications, Wide Area Connectivity, Base Area Network (BAN)/Local Area Network (LAN) Communications Services, Moveable Video Teleconferencing Seat, Proxy and Caching Services, External Networks, SIPRNET, and PKI

· Critical Navy and Marine Corps applications, identified prior to execution

· Selected critical joint applications, as outlined in the Statement of Objectives 

As part of the development of an interoperability baseline, a series of tests will be performed on selected representative services and applications prior to NMCI implementation.  This baseline will enable a quantitative comparison of the degree of interoperability that exists prior to NMCI, and how significant the potential increase in ability to share information can be.  An independent third party should produce the interoperability testing plan and performance metrics.

Security and Information Assurance

Two types of measures will be created for information security and assurance: measures of how well existing policy is being followed, and measures of how successful actual operations and procedures are for protecting the network. 

The first set is analogous to the “Green Team” measures.  These measures will address compliance with established security and information assurance procedures.  These will include such measures as the number of seats with smart card capability and utilization, public key infrastructure, evaluations of current practices and policies, and compliance time for such actions as INFOCONs and IAVAs.

The second set of measures will be the “Red Team” measures, which will focus on quantitative evidence of how well NMCI protects information and networks.  This will include the results of exercises identifying vulnerabilities, numbers of intrusions, reasons for intrusions, and response time for correcting security problems identified by intrusions.

Prior to contract execution, a baseline for security and information assurance will be developed.  The baseline will include measures such as the ones outlined above.  As part of the baseline exercises, it will be necessary for the Red and Green teams to conduct exercises with the Claimant organizations that will be coming onto NMCI prior to FY01.  Also, enterprise-wide goals for security compliance and information assurance practices can then be established for the first year, as well as providing a baseline for comparison.

Service Efficiency
For those segments that are coming onto NMCI in FY01 a baseline of cost and service level data will be collected.  If a baseline is available from the BCA, it can be used; otherwise, additional baseline cost and service data will be collected.

From these data, two performance measures will be generated and compared against post-NMCI implementation:

· Direct costs/service level

· Indirect costs/seat

These measures can also be compared to estimates generated in the “to-be” model from the BCA for those claimants that implement NMCI in the first quarter of FY01.

Customer Satisfaction
The Government working with the Contractor will establish an average baseline for customer satisfaction prior to contract award.  The Contractor will develop the survey mechanisms, and after approval of the Government, begin data collection to support customer satisfaction measurement with completion of the initial NMCI segment.  Quarterly reports of customer satisfaction that can be compared to the baseline will become available for the second through fourth quarters and will be reported as part of the first year measurement plan.

Work Force Capabilities
Work force measures for NMCI will focus on providing initial access, service, and skill level.  

Access will be measured as the proportion of a Claimant’s work force that has access to basic IT services, prior to and after NMCI.

For people who have access, the kinds of services they have available pre- and post- NMCI will be compared.  User services that will be measured include:


Standard office automation software

E-mail





Directory services

Web access




News groups

Multimedia capability



Print services

Intranet performance



NIPRNET/SIPRNET access

Internet access




Mainframe access

Desktop access to GOTS 


Software distribution

User training




Unclassified remote access

Search services

Additional measures will be tracked for the IM/IT work force.  For civilians, the people identified as performing in jobs affected by NMCI will be tracked quarterly.  The status of these people will be summarized as to their numbers, as well as the types of positions they hold, and their functional area.  This measure will enable the DoN to evaluate how successful it is in transitioning people who could be affected by NMCI.

For military personnel, the focus will be on the number of billets affected by NMCI, since military personnel routinely rotate among specific positions.  Also, the goal will not be to eliminate all network support billets, but to achieve goals for numbers of Navy and Marine personnel that will be established prior to the start of NMCI.  Instead, the objective will be to identify how close the Department is to meeting those targets at the end of each year.

Process Re-Engineering
The first year measurement plan will first develop baseline measures in three areas:

· Legacy applications

· Databases

· Operational and support activities

To support the development and collection of process re-engineering a community of practice (COP) will be established.  The objective of NMCI is to provide IT capability that enables an environment of continuous innovation.  The community of practice will serve to collect intellectual capital on best practices, skills and expertise, as well as providing a repository of baseline information, input, output, and outcome measures.

Working with initial claimants, the COP will develop baseline metrics on processes and activities, such as speed and time, capabilities, and customer service and satisfaction.  From these baselines, in conjunction with process re-engineering efforts, specific quantitative indicators of benefits can be produced.  The databases resulting from process re-engineering studies on such aspects as response time, planning and scheduling, logistics management, workload, time and attendance, education and training, budgeting and finance, and supporting quality of life efforts can be summarized.

Secondly, Department-wide inventories of legacy applications and databases will be created.  Consolidations of applications and databases within claimants under NMCI can be tracked annually after rollout onto NMCI.  The metrics that can be tracked include:  the number of databases maintained, number of databases consolidated, number of unique application data interfaces eliminated, number of authoritative data sources, and the number of standard data elements used in DoN systems. 

The DMIR will provide the capability to maintain a Department-wide database inventory and to track the integration and consolidation of databases.  Integration and consolidation, in addition to reducing costs associated with database maintenance, will facilitate improvements in interoperability.

The COP will also need to be judged on its ability to promote the benefits of process re-engineering.  The first year measure will focus on the number of specific process re-engineering projects created that rely on NMCI infrastructure.  Measures of the numbers of people and organizations participating, best practices identified, implementation efforts will be generated.   Future performance measurement will summarize the benefits and costs of the identified projects. 

Operational Performance
To support linking NMCI to important operational performance measures, a model that establishes links between NMCI outputs and key operational performance readiness will be developed in the first year.  In the succeeding year the model will be tested by working in conjunction with selected claimants on areas that are likely to provide important operational benefits.

Annual Performance Report

The FY 2001 Performance Report will provide a summary of the results for both the management and systems metrics identified above.  Unless otherwise stated, the comparisons will be done for organizations that have implemented NMCI prior to the fourth quarter of FY 2001.

The Report will include metrics in the following categories:

· Program Management

· Service Efficiency

· Customer Satisfaction

· Interoperability

· Security and Information Assurance

· Work Force Capabilities

· Process re-engineering

· Operational Performance

For each of the measurement areas the composite categories are identified, along with the sources of baseline data and goals, if appropriate.

Program Management
Seat Execution  


Baseline: n/a

Goal: number of seats planned (reported in NMCI Execution Plan)


Metric: Number of NMCI seats implemented 

Budget

Baseline: n/a

Goal:  execute within cost target

Metric:  FY 2001 NMCI expenditures executed

Legacy Applications

Baseline: to be collected from each Claimant 

Goal: Number of applications identified for transition


Metric: Number of applications successfully transitioned

Risk Management


Baseline: Risk factors and controls identified in the Risk Management Plan

Goal: no significant deviation from planned costs, service performance, or schedule

Metrics: data from seat execution plan, budget, and legacy application metrics defined above; interviews with key NMCI personnel

Service Efficiency
Direct Cost/Service Level Index

Baseline: from the BCA or additional analysis for FY2001 claimants

Goal:  to be determined after contract award

Metric: from contract cost data and monitoring of service level performance

Indirect Costs/ Seat

Baseline: from the BCA or additional analysis for FY2001 claimants

Goal: to be determined after contract award

Metric:  from follow-up BCA analysis

Interoperability


Baseline: weighted score on selected services and applications 


Goal: to be determined prior to contract execution


Metric:  weighted score on selected services and applications 

Security and Information Assurance
Security and Information Assurance Compliance


Baseline: Green team metrics


Goal: to be determined after contract award

Metric:  Score on selected compliance measures, such as Smart Card, PKI, INFOCONs and IAVAs

Security and Information Assurance Risk Management

Baseline: Red Team metrics


Goal: to be determined after contract award 


Metric:
 Score on defensive security measures such as intrusion detection and response

Customer Satisfaction

Baseline: agreed-to average for customer satisfaction 


Goal: 95% of end users above average 


Metric:  Quarterly surveys of end users and NMCI executives 

Work Force
Access to Services 

Baseline: survey of work force access to IT services 


Goal: 100% of work force with access 


Metric:  Survey of end users 

Skill levels and/or utilization

Baseline: survey of end users with respect to use of and skills with selected IT services 


Goal: to be determined 


Metric: Survey of end users and collection of service utilization data

Civilian IT Workers

Baseline: DoN CIO survey of IT workers 


Goal: 0% of workers displaced


Metric:  Quarterly reports on affected IT workers 

Military IT Billets


Baseline: IT positions affected by NMCI in Design Reference Mission

Goal: to be determined prior to contract award

Metric: NMCI military billets 

Business Process Re-engineering 
Legacy Applications 

Baseline: to be determined prior to implementation 


Goal: to be determined


Metric:  Number of applications operational on NMCI 

Legacy Databases

Baseline: to be established prior to implementation


Goal: to be determined


Metric:  Number of databases within a Claimant 

Process Re-engineering

Baseline:  n/a

Goal: to be determined


Metric: number of process re-engineering efforts started related to NMCI

Operational Performance 

Baseline: n/a


Goal: Completion of a model linking NMCI outputs with operational performance 


Metric:  Report on model design 
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11 Master Training Plan

NMCI Staffing Structure

This plan includes training for the staffs at the PMO and regional GMO, and selected support staff personnel at the Major Claimants.  

The PMO will oversee the transition and implementation of NMCI.  The PMO will provide customer advocacy, validate NMCI requirements, verify execution of the annual requirements plan, implement DoN and DoD plans and policies, and collaborate with the Commander Task Force (CTF), to develop and implement policies and best business practices.  The PMO will also manage Government Furnished Equipment (GFE), facilitate transition of legacy systems, conduct technology assessments, and oversee the business management process of the GMOs.

The GMOs, with geographically dispersed satellite offices, will support the rapid implementation of NMCI.  GMO centralized functions include business and financial execution, contracts management, engineering services management, and SLA validation and management.

Staffing requirements include highly qualified personnel with both extensive technical and contracting experience.  The training they will receive under this plan is intended to familiarize them with NMCI’s unique requirements and processes.  The NMCI staffing structure includes the following positions:

· PCO (Procuring Contracting Officer)

· BFM (Business and Financial Manager)

· LE (Lead Engineer)

· CA (Claimant Advocate)
· COR (Contracting Officer Representative)

· ACO (Administrative Contracting Officer)

· CTR (Customer Technical Representative)

· Staff (PMO/GMO Administrative and Clerical Support)

· IRB (Incentive Review Board Members)
Training Strategy

The strategy behind this training is to familiarize PMO/GMO/PCO/ACO personnel, who are qualified to perform contract management and/or manage information technology infrastructure, with the unique requirements and processes needed to implement NMCI.  Formal lesson plans, quizzes and tests will not be used.  Classes will include lectures, open discussions, and question and answer periods, as appropriate.  Presentations will be developed and presented by qualified instructors.  These presentations will follow a standard format, which may be tailored by the individual instructors as needed to meet their personal teaching methods.

As NMCI matures, subjects may be added, dropped or changed to the training to best suit the training curriculum.  Initially, training will be delivered using conventional classroom-based methods (e.g., lecture, group discussion, and video taping), while future NMCI training will employ state-of-the-art information technology to deliver training to NMCI Government personnel.  Computer Based Training (CBT) formats will be developed directly from the content and instructional materials produced from the initial classroom training.

Feedback from instructors and managers, and critiques from students, will be solicited.  This information is expected to identify training deficits, the need for content changes, and allow student to provide suggestions to support improvements to NMCI training.
Approach

Training is divided into four curriculums:

· Transition Training is targeted at a special group of CTRs who will be directly supporting the first group of claimants transitioning to NMCI

· NMCI Execution Plan Training provides NMCI staff with detailed information to enable them to support implementation of the NMCI contract.  This training includes an overview of Transition Training for the benefit of those not able to attend Transition Training.  NMCI Execution Plan Training will evolve as the NMCI Contractor begins operations, and is mandatory for most of the PMO/GMO/PCO/ACO staff structure

· NMCI Contracting Officer Representative is a required course for personnel assigned COR responsibilities

· Refresher Training will be used when and where necessary for long term training support.  Much of the subject material for Refresher Training will derive from Transition and NMCI Execution Plan Training, and therefore may also change as NMCI matures

Training Schedules

Transition Training will be provided beginning in July 2000, and NMCI Execution Plan Training and NMCI COR Training will be provided beginning in August 2000.  Refresher Training will utilize archived presentations from the previous phases of training, and will be provided to personnel to train new personnel as they join the organization.

Training Materials

Training materials will consist of the subject matter presentations, videotapes, and CBT courses.  A Student Notebook will be developed that contains administrative information, this training plan, hardcopies of training presentations being given, critique forms, and a CD-ROM disk containing important NMCI background and reference documents.

Training Centers

The primary training center will be located at SPAWAR Systems Center, San Diego, CA, in building 302.  Additional training centers may be established as necessary.  The center will provide classrooms, VTC capabilities, and stock training materials.  The center will also maintain training records and schedule training sessions.

Training Staff

The initial cadre of instructors will be drawn from PEO-IT staff and Transition Team.  Guest speakers and Subject Matter Experts (SMEs) will also participate.  As more NMCI staff personnel receive their training, and acquire experience in NMCI operations, training duties may be gradually shifted over to the NMCI staffs.  Presentations, videotapes, and CBT courses will be made available to training staff to support their training schedules.

Training Budget

The budget for NMCI training development, ongoing delivery of training, and management of the training program will be developed by PEO-IT.

Curriculum Descriptions

Each curriculum will be delivered using the same basic instructional approach (e.g., classroom, VTC, Computer Based Training).  Although live instruction will be employed for most of the early training sessions, VTCs, videotapes, and CBT courses may be used to deliver training to those who cannot travel to the class location.

The curriculum described in this plan may require changes, both major and minor, as NMCI transition and implementation occurs.  For this reason the descriptions below should be considered general in nature, providing an overview of the training desired at this time.  As training requirements change and subjects are added, deleted, and revised, the appendices of this document will change to reflect the current set of training subjects and presentations.

Curriculum 1: NMCI Transition Training (One Day)

NMCI Transition Training will be provided to the CTRs of claimants transitioning to NMCI.  Current planning indicates this training will be conducted in Jacksonville, FL, Norfolk, VA, Washington, DC, and San Diego, CA.  The purpose of this training is to allow the CTRs to begin the transition process onto NMCI by educating them on the transition process.

Curriculum Subjects
· Introduction to NMCI 

· Contract Execution/RFP Overview

· Information Assurance

· Master Transition Plan

· NMCI Formal Agreements

· Claimant Project Experience and Lessons Learned

Curriculum Prerequisites
There are no prerequisites for attendance in this curriculum.

Curriculum Completion Criteria
There will be no criterion-referenced test.  Instructors will assess completion based on class participation and general understanding of the covered material.  All training materials will be supplied to the trainee for future reference.  Training critique forms will be collected at the end of each session, covering all lessons presented.

Curriculum 2: NMCI Execution Plan Training (Three Days)

NMCI Execution Plan Training will provide information to staff personnel working within PMO/GMO/PCO/ACO organizations.  Subjects include detailed NMCI-unique information based on the NMCI Execution Plan and related NMCI reference material.  It is anticipated that this training will evolve as the Contractor begins operations.  This curriculum will also include an Introduction to NMCI, an overview of Transition Training for the benefit of newly assigned PMO/GMO/PCO/ACO personnel, and others unable to attend NMCI Transition Training.

Curriculum Subjects
· Introduction to NMCI 

· Overview of Transition to NMCI

· NMCI Services

· Organizational Responsibilities and Communications

· NMCI Planning

· Funding

· Contract Management

· Security

· Compatibility with Existing Networks

· Invoice and Billing

· Service Delivery

· Performance Monitoring 

· Contract Risk Management

· Legacy Systems Support and Transition

Curriculum Prerequisites
There are no prerequisites for attendance in this curriculum.  However, CON 101, Basics of Contracting (or equivalent, such as the predecessor “MDACC”), is recommended.

Curriculum Completion Criteria
There will be no criterion-referenced test.  Instructors will assess completion based on class participation and general understanding of the covered material.  All training materials will be supplied to the trainee for future reference.  Training critique forms will be collected at the end of each session, covering all lessons presented.

Curriculum 3: NMCI Contracting Officer Representative Training (One Day)

NMCI Contracting Officer Representative Training is required for personnel assigned COR responsibilities.  The primary role of the COR is to monitor contract performance and provide technical direction.  In this capacity the COR must be technically knowledgeable in the areas of performance covered by the contract.  This curriculum is not intended to qualify personnel as general CORs in the broad sense of the term.  Rather, emphasis is given to NMCI-specific applications.  Regardless of whether individuals have previously completed an approved COR course, personnel assigned COR responsibilities under NMCI must attend NMCI COR Training to qualify for appointment as a NMCI COR.

Curriculum Subjects
· Customer Technical Representatives

· Statements of Work

· Unpriced Requirements

· Independent Government Estimates

· NAVCOMPT 2275

· Contracting Officer’s Representatives

· NAVCOMPT 2276

· Administrative Contracting Officers

· Infrastructure Assessment

· Service Level Agreements

· Quality Assurance

· Credits

· Payments

· Contract Performance Assessment Reports

· Incentives

· Closeout

· File Maintenance

· Standards of Conduct and Procurement Integrity

Curriculum Prerequisites
Successful completion of NMCI Execution Plan Training is required.  In addition, CON 101, Basics of Contracting (or equivalent, such as the predecessor “MDACC”), is highly recommended.

Curriculum Completion Criteria
Instructors will assess completion based on class participation and general understanding of the covered material.  Instructors may require successful completion of a brief written examination prior to issuing the formal NMCI COR Certificate.  All training materials will be supplied to the trainee for future reference.  Training critique forms will be collected at the end of the session, covering all lessons presented.

Curriculum 4: NMCI Refresher Training

NMCI Refresher Training will provide staff with long-term training support through the use of archived presentations and materials derived from NMCI Transition Training, NMCI Execution Plan Training and NMCI Contracting Officer Representative Training.

Curriculum Subjects
NMCI Transition Refresher Training (One Day)

· Introduction to NMCI 

· Contract Execution/RFP Overview

· Information Assurance

· Master Transition Plan

· NMCI Formal Agreements

· Claimant Project Experience and Lessons Learned

NMCI Execution Plan Refresher Training (Three Days)

· Introduction to NMCI 

· Overview of Transition to NMCI

· NMCI Services

· Organizational Responsibilities and Communications

· NMCI Planning

· Funding

· Contract Management

· Security

· Compatibility with Existing Networks

· Invoice and Billing

· Service Delivery

· Performance Monitoring 

· Contract Risk Management

· Legacy Systems Support and Transition

NMCI COR Refresher Training (One Day)

· Customer Technical Representatives

· Statements of Work

· Unpriced Requirements

· Independent Government Estimates

· NAVCOMPT 2275

· Contracting Officer’s Representatives

· NAVCOMPT 2276

· Administrative Contracting Officers

· Infrastructure Assessment

· Service Level Agreements

· Quality Assurance

· Credits

· Payments

· Contract Performance Assessment Reports

· Incentives

· Closeout

· File Maintenance

· Standards of Conduct and Procurement Integrity

Curriculum Prerequisites
Successful completion of NMCI Transition Training, NMCI Execution Plan Training, and/or NMCI COR Training is required, as necessary.

Curriculum Completion Criteria
There will be no criterion-referenced test.  Instructors will assess completion based on class participation and general understanding of the covered material.  All training materials will be supplied to the trainee for future reference.  Training critique forms will be collected at the end of each session, covering all lessons presented.

12 Personnel

Civilian Personnel

Current information regarding the NMCI Civilian Personnel Implementation Plan is located the following URL on the Don CIO website: http://www.don-imit.navy.mil/interestareas.asp 

Navy Military Personnel

Introduction
This section discusses the expectations and processes for assigning Navy Military Personnel to NMCI billets, developing Navy Military Personnel training plans to meet core competencies, and tasking Navy Military Personnel to perform NMCI functions. Also discussed is evaluation of training delivered by the Contractor to Navy Military Personnel, and evaluation of the required reporting of program execution for DoN Navy Military Personnel, assigned under Contract Line Item Number (CLIN) 31 of the NMCI contract, to work with the Contractor under the Navy Marine Corps Intranet (NMCI) contract.  This section further defines the high-level roles, responsibilities and policies of the DoN and the Contractor.  

Goal
The goal of this Navy Military Personnel execution plan is to define the processes, interfaces and execution requirements of CLIN 31.  The Goal of CLIN 31 is to provide Navy Military Personnel Core Competency Development at major fleet concentration areas by assigning Contractor workload to trained, experienced Navy Military IT professionals. 

Major Elements
There are 5 major elements each involving multiple parties and requiring close cooperation and communications.  

· Assignment of Navy Military Personnel

· Phase I: Initial Implementation

· Phase II: Steady State

· Evaluation and assignment of positions for assigned Personnel

· Tasking of Navy Military Personnel to perform NMCI functions

· Evaluation of Core Competency Development 

· Reporting Requirements

Assignment of Navy Military Personnel
It is the Program Goal of NMCI to identify and assign Navy Military Personnel using the standard detailing process.  The Navy Military Personnel supporting NMCI will be assigned to a Navy Military organization, which will support the NMCI program by establishing Memoranda of Understanding (MOU) between the Navy Military structure and the Contractor, articulating common goals and processes to the degree practicable.  The Government will provide management of human resources, permanent change of station funding, and salaries for assigned Navy Military Personnel.  Assignment of Navy Military Personnel to Tasking under CLIN 31 of the contract will initiate with the Contractor issuing proposed work.

The Government will also provide access to existing Government training, subject to course availability and resource prioritization.

Initially, as the Navy Military Personnel system works to incorporate NMCI requirements into the established detailing and assignment process, an identified number of personnel will be assigned as additional duty functions to the NMCI (attachment 1). These personnel will remain a part of their current Command structure.  OPNAV N12 will direct claimants implementing NMCI during FY 01 to identify Navy Military Personnel to be assigned to the program consistent with Command and Claimant mission priorities.   It is expected that commands will assign at least 50 percent of the identified Navy Military personnel for a location as the Government’s Customer Technical Representative begins detailed pre-transition activities for the Command.  For the duration of the pre-transition activities, until Contractor initiates its providing local IT services, these personnel will perform tasks in support of the Government’s transition activities.  All identified initial Navy Military Personnel will be assigned to the NMCI organization as the Contractor takes over the “as-is” condition of IT services in an area.  CLIN 31, attachment 3 of the contract and Service Level Agreement 27 define contractual requirements for the NMCI as regards Assigned Navy Military Personnel.

The chart below summarizes the steps required to identify Navy Military Personnel assigned to NMCI under CLIN 31 during the period from contract award to establishment of a steady state detailing process. 




Figure 8‑1 – Identify and Assign Military Personnel (Initial)
The chart below summarizes the steps for the steady state process. 




Figure 8‑2 – Identify and Assign Military Personnel (Steady State)

Assignment of Navy Military Personnel and Assignment of Tasks
The objective of the NMCI assignment of Navy Military Personnel under CLIN 31 is to develop core competencies in IT.  Essential to the competency development is the assignment of personnel to Contractor workload that provides experience in the technology and job functions, which match the individual’s current capabilities, and develops or improves core competencies.

The Government is expanding the use of the proven Integrated Battle Force Training Tool (IBFT) to encompass the individual’s formal, informal and experiential information in order to allow the senior Navy Military Personnel and the Contractor to assign the individual to a position which, with an individual Development Plan (IDP), will create the path to enable development or improvement of core competencies as part of the Navy’s Communications, Information Systems and Networking training strategy.  The expanded training tool will be known as the Integrated Shore Based Training (ISBT) tool.  The Contractor will be responsible for developing a proposed IDP.  The assigned Senior Navy Military Personnel will be responsible for approving the IDP to ensure that the plan meets core competency requirements and is appropriate for the individual’s demonstrated knowledge and experience level.  The Contractor and the assigned Senior Navy Military Personnel will jointly monitor the individual’s progress on the approved IDP. 

Upon notification of assignment of Navy Military personnel to the NMCI, the Contractor performs the following:  

· Review the individual’s training and experience to match the individual to an assigned set of core competency developing functions within the NMCI infrastructure

· Identify shortfalls and delta training requirements for the individual

· Schedule and provide the most effective and efficient mix of experience and training incorporating, where practicable, existing Government training

· Maintain and provide training plans and progress reports to the NMCI Navy Military organization once a month

The need for training is established by the required core competencies identified within this attachment.  The cognizant Navy Military organization will evaluate the effectiveness of the training and experience gained during an assignment to the NMCI.

The chart below summarizes the steps necessary to match Navy Military Personnel to specific positions and develop IDPs. 



Figure 8‑3 – Assignment and Core Competency Planning

Once the correct individuals are assigned to positions and their core competencies are met, the following process describes the assignment of Navy Military Personnel to perform NMCI functions or tasks.




Figure 8‑4 – NMCI Military Personnel Task Process

Process Measurement 
The Service Level Agreement for training of Navy Military Personnel under NMCI requires senior Navy Military management to evaluate the experience offered and the Contractor provided training.  The experience and training will be evaluated on its ability to support the development of core competencies for assigned Navy Military personnel.  The provided ISBT Tool will capture the data, agreements in the form of an Individual Training Plan, and experience gained during the assignment as a basis for the senior Navy Military’s assessment.  

Assigned senior Navy Military personnel will forward local assessment of the Contractor’s performance to the OC&G Navy Military liaison for final evaluation.  

As part of his or her function, the senior Navy Military assigned to NMCI under CLIN 31 will support accrual of credit for formal NECs via experience and informal (Contractor provided) training.  Senior Navy Military personnel will use the formal process offered by CNET to support the awarding of NECs.  

The chart below illustrates the formal measurement process.  




Figure 8‑5 – SLA Measurement Process

Reporting
The ability of CLIN 31 to meet the Navy Military’s requirements for development of Core Competencies is of great interest to the Navy and Marine Corps.  Formal reporting of the effectiveness of the program will be inaugurated at initial implementation of the program.  In addition to the Service Level Agreements called out by the contract, additional reports, formatted jointly between the OC&G Navy Military Personnel Representative and the Contractor, will serve as reporting requirements.  

The below chart illustrates the formal reporting process.   




Figure 8‑6 – Military Personnel Reporting

Marine Corps Military Personnel
IntroductionThis section discusses the expectations and processes for:

· Assignment of C4 Officers and Marines to Navy Marine Corps Intranet (NMCI) billets,

· Development of personnel individual training plans to meet core competencies,

· Tasking of military personnel to perform NMCI functions, and

· Evaluation of training delivered to Marine Corps military personnel.

These personnel will be assigned under Contract Line Item Number (CLIN) 31, to work with the contractor under the NMCI contract.  This section further defines the high-level roles, responsibilities and policies of the DoN and the vendor.  

GoalThe goal of this Marine Corps Military Personnel Execution Plan is to define the processes, interfaces and execution requirements of CLIN 31.  The Goal of CLIN 31 is to provide military personnel core competency development at major fleet concentration areas by assigning contractor workload to trained, experienced military IT professionals. 
Major elementsThere are 5 major elements each involving multiple parties and requiring close cooperation and communications.

· Identification and assignment of Marine Corps military personnel

· Core competency planning for assigned personnel

· NMCI military personnel task process

· Core competency Measurement Process

· Program Reporting requirements

Assignment of Officers and Enlisted MarinesIt is the program goal of NMCI to identify and assign Marine Corps Military Personnel using the standard assignment process.  Tables of Organization (T/O) will be created for NMCI Officers and Marines assigned under CLIN 31. Marine Corps personnel supporting NMCI will belong to a military organization, which will support the NMCI program.  Specific procedures will be spelled out in Memos of Understanding (MOU) between the Marine Corps unit and the contractor, articulating common goals and processes to the degree practicable.  The Government will provide management of human resources, permanent change of station funding, and salaries for assigned Marine Corps personnel.  
The government will also provide access to existing government training, subject to course availability and resource prioritization.

Figure 8-7 summarizes the steps required to identify Marine Corps military personnel assigned NMCI under CLIN 31 during the period from contract award to establishment of a steady state assignment process.




Figure 8‑7 – Identify and Assign Military Personnel

Assignment and Tasking of Marine Corps Military PersonnelThe objective of the NMCI assignment of Marine Corps military personnel under CLIN 31 is to develop core competencies in IT.  Essential to the competency development is the assignment of personnel to vendor workload that provides experience in the technology and job functions, which match the individual’s current capabilities and develop or improve core competencies.

Marine Corps military personnel will ensure information regarding their level of expertise and experience is available to the contractor.  The contractor then will develop and propose an Individual Development Plan (IDP) for the Marine. The assigned senior (Marine Corps Officer or Marine) will be responsible for approving the IDP to ensure that the plan meets core competency requirements and is appropriate for the Marine's demonstrated knowledge and experience level.  The contractor and the assigned senior military leader will jointly monitor the individual's progress on the approved IDP.

Upon notification of assignment of military personnel to the NMCI, the contractor performs the following:  

· Review each Officer and Marine's training and experience to match with an assigned set of core competency developing functions within the NMCI infrastructure

· Identify shortfalls and delta training requirements for the individual

· Schedule and provide the most effective and efficient mix of experience and training incorporating, where feasible, existing government training

· Maintain and provide training plans and progress reports to the NMCI military organization

The need for training is established by the required core competencies identified within this attachment.  The cognizant military organization will evaluate the effectiveness of the training and experience gained during an assignment to NMCI.

Figure 8-8 summarizes the steps necessary to both match Military Personnel to specific positions and develop IDPs. 




Figure 8‑8 – Assignment and Core Competency Planning

The on-site Senior Marine Corps Officer will coordinate task requirements in conjunction with the EDS representative.  The Marine Corps Officer will then assign the tasks to Marine Corps personnel.  Figure 8-9 describes the tasking process for Marine Corps military personnel assigned to NMCI functions or tasks.




Figure 8‑9 – NMCI Military Personnel Task Process

Process Measurement The Service Level Agreement for training of Marine Corps military personnel under NMCI requires senior Marine Corps leadership to evaluate the experience offered and the contractor provided training.  The experience and training will be evaluated on its ability to support the assigned military personnel’s development of core competencies. 

Assigned senior Marine Corps military personnel will forward local assessment of the contractor’s performance to the OC&G military liaison for final evaluation.

Figure 8-10 illustrates the formal measurement process.




Figure 8‑10 – Core Competency Measurement Process

ReportingThe ability of CLIN 31 to meet the Military’s requirements for development of Core Competencies is of great interest to the Marine Corps.  Formal reporting of the effectiveness of the program will be inaugurated at initial implementation of the program.  In addition to the Service Level Agreements called out by the contract, additional reports, formatted jointly between the OC&G Military Personnel Representative and the vendor, will serve as reporting requirements. 

Figure 8-11 illustrates the formal program reporting process.




Figure 8‑11 – Program Reporting Requirements

13 Critical Program Information (CPI)

14 OCONUS

This section will be updated in the near future.
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Date uic Activity ORN
Address 1 Task Order Number
Initial Request Yes No |Address 2 CEP Number
Modification Yes No |City NC 2275
Mod. Reason Code State Zip NC 2276-
Quantity Senvce
CLIN Service Description Stert Date | EndDate | o 7% | Total Service |Month Unit Total Monthly Total Annual
Quantity Months | Price
A001 Stand Alone Work | Intel Celeron 600MHz, 64MB SDRAM, 128KB cache, 24X Max
Station Slimiine CD-ROM, 10GB Hard Drive, 15" Moritor, 3.5" Floppy
Drive, MS Windows 2000 Professional 0| $60.32 $0.00 $0.00
£002 Additional Mermory  |Add 128 Mb Dell Memory 1 DIMM SDRAM to a Red, White, Blue
seat 0 $3.45 $0.00 $0.00
£003 Internal Zip Drive | Internal Zip250 for GX100/110 T/M, use with Opfical Device
Does not include media (tapes). Add to a Red, White, or Blue
seat 0 $5.33 $0.00 $0.00
£004 Intrenal Writeable CD|Add a 8x4x32X_CD-RW to a Red, White, Blue seat
Rom 0 $5.33 $0.00 $0.00
£005 Stand Alone Moritor |21” Color CRT Moritor Dell P1110 FD Trinitron, 19.8" Viewable
Image Size, OptiPlex GX100/110 0| $37.94 $0.00 $0.00
£006 Stand Alone Moritor | 15" Flat Panel LCD Monitor Dell 1501FP,Flat Panel, 15.0
Viewable Image Size,Optiplex, GX100/110 0| 2958 $0.00 $0.00
£007 Stand Alone Moritor |17 Flat Panel LCD Monitor Dell 1701FP Fiat Panel, 17.0
Viewable Image Size, OptiPlex GX100/110 0| 44351 $0.00 $0.00
£008 Internal Modern 3COM U_S. Robotics 56K V90 Int FaxiModem PCI for a Red,
White, Blue seat 0 $5.78 $0.00 $0.00
£009 Monitor Upgrade |21" Color Moritor Dell P1110 FD Trinitron, 19.8" Viewable Image
Size, OptiPlex GX100/110 (Upgrades any CLIN 0001 seat flat
display CRT monitor from 17" to 21"} Must be included with initial
seat order. 0| $2089 $0.00 $0.00
A00A Monitor Upgrade 17" Flat Panel Monitor Dell 1700FF Flat Panel,17.0  Viewable
Image Size, OptiPlex GX100/110 (Upgrades any CLIN 0001 seat
from 17" flat display CRT monitor to 17" fiat panel LCD monitor)
Must be included with initial seat order 0| $3226 $0.00 $0.00
£00B Monitor Upgrade |21" Flat Panel Monitor Dell LCD2010X Flat Panel,20.1"  Viewable
Image Size (Upgrades any CLIN 0001 seat from 17" flat display
CRT monitor to 21" flat panel LCD monitor) Must be included with
initial seat order 0| $118.78 $0.00 $0.00
A00C Internal Zip Drive | Replace the floppy with an internal 100MB zip drive in a Red,
Upgrade \White, Blue seat. Must be included with initial seat order. Does
not include media (tapes) 0 $2.83 $0.00 $0.00
A00D Internal Zip Drive | Add a100MB internal zip drive in a Red, White, Blue seat. Does
not include media (tapes) 0 $4.85 $0.00 $0.00
AOOE Hard Drive Upgrade _|Upgrade a CLINDOTAA, AB, AC to a 20GE Hard Drive 0 $1.91 $0.00 $0.00
Super Disk LS120 _|Replace floppy with Media Bay Module Stper Disk L5120
AO0F Formatted capacity 120MB 0 $2.83 $0.00 $0.00
BOOL Personal Laptop Tntel Celeron 600MHz, 64MB SDRAM, Modular 24X Max. CD-
ROM, 6GB Hard Drive, 12.1" SVGA Active Matrix Display, MS
Windows 2000 Professional. Includes carrying case. 0| $80.00 $0.00 $0.00
B002 Additional Memory |128MB,1 DIMM,SDRAM for Dell Latitude CS/CPY/CPx/LS
Notebooks 0| $12.44 $0.00 $0.00
B003 Additional Battery  |Lithium Ton Battery 8-Cell Sccondaf§iBattefyfor Dell Latitude
CS Notebooks. Provides a second battery fora CLINGGZ
Portable. 0 $6.33 $0.00 $0.00
B004 Port Replicator C/Port2 Advanced Replicator C/PORT2 AdvancediPOrt Repligtor
w/Monitor Stand For Dell Latitude GSerics NotcbgoksaProvides,aj
second port replicator for a CLINOO2 Portable
0 $9.18 $0.00 $0.00
B00S Docking Station C/DOCK2 For Dell Latitude C-Serics, Notebooks. Provides a
second docking stattion for a CLIN002 with a CLIN007 High End
upgrade. 0| $19.50 $0.00 $0.00
B006 Sound Harmon Kardon 195 Speakers 0 $1.91 $0.00 $0.00)
B007 Carrying Case Universal Notebook Case o ses.89|N/A $0.00)
B00S CD RW Drive $/4/24X CD RW Drive Upgrade From a 12x CD in a CLIN002
Upgrade Portable. Must be included with initial seat order. 0 $9.33 $0.00 $0.00
B009 Super Disk LS120 | Media Bay Module formatted capacity 120MB
Drive 0 $5.13 $0.00 $0.00
B00A Monitor Upgrade  |21” Color Monitor Dell P1110 FD Trinitron,19.8" Viewable
Image Size, OptiPlex GX100/110 (Upgrades Portable seat flat
display CRT monitor from 17" to 21") Must be included with initial
seat order. 0| $2089 $0.00 $0.00
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1.
Introduction

1.1
Overview

The Department of the Navy (DoN) and the Information Strike Force (ISF), collectively, have developed this Navy Marine Corps Intranet (NMCI) transition data collection template for the purpose of assisting in a smooth transition from the current state of information services to the common computing and communications environment provided by the NMCI.  The template focuses on many areas affecting systems, programs, personnel, mission, and contracts, etc. and provides for planning information that needs to be prepared in order to ensure a successful implementation of NMCI.

As part of the project, the current Information Technology (IT) infrastructure at each Site needs to be assessed by The Strike Force.  The first step in the assessment process is the completion of this Preliminary Site Questionnaire (PSQ). Each Site unit will be presented with a PSQ document that should be completed. This questionnaire forms part of the Site implementation lifecycle and will be available soon in a web enabled electronic entry format for unclassified networks only.  Classified networks must submit this document and the associated documents.

1.2
Guidelines

This template is provided as a tool to assist commands in NMCI data collection prior to their transition.  It serves as an authoritative source for the information a command should collect in preparation for transition.  Commands are encouraged to seek specific guidance from their major claimant on how it will be used within the Claimancy.

1.3
Further Action

The ISF will review the completed questionnaire to assist in planning for post AOR site surveys. Information acquired from the PSQ will be used to pre-populate portions of that Site Survey as well as provide guidelines for the ISF during the transformation Life Cycle. The Site Survey will in turn determine whether action is required to upgrade or change any part of your present infrastructure (for example, changes to data cabling, alterations to computer equipment rooms).

1.4
Completion of the Questionnaire
The questionnaire is being made available as a “Word” document in template form to enable responses to be given electronically. However, for any repetitive lists of information, the ISF has provided Microsoft Excel spreadsheets.  The spreadsheets can be imported into a database format (either MS Access or other).  These formats allow for easier loading into the ISF databases.  Network documents are requested in AutoCAD (preferable) or Visio format if possible. 

Please call the ISF Transition office with questions on formats if the above mentioned is not possible or if the site has any questions about the info requested.  You should fill in the sections of the PSQ that are relevant to your Site, please note that not all sections will be pertinent to all Sites.

Response to questions within the PSQ may be given in various ways:

· By entering “Yes” or “No” in response to a specific question.

· By entering a typed response in the table provided – you will see that the data field will expand to accommodate your answer.

· By returning actual documents or diagrams for review by ISF – for example, Local Area Network (LAN) diagrams, use of camera consent document. (see also section 1.5) 

If you have difficulty with any of the questions please telephone your Strike Force site contact for assistance.

Strike Force Contact:

Name:_______________________
(Backup:)
Address:


Telephone «Phone» 
Mobile «Mobile»
Pager «Pager»
(Backup tel.
Mobile
Pager
)
Alternatively you may wish to contact the Contract Technical Representative (CTR) for your site.
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Command Data Collection Template (PSQ)

___________________ is an Echelon _____________Command that falls within the _________________Claimancy.  The Command's official mailing address is:



Address 1:



Address 2:



Address 3:



Address 4:



City:



State:



Zip Code:



Country:

1.5
Documents to be given to the ISF

The command will provide the following list of documents:


Yes / No
Number of docs

Existing Disaster Recovery Plan/Business Continuity Plan



Existing Capacity Planning Procedures



Section 3


Document listing current and planned building maintenance dates and details of work  (including projects)             



Section 4


Site specific Health & Safety and Security Rules/Regulations



Section 5

             Consent document for use of camera or other consent documents



Section 6


Details of Security and Access arrangements for Equipment Rooms



Section 7

             Wiring closet access restrictions



Section 9


Wide Area Network (WAN) – Connection diagrams if available



Section 10


Local Area Network (LAN) – Layout diagram if available



Section 12

             List of Software Applications(include local applications)



Section 13

             List of existing Hardware(include any special needs requirements) 



Section 14


List of Users



Section 28.2

             Accreditation documents



2.
Site Information

3.
Building Information

3.1   Structural Information

3.1.1   Listed Building Status


3.2   Building Maintenance

3.2.1   Activity Planned

Is any activity planned which might affect the installation of Claimant Infrastructure on your Site
e.g.  Building repairs, electrical testing, maintenance or projects?
Yes / No

3.2.2   Maintenance Dates

If Yes: maintenance dates / periods in the next 12 months


3.2.3   Preferred Contractors

Are there any preferred local contractors that your site normally uses for minor building works? e.g. Duct laying or electrical runking installation and telephony/data cabling work


3.2.4   Details

Please list details of the extent of the maintenance work (i.e. what work is being done, who is carrying out the work, who is the point of contact) 


Please attach a separate document if this is a long list.



3.3   Building Hazards

3.3.1   Are there any known building hazards? (e.g. asbestos, areas liable to flooding etc)


3.3.2   Are there any restrictions on access to individual buildings or floors on the site?


4.
Health & Safety and Security Information

4.1   Health & Safety

4.1.1   Are contractors required to complete a Health & Safety course
Yes / No

4.1.2   If Yes: Please specify type and duration of training (in hours)
If any additional Site/Site specific safety training course is required, please specify

4.1.3   Lead time for Health & Safety Course


4.2   Health & Safety Rules

4.2.1   Is any safety clothing or equipment required over and above that required by law
Yes / No

4.2.2   Are there any special Health & Safety Executive requirements for working in particular areas within the Site?


4.2.3   Any other safety requirements for contractors and/or workers on Site
Yes / No


Please attach the safety and security regulations of the Site

4.3   Security

4.3.1   Please provide details of the Site Working Regime
Please include details of contractor movement restrictions.

4.3.2   Are contractors required to complete a Security course
Yes / No

4.3.3   If Yes: duration (in hours)
If any additional Site/Site specific security training course is required, please specify

4.3.4   Lead time required for local security clearance
Please indicate ideal and worst case time frames

4.3.5   Lead time required for escort recruitment 
Please indicate ideal and worst case time frames

4.3.6   Are there any restrictions on what may be brought into the Site?  i.e. Laptop computers, mobile telephones etc.
Yes/No

If Yes please provide details of restrictions

4.3.7   Can a digital camera be used on Site to record the current environment
EDS will only use the digital camera in Equipment Rooms to record the current environment
Yes / No

4.3.8   Please forward any consent document for completion by EDS
Please attach any consent documents

5.
Logistics

5.1   Site logistics information 

5.1.1   What are the procedures for goods inwards (including timings)?


5.1.2   What are the procedures for goods outwards (including timings)?


5.1.3   Does your Site have an external storage area Yes/No?
If Yes please provide details

5.1.4   Is vehicle access permitted and what are the procedures
Please provide details of any parking restrictions etc (e.g. are there yellow lines on the roads immediately outside the Site)

5.1.5   Are there any available storage rooms?
Please state the location(s) of available storage rooms in the following table.

5.1.6   Are there any restrictions on access roads to the site?


5.1.7   Are elevators available Yes/No?
If No please specify if stairs or ramps are used to access the storage area/s 

To enable delivery and storage of Claimant equipment, please state the Location/s of available Storage Room/s.  Note:  Desktop Pallet sizes are 120cm x 120cm x 200cm high
Building 
Name/Number
Room number
Floor number
Dimensions of space available (capacity)
Is the room lockable
Yes/No
Can Pallets be transported to the storage room 
Yes/No






















Table 5.1-7 Storage Locations

5.2   Disposal of old IT equipment

5.2.1   What are the IT equipment removal procedures?


5.2.2   If required, can storage rooms be made available for cleansing of IT equipment being removed?


6.
Equipment Rooms

The purpose of this section of the Preliminary Site Questionnaire is to consider the areas of your Site in which Claimant equipment racks will be located. It may be that there is a room available (server/data/communications room) or, if a room is not available, an area within your office which can be used as such.

6.1   Equipment rooms 

6.1.1   Do you have Server (S) rooms at your Site?
Yes / No

6.1.2   If Yes, give details in table below


6.1.3   Do you have separate Patch Panel (P) rooms at your Site?
Yes / No

6.1.4   If Yes, give details in table below


6.1.5   Do you have Communication (C) rooms at your Site?
Yes / No

6.1.6   If Yes, give details in table below


6.1.7   Are you planning a move for any of these rooms?
Yes / No

6.1.8   If Yes please give details of move, and dates


Room Number
Room Type:  Unclassified (U) or Secret (S) Patch/Communications/Crypto
If this room is shared, with whom do you share this room?
Approximate floor space in the room (capacity)









































6.2   Security of Equipment Rooms

6.2.1   Are there any special restrictions in gaining access to server/patch panel/communications rooms? 
Yes / No



6.2.2   If Yes please complete the table below for each room
If the Site has a document on this topic, please attach the document

6.2.3   Are there any special restrictions in gaining access to additional areas?  (i.e. underground cable routes, via manhole covers)
Please provide all relevant documentation

Room number
Is access restricted 
(Yes / No)
Is access locked 
(Yes / No)
How is access obtained
E.g. keypad, key
Name of person who holds the key or combination
Name of backup person


















































7.
Telephony Organization

The Telephony Organization is summarized in Table 7.1, or provided as an attachment, as applicable.  Unless otherwise stated, this organizational structure is applicable for all command voice communications

Name
Title
Function





Table 7-1  Telephony Organization

8.
Telephony Service Providers

The Telephony Service providers are summarized in Table 8.1, or provided as an attachment, as applicable.

Service
Vendor
PoC

DSN



Local



Commercial LD



Voice mail



Cellular



Pagers



Table 8-1  Telephony Service Providers

9.
Telephony Information

9.1   PBX Information

9.1.1   What is the maximum capacity of your local PABX?


9.1.2   How many telephone extensions do you currently utilize (include sufficient for current projected growth)?


9.1.3   List separate direct telephone lines 
Use a spreadsheet with the headings listed below.

9.1.4   How many fax machines do you have connected?


9.1.5   How many modems do you have connected?


9.1.6   If known how many ISDN lines do you have?


9.2   RED Phone Information

9.2.1   How many RED emergency phone extensions do you have? e.g. 222 or 777


9.2.2   Are they connected via a separate communications circuit?
If Yes please provide circuit details

9.2.3   Are there any other types of emergency telephones?





9.3   Other Telephony

9.3.1   How many pagers do you have?
Please specify if a pager is internal only or has external use.

9.3.2   Do you have video conferencing facilities?
If yes, Provide detail in table below

9.3.3   How many mobile phones do you have?


9.3.4   Phone Spreadsheet

Please complete each field in the phone spreadsheet.
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Phone Spreadsheet/Database should have the following headings/fields:

Classification (Secret or Unclassified)

Phone Number

Analog or Digital

Phone Manufacturer

Phone Model

Service Origin

Voice Mail?

Caller ID?

Conference Calling?

Multiline?

Location

10.
Video Organization

The Video Organization is summarized in Table 10.1, or provided as an attachment, as applicable.  Unless otherwise stated, this organizational structure is applicable for all command video communications.

Name
Title
Function





Table 10-1  Video Organization

11.
Video Sites and Hardware

List of Video conferencing facilities:

Building & Room number
Attachment # (Inventory of Hardware)
How is access obtained
E.g. keypad, key
Name of person who holds the key or combination
Name of backup person

























Table 11-1  Video Sites and Hardware

12.
VTC Support

The VTC support is summarized in Table 12.1, or provided as an attachment, as applicable.  Unless otherwise stated, this organizational structure is applicable for all command video communications.

Vendors
POC
Function









Suppliers (service)











Customers (outside Command)











Table 12-1  VTC Support

13.
Data Network Organization

The Data Network Organization is summarized in Table 13.1, or provided as an attachment, as applicable.  Unless otherwise stated, this organizational structure is applicable for all command data communications.

Name
Title
Function













Table 13-1  Data Network Organization

13.1    Network Console

Do you have a centralized network console where management can view the status of all network and Help Desk Data?


14.
Registered IP Addresses

Table 14.1 or attachment lists all of the Command's registered IP addresses on the classified or unclassified networks.

IP Network Address
Subnet Mask
Classification
Registered Domain











Table 14-1  Registered IP Addresses

15.
Current Network Infrastructure Components

This section should give insight into the network infrastructure that you currently have and also what they are used for. 

Please complete the table below giving details of your current environment of Hub, Routers, Switches and Uninterrupted Power Supplies (UPS's).

15.1   Network Infrastructure Details

15.1.1   Network Infrastructure Details.  Please fill in the Network Infrastructure Worksheet.
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Network Infrastructure Spreadsheet/Database should have the following headings/fields:

Component Type (e.g. router, hub, switch, UPS, etc)

Classification (Secret or Unclassified)

Manufacturer

Model

Host Name

Operating System

Static IP Address

Subnet Mask

Serial Number

Location

User administrator Name

User administrator Phone

User administrator Pager

16.
Telecommunications

This section should list telecommunications circuit services broken out by Data, voice, Video that you currently have.

Please complete a spreadsheet for each section below giving details of your current environment using the headings listed

16.1   Telecommunications - DATA, VOICE & VIDEO

16.1.1   For details please provide an Excel (or excel format) spreadsheet with the headings below).
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Telecommunications Spreadsheet/Database should have the following headings/fields for each circuit:

Vendor

Bandwidth

Group name /ID

From location

To location

Signaling method

Direction of Traffic

Peak hour and utilization percentage

Pending moves, adds, changes and costs

Database format

17.
Current Servers

This section should give insight into the servers that you currently have (if any) and also what they are used for.

If the information detailed below is known please complete the table below giving details of your current servers.

17.1   Server Details


17.1.1   Do you generate formal server backup reports?


17.1.2   If yes, How often are formal server backup reports generated?


17.1.3   Do you archive data?


17.1.4   Are archives audited for integrity?


17.1.5
Server Spreadsheet Please fill in the Server Worksheet.
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Server Spreadsheet/Database should have the following headings/fields:

Classification (Secret or Unclassified)

Manufacturer

Model

Host Name

Operating System

Static IP Address

Subnet Mask

Serial Number

Total Hard Drive Space

Total RAM

Purpose

Number of Users using this server

User administrator Name and Phone

Location

18.
Wide Area Network (WAN)
18.1   Connections 


18.1.1   Does your Site have a direct connection to an enterprise WAN?
Yes / No 

18.2   Network Diagram 

18.2.1   Does your Site have any Non enterprise or Private WAN connections?
.

18.2.2   For each WAN connection, please supply a network diagram and please complete the table below for each link
Please attach a separate document with the required data

If known please fill in the details in the table below.

WAN name
Types of network connection (ISDN), other.
Destination 
Who administers the network (contact details)
Network protocols currently in use. IP, IPX, SNA etc



















Table 18.2-2 WAN Detail

If known please fill in the details in the table below.

18.2.3   If you share a WAN connection with any other Site, please give details of the connection and location in the following table.


Details of any routers shared with any other Sites







Table 18.2-3  WAN Shared Detail

19.
Local Area Network (LAN)

19.1   Local Area Network (LAN)

19.1.1   Does your Site have a Local Area Network (LAN)? 
Yes/No
If Yes please supply if possible a network diagram 

19.1.2   If Yes please give contact details of the LAN administrators
Name:

Phone:

Pager:

E-Mail:


20.
Third Party Access

Third Party Access (TPA) is defined as access to any Naval or Marine Corps network by non-Navy or Marine Corps staff from Navy/Marine Corps networks / locations. This can be provided by a modem connection (Analog, ISDN, etc).

No.
Question
Comment
Answer

11.1
Do any third party organizations have this facility at your Site?


Third Party Access is defined as non-Navy/Marin Corps personnel outside the premises having remote access to the network


Yes/No

11.2
If Yes please list all third parties using TPA to access any of your systems



21.
Legacy Software Applications (non COTS)

21.1
Existing Software Applications

21.1.1   List of all existing software applications used. Include any special needs software in use
Please attach to this document a copy of the most recent software audit carried out at your Site.  Y2K assessments are good resources if done.

Otherwise please use spreadsheet format.
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Legacy Application Spreadsheet/Database should have the following headings/fields:

Classification (Secret or Unclassified)

Application

Version

Function

POC

Number of Users

22.
COTS Software Applications

22.1   Existing Software Applications

22.1.1   List of all existing software applications used. Include any special needs software in use
Please attach to this document a copy of the most recent software audit carried out at your Site.  Y2K assessments are good resources if done.

Otherwise please use spreadsheet format with headings below.
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COTS Application Spreadsheet/Database should have the following headings/fields:

Classification (Secret or Unclassified)

Application

Version

Function

POC

Number of Users

23.
Existing Hardware

23.1
Unclassified and Classified PCs & Laptops, Modems

When completed, this section should have three attachments unless not applicable (specify N/A if not applicable).

23.1.1   Please list all existing Unclassified PCs and Laptop computers currently in use at your Site
Please append to this section a copy of the most recent unclassified hardware audit carried out at your Site.
Please include equipment used by mobile and home users



23.1.2   Please list all existing CLASSIFIED PCs and Laptop computers currently in use at your Site
Please append to this section a copy of the most recent Classified hardware audit carried out at your Site.
Please include equipment used by mobile and home users



23.1.3   Remote Access UNCLASS # and Speed of Existing Modems on your site
Please append to this section a copy of the most recent Classified hardware audit carried out at your Site.


23.1.4   Remote Access Circuits # of Digital Channels Provisioned and used - Digital (PRI)



23.1.5   Remote Access Circuits # of circuits - Analog



23.1.6   Remote Access CLASSIFIED # and Speed of Existing modems on your site.
Please append to this section a copy of the most recent Classified hardware audit carried out at your Site.


23.1.7   Remote Access Circuits # of Digital Channels Provisioned and used - Digital (PRI)





23.1.8   Remote Access Circuits # of circuits - Analog



23.1.9   Please list all existing stand alone systems currently in use at your Site
Please append to this section a copy of the most recent Stand alone systems hardware audit carried out at your Site.
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Spreadsheet/Database should have the following headings/fields:

Manufacturer

Model

Static IP Address

Subnet Mask

Serial Number

User

Location

E-mail

Browser

Operating System

Office Suite

STU issued?

23.2
Printers, Scanners & Other Computer Connected Devices

23.2.1   Please list all existing printers, scanners and other computer connected devices currently in use at your Site
Please append to this section a copy of the most recent hardware audit carried out at your Site.
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Spreadsheet/Database should have the following headings/fields:

Component Type

Manufacturer

Model

Host name

Subnet Mask

Serial Number

User

Physical Location

# Users per Printer

23.3
Special Needs Hardware

23.3.1   Please list all existing special needs hardware currently in use at your Site

Make additional copies of this table as required

Make
Model
Purpose
Network/Standalone N/S
Inmate Used Y/N











































Table 23.3-1  Special Needs Hardware

24.
Users

24.1
User Accounts

24.1.1   Please provide the number of IT users at your Site




24.1.2   How many of the above number are users of legacy systems?


24.1.3   Please provide login details of these users


24.1.4   Are there any mobile IT users or any IT users who work from home Yes/No?
If Yes please state how many of each there are 

24.1.5   Please Fill in the fields in the User Account spreadsheet
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25.
Trouble Call/Help Desk Support

25.1
Trouble Call / Help Desk Support

The Transition Team has reviewed the Trouble Call/Help Desk Support area and potential impacts by transition to NMCI.

Vendors (Hardware)


POC
Function





















Suppliers (Service)





















Attachment ________ defines the problem escalation Process.

Attachment_________ lists the last 60 days of trouble call reports organized by discipline (e.g. data, voice, and video).

25.2
Help Desk Software / Other tracking Software

Please List your Help Desk Software and other Tracking Software Used

Vendors (Software)


POC
Function





















Suppliers (Service)





















Please provide the following detail on Installation

Can you provide information on desktop installation success rate?

# Failed desktop Hardware at installation in 4th Quarter of FY00




# Failed desktop Software at installation in 4th Quarter of FY00




Total # of Desktops installed in 4th Quarter of FY00




26.
Crypto

26.1
The Command has reviewed the crypto.

26.1.1   Complete the Spreadsheet attached for all Crypto in use and on hand.
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27.
Contracting / Procurement

27.1
The Command has reviewed the contracting / procurement impact areas.

27.1.1   Complete the Spreadsheet attached for all contracting and Procurement Needs


NMCI PSQ 0.2 - Contracts.xls

27.1.2   Each IT contractor should fill out Subcontracting Information Sheet Template


Subcontracting Information Sheet.doc

Subcontracting Information Sheet Template Instructions
· Today’s Date:  Enter the date in which you are filling out this form  <required>
· Navy Site:  Enter the location in which the contract is being worked  <required>
· Transition Team Member:  Enter the name of the person filling out this form  <required>
Contract Information

· Contract Number:  Enter the contract number
· Contract Title:  Enter the title of the contract
· Contract Effective Date:  Enter the date the contract started
· Contract Expiration Date:  Enter the date the contract will end
· Functional Area Worked Performed In:  Enter the type of worked performed on the contract
Company Information

· Company Name:  Enter the company name  <required>
· Address 1:  Enter the address for the company
· Address 2:  Enter the address for the company
· City:  Enter the city for the company
· State:  Enter the state for the company
· Zip:  Enter the postal zip code for the company
· Facilities Security Clearance:  Enter whether your company has security clearance
· Business Size:  Enter the size of your business (small, medium or large)
Company Point of Contact Information
· Name:  Enter the name of the contact person the company  <required>
· Title:  Enter the title for the above named person
· Phone:  Enter the phone number at which we can contact the above named person <required>
· Fax:  Enter the fax number at which we can fax information to the above named person
· Cell:  Enter the cell number at which we can contact the above named person (if applicable)
· Email:  Enter the e-mail address for the above named person
· Alt. Name:  Enter the name of a contact person if the first POC is unavailable
· Alt. Title:  Enter the title for the above named person
· Alt. Phone:  Enter the phone number at which we can contact the above named person
· Alt. Fax:  Enter the fax number at which we can fax information to the above named person
· Alt. Cell:  Enter the cell number at which we can contact the above named person (if applicable)

· Alt. Email:  Enter the e-mail address for the above named person
Customer POC Information

· Customer Name:  Enter the name of the Navy customer this company is going work for
· Customer Title:  Enter the title for the above named person
· Customer Phone:  Enter the phone number at which we can contact the above named person
· Customer Fax:  Enter the fax number at which we can fax information to the above named person

· Customer Cell:  Enter the cell number at which we can contact the above named person (if applicable)

· Customer Email:  Enter the e-mail address for the above named person
Please make sure you have entered all required fields.

Appendix B – Sample Task Order  (NMCI SF 1449)
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Appendix C – Sample Task Order  (NMCI SF 30)
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Appendix D – Independent Government Estimate

Appendix E – Request for Contractual Procurement (RCP)

REQUEST FOR CONTRACTUAL PROCUREMENT-NAVCOMPT FORM 2276 (8 PT) (REV. 8-81) S/N 0104-LF-702-2761   PAGE 1 of __ Pages

        (     (      (            (    (            (   (         (    (           (                           ( (
THIS ORDER MUST BE ACCEPTED ON A REIMBURSABLE BASIS ONLY AND IS SUBJECT TO THE CONDI-
TIONS LISTED ON THE REVERSE SIDE. 
2. DOCUMENT NUMBER   

     

3. REFERENCE NUMBER   

     
4. FUNDS EXPIRE ON   

     
5. DMS RATING  

     
6. PRIORITY  

     
7. DATE PREPARED  

     
8. AMENDMENT NO.   

     

9. FROM: 

     
10. FOR DETAILS CONTACT:  
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11. TO:

                                                      

   UIC


12. MAIL INVOICES TO:  

     

13.                                                                     ACCOUNTING DATA TO BE CITED ON RESULTING BILLINGS

A.

ACRN
B.  APPROPRIA-

TION
C. SUB-

HEAD
D. OBJ.

CLASS
E. BU.

CONTROL
F.

SA
G.

AAA
H.

TT
I.

PAA
J.

COST CODE
K.

AMOUNT

     
     
     
     
     
     
     
     
     
     
     

14. AMOUNTS WILL NOT BE EXCEEDED IN THE OBLIGATION DOCUMENT

       WITHOUT PRIOR WRITTEN APPROVAL FROM THE ISSUER.
L.                TOTAL THIS DOCUMENT
     


M.                   CUMMULATIVE TOTAL
     

15.                                                                PROCUREMENT BY CONTRACT OF THE FOLLOWING ITEMS IS REQUESTED

THESE ITEMS ( ARE ( ARE NOT INCLUDED IN THE INTERSERVICE SUPPLY SUPPORT PROGRAM AND

REQUIRED INTERSERVICE SCREENING        FORMCHECKBOX 
  HAS   FORMCHECKBOX 
  HAS NOT BEEN ACCOMPLISHED

A.

ACRN
B. ITEM

NO.
C. 

  FSC
D.                                 DESCRIPTION 

(NAT. STOCK NO., SPEC. AND/OR DRAWING NO., ETC.)
E. 

   QUANTITY
F. 

UNIT
G. ESTIMATED

UNIT PRICE
ESTIMATED

AMOUNT

     
     
     
     
     
     
     
     

16. SEE ATTACHED PAGES FOR DELIVERY SCHEDULES, PRESERVATION AND PACKAGING INSTRUCTIONS, SHIPPING

INSTRUCTIONS AND INSTRUCTIONS FOR DISTRIBUTION OF CONTRACTS AND RELATED DOCUMENTS.
I. GRAND TOTAL   

     

17. TRANSPORTATION ALLOTMENT (Used if FOB Contractor's plant )
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15.

      I CERTIFY THAT THE FUNDS CITED

     ARE PROPERLY CHARGEABLE FOR

     THE WORK OR SERVICES REQUESTED.
AUTHORIZING OFFICIAL (NAME, TITLE AND SIGNATURE) 
DATE
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     THIS ORDER IS ACCEPTED AND THE

     WORK OR SERVICES WILL BE PRO-

     VIDED IN ACCORDANCE HEREWITH.
ACCEPTING OFFICIAL (NAME, TITLE AND SIGNATURE) 
DATE


     
     

CONDITIONS/INSTRUCTIONS GOVERNING THE USE OF THIS FORM

AND THE ACCEPTANCE OF THIS REQUEST

CONDITIONS/INSTRUCTIONS GOVERNING THE USE OF THIS FORM:

This form will only be used for requesting contractual procurement or local purchase of material or services. This form will not be used for requesting work and /or services or for requisitioning material from existing Government stocks.

Note:    Request for work and /or services will be accomplished through the use of Order for Work and Services, NAVCOMPT FORM 2275 (8-81).

Requests for standard and/or non-standard stock available within the U.S. Government will be accomplished through the use of DOD Single Line Item Requisition System Documents (DD Form 1348 and/or 1348-6, as appropriate).

SUPPLEMENTARY ITEMS:

1.  Written acceptance of this request is required and will be accomplished by completing 

Block 19 on one copy of this request and returning it to the requesting activity cited in Block 9. Acceptance must be on a direct citation basis only.

2.  Amounts authorized by this document have been reserved and / or committed by the requesting activity and will be obligated upon receipt of contracts or purchase or delivery orders awarded.

3.  Amounts authorized by this document may not be exceeded. Additional funds, if required, will be requested from the activity cited in Block 9.  Approval of such requests will be accomplished by the requesting activity through the issuance of an amendment to this document, appropriately reflecting the amount of additional funds being provided. The grand total cited in Block M constitutes a 3679, R.S. limitation when the purchasing office or contracting activity is a separate entity not under the immediate supervision of the commanding officer issuing the request.

4.  Resulting obligation documents must be executed by the activity cited in Block 11 by the date indicated in Block 4. Such documents must include the document number cited in Block 2.

5.  A complete copy of each executed obligation document resulting from this request must be forwarded to the activity in Block 9.
Appendix F – Work Request (WR)

ORDER FOR WORK AND SERVICES-NAVCOMPT FORM 2275 (REV. 8-81) 
S/N 0104-LF-702-2751
 PAGE 1 of     Pages

          (     (         (            (     (            (    (            (    (       (                          ((

THIS ORDER MUST BE ACCEPTED ON A REIMBURSABLE BASIS ONLY AND IS SUBJECT TO THE 

CONDITIONS LISTED ON THE REVERSE SIDE. 
DOCUMENT NUMBER

      

3.  REFERENCE NUMBER

      
4.  FUNDS EXPIRE ON

     
5. WORK COMPLETION DATE 

     
6. DATE PREPARED 

     
7. AMENDMENT NO. 

     

8. FROM:  

     
9. FOR DETAILS CONTACT: 

     

10. TO: 

                  

                  

COMMANDER, SPACE AND NAVAL WARFARE SYSTEMS COMMAND

4301 PACIFIC HIGHWAY

SAN DIEGO CA 92110 3127

ATTN CODE 15P




11. MAIL BILLINGS TO: 

     

12. ACCOUNTING DATA TO BE CITED ON RESULTING BILLINGS

A.

ACRN
B.  APPROPRIA-

TION
C. SUB-

HEAD
D. OBJ.

CLASS
E. BU.

CONTROL
F.

SA
G.

AAA
H.

TT
I.

PAA
J.

COST CODE
K.

AMOUNT

     
     
     
     
     
     
     
     
     
     
$30,000

L.                                                                                                                                                                                 TOTAL THIS DOCUMENT
     

M.                                                                                                                                                                                   CUMMULATIVE TOTAL
     

13. THIS ORDER IS ISSUED AS A   FORMCHECKBOX 
 PROJECT ORDER    FORMCHECKBOX 
  AN ECONOMY ACT ORDER AND IS TO BE ACCOMPLISHED ON    FORMCHECKBOX 
 FIXED PRICE

  FORMCHECKBOX 
  COST REIMBURSEMENT BASIS. WHEN THE FIRST BLOCK IS CHECKED, THIS ORDER IS PLACED IN ACCORDANCE WITH THE PROVISIONS OF

41 U.S. CODE 23 AND DOD DIRECTIVE 7220.1. THE FOLLOWING SUPPLEMENTARY ITEMS ON REVERSE ALSO APPLY AND ARE AN INTEGRAL PART OF THIS ORDER:

14. DESCRIPTION OF WORK TO BE PERFORMED AND OTHER INSTRUCTIONS 


Funds are provided for NMCI services for the UIC(s) indicated below.  NMCI requiremnts for each UIC are identified by the corresponding Order Request Number (ORN):

        UIC                          ORN                                                                                               AMOUNT

        N00039                    xxx1 (A Statement of Work is attached for unpriced CLIN 0029     $10,000

        N68561                    xxx2                                                                                                 $15,000

        N68562                    xxx3                                                                                                   $5,000


15.


     I CERTIFY THAT THE FUNDS CITED

     ARE PROPERLY CHARGEABLE FOR

     THE WORK OR SERVICES REQUESTED.
AUTHORIZING OFFICIAL (NAME, TITLE AND SIGNATURE) 
DATE



                                                                                          
     

16.


     THIS ORDER IS ACCEPTED AND THE

     WORK OR SERVICES WILL BE PRO-

     VIDED IN ACCORDANCE HERE WITH.
ACCEPTING OFFICIAL (NAME, TITLE AND SIGNATURE) 
DATE


     
     

NAVCOMPT FORM 2275 (8-81) (REVERSE) *                                                                              * U.S. Government Printing Office: 1982 538-004/1062

CONDITIONS/INSTRUCTIONS GOVERNING USE OF THIS FORM AND 

SUPPLEMENTARY ITEMS TO BE CONSIDERED AN INTEGRAL PART OF THIS ORDER

CONDITIONS/INSTRUCTIONS GOVERNING THE USE OF THIS FORM:

This form will only be used for requesting work and/or services. This form will not be used for requesting local purchases, contractual procurement, or material from stock. The purchase/ procurement, or requisitioning from stock, of material incident to the performance of this order, however, is permissible.

Note:    Requests for the purchase or contractual procurement of material or services will be accomplished through the use of Request for Contractual Procurement, NAVCOMPT   FORM 2276 (8-81).

Requests for standard and/or non-standard stock available within the U.S. Government will be accomplished through the use of DOD Single Line Item Requisition System Documents (DD Form 1348 and/or 1348-6, as appropriate).

SUPPLEMENTARY ITEMS:

1. Written acceptance of this order is required and will be accomplished by completing Block 16 on one copy of this order and returning it to the requesting activity cited in Block 8. Acceptance must be on a reimbursable basis only.

2. Amounts authorized by this document have been reserved by the requesting activity and will be obligated upon receipt of the acceptance copy of this document.

3. Amounts authorized by this document may not be exceeded. Additional funds, if required, will be requested from the activity cited in Block 8. Approval of such requests will be accomplished by the requesting activity through the issuance of an amendment to this document, appropriately reflecting the amount of additional funds being provided.

4. The funds authorized by the document are available for obligation by the performing activity cited in Block 10 until the date indicated in Block 4, or Block 5, as appropriate. Funds not actually obligated by the performing activity by that date will be returned to the requesting activity via Status of Reimbursable Orders of similar acceptable form.

5. Extension of the work completion date cited in Block 5 of this order, if required, must be requested in writing and is subject to the approval of the requesting activity cited in Block 8. Approval of such requests will be accomplished by the requesting activity through the issuance of an amendment to this document, citing the work completion date.

6. This order is issued as a Project Order, as indicated in Block 13, and is placed in accordance with 41 U.S. Code 23 and DOD Directive 7220.1 (Regulations Governing the Use of Project Orders). Performance of the work and/or services requested must be accomplished in accordance with these same statutes and regulations.

7. Billings will normally be submitted by the performing activity on a monthly basis unless specifically stated in Block 14.

8. This order is placed pursuant to the Economy Act (31 U.S.C. 686) and will be performed in accordance therewith.

9. Amounts authorized by this document ARE subject to Section 3679, R.S.
10. Amounts authorized by this document ARE NOT subject to Section 3679, R.S.
Appendix G – NMCI Order Request Form


The claimants are required to complete all three pages of the order forms to include Page 1 and Page 2 roll-up information and Page 3 with the building level detail for the UIC order.











Appendix H – Prompt Payment Certificate

PROMPT PAYMENT CERTIFICATE

(All items marked with an asterisk (*) are mandatory fields and must be completed)

FROM: (Include complete address) *
CERTIFYING ACTIVITY UIC: N00039




* Sample *











Page _of ___ *






PIN: (13 Digit P.O. Number) *

N0003900D0001
SPIIN

0001
Subj to PP *

  x Yes      No
Contract on EDA

  x      Yes      No
Discount Terms

Invoice No: 

1
Circle One

x   PP  FP
Brief description of goods/services and quantity:

NMCI



Invoice Date: * (YYMMDD)

000823
Services Receipt Date: * (YYMMDD)  000822
Services Accept Date: * (YYMMDD)  000823
Invoice Receipt Date: * (YYMMDD)

000823

Date Forwarded: * (YYMMDD)

000823
Gross Amount: *

$1000.40
Amount of Deduction:

$150.06

Amount Certified for Payment*

$850.34
Reason for Deduction:

SLAs have not been met.  Payment at 85%.

* ALL ACCOUNTING FIELDS BELOW ARE MANDATORY.  TOTAL OF LINES PROVIDED MUST EQUAL TO AMOUNT CERTIFIED

ACRN
APPROPRIATION
SUBHEAD
OBJ CLASS
BCN
SA
AAA
TC
PAA
COST CODE
AMOUNT

AA
17011804
X000
000
XX000
0


068892
2D
000000
000000000189
$598.40

REQUISITION #
CLIN

0001
SLIN
QUANTITY


Brief description of goods/services:

Fixed work station
ssssE



ACRN
APPROPRIATION
SUBHEAD
OBJ CLASS
BCN
SA
AAA
TC
PAA
COST CODE
AMOUNT

AA
17011804
X000
000
XX000
0


068892
2D
000000
000000000189
$251.94

REQUISITION #
CLIN

0006
SLIN
QUANTITY


Brief description of goods/services:

Wall plug service



ACRN
APPROPRIATION
SUBHEAD
OBJ CLASS
BCN
SA
AAA
TC
PAA
COST CODE
AMOUNT













REQUISITION #
CLIN


SLIN
QUANTITY


Brief description of goods/services:





ACRN
APPROPRIATION
SUBHEAD
OBJ CLASS
BCN
SA
AAA
TC
PAA
COST CODE
AMOUNT













REQUISITION #
CLIN


SLIN
QUANTITY


Brief description of goods/services:





I certify that the accounting data provided is accurate, funds have been obligated in appropriate accounting system and changes have been applied to the appropriate accounting classification reference number (ACRN); available funds have been decremented for the amount approved for disbursement and will not be de-obligated; and the above invoice is correct and proper for payment.




08/23/00



Signature *

COR

Date *



Printed Name and Title * (NOTE:  Printed Name must be for the person signing above)

555-555-5555





Telephone Number *

e-mail address


POINT OF CONTACT:  (Optional – use to provide info for person different than certifying official)






Printed Name and Title

Telephone Number


Appendix I 

TEST and EVALUATION STRATEGY PLAN

FOR

NAVY MARINE CORPS INTRANET (NMCI)

1.
PART 1 – SYSTEM INTRODUCTION

A. Executive Summary.  The Director, Operational Test and Evaluation (DOT&E) designated the Navy and Marine Corps Intranet (NMCI) as an operational test and evaluation oversight program on 30 May 2000.  During a meeting on 14 July 2000, DOT&E, Deputy Assistant Secretary of the Navy for (C4I/EW/SPACE), and Deputy Director, Navy Test and Evaluation (N091C), agreed the test program described in this document would differ from a traditional test program because NMCI is a contract for information services, rather than a hardware or software development program.  This agreement was further clarified by DOT&E in a memorandum dated 25 August 2000.  This Test and Evaluation Strategy Plan (TESP) describes the overall structure and objectives of the T&E program for NMCI.  It provides a framework within which to generate detailed test and evaluation plans.  It also documents schedule and resource implications.

NMCI differs from a traditional system in that the configuration must be dynamic in order to continue to meet the changing needs across the Department of the Navy (DoN) and take full advantage of technology advancements.  There is no final configuration to become obsolete.  Therefore, the initial T&E approach will be to test a representative portion of the system to determine if the measures of effectiveness and suitability are being met.  NMCI will take two years to reach full operational capability and will include an excess of 360,000 data seats.  The representative system to be initially tested will be defined by the Naval Aviation Community.  

The implementation strategy of the NMCI is to contract for services starting in the first quarter of FY01.  During the second quarter, new services will not be ordered, and the government will take a “strategic pause”.  This pause will ensure specific operational capabilities, that reflect the capabilities the Department of the Navy (DoN) considers the most useful in measuring the success of the NMCI, are evaluated.  Once DOT&E has provided Congress with assurance that NMCI is performing to the standards required by DoN, orders will again be accepted for services.  Successful completion of test and evaluation of the first installation phase will constitute achievement of Initial Operational Capability (IOC) for NMCI implementation.  In order to maintain the momentum in creating the enterprise network, the goal is to achieve IOC and then begin to order services once again in third quarter FY01.

There are two major phases to implementation of the NMCI: the naval aviation installation phase (which includes the strategic pause) and the full enterprise installation phase.  Developmental Test & Evaluation (DT&E) and Initial Operational Test & Evaluation (IOT&E) will occur during the naval aviation installation phase.  During the full enterprise installation phase, the contractor (with government oversight) will demonstrate continued compliance with the performance measurements and thus with the operational capabilities.   Government oversight of contractor performance will continue throughout the life of the contract. 

All services within the scope of the contract may not be ordered within the naval aviation installation phase.  Follow-on Operational Test & Evaluation (FOT&E) will be planned and conducted, as necessary, if future services constitute a significant change in the services already being provided by the contractor.  FOT&E will also be planned and conducted, as necessary, during the post-IOC full enterprise installation phase. 

B. Mission Description.  NMCI will provide the shore component of the end-to-end information infrastructure capability needed to conduct Network Centric Warfare.  NMCI will be the means to process, transfer and assure information to any and all members of the Navy and Marine Corps needed to create knowledge and make decisions to accomplish any operational or support tasks and missions.  This capability includes the ability to interface seamlessly with the sea component of the end-to-end information infrastructure covered by IT21 and as appropriate with other military service, joint, U.S. Government agencies and the public.  NMCI implementation spans all DoN major claimants.

C. Threat Assessment.  The primary threat to NMCI is from network based Informational Warfare (IW) attacks.  To counter these threats, the DoN must deploy an effective strategy (security architectures, policies, procedures, and tactics) of aggressive active computer network defenses within NMCI.  The DoN network defense must be viewed as defensive IW activity, rather than simply an information technology.  DoN has pursued an aggressive outsourcing strategy for the design, deployment, and operation of NMCI; however, it is important to note that only authorized DoN personnel will perform critical security roles.  These security roles include ensuring that the security of NMCI satisfies DoN, Department of Defense (DoD), and Federal requirements, and exercising essential command authority over DoN defensive IW activities.

D. Measures of Effectiveness and Suitability. The NMCI contract relies on the concept of Service Level Agreements (SLAs) to ensure mutual government and contractor understanding of the services to be provided.  The NMCI SLAs evolved from Measures of Effectiveness (MOEs), which were based on the NMCI Design Reference Mission (DRM).  All of these products were developed by a combined DoN operational, engineering, and acquisition team specifically formed to ensure a succinct capture of operational requirements for the NMCI and an accurate translation of these into contract requirements.  

The fundamental structure of the MOEs to be applied to the NMCI is depicted in Figure 1. There are three top-level MOE components: Assurance, Capacity, and Responsiveness.  Each of these heads a family of MOEs that collectively define all relevant characteristics and performance characteristics of NMCI.  These are the “first tier” of the multi-tiered series of measurable units. The second tier, for example, Availability, Survivability, and Integrity in the case of Assurance, provide increasing specificity and detail in defining the measurable areas of performance. There are three tiers of the MOE hierarchy presented. The third tier MOEs are defined in the DRM and provide the NMCI desired characteristics. 

Tier 1
Tier 2
Tier 3

Assurance
Availability
Average Availability


Survivability
Physical Survivability



Electronic Survivability






Integrity
Configuration Integrity



Data Integrity

Capacity
Latency
Network Delays



Application Delays


Scalability
Interoperability



Reconfigurability



Geographic Expandability

Responsiveness
Customer Service & Support
Customer Satisfaction



Help Desk Support



Technology Insertion Latency


Network Support
Recovery Latency



Security Report Latency


Training & Sea- Shore Rotation
Execution



Effectiveness

Figure I-1 - NMCI Measures of Effectiveness Matrix
The three tiers can be mapped to the SLAs and the performance characteristics associated with each SLA.  The intent is to capture how NMCI is expected to perform once fielded, and thus test its performance against the operational capabilities.  The overarching criterion should be that “NMCI has done no harm.”  In other words, there should be no degradation of DoN’s ability to move information among DoN shore community, nor should there be any degradation of existing business and administrative processes – present applications should work as well on the NMCI as they do on the current DoN networks.

The critical operational effectiveness and suitability parameters, with definitions and notes describing them, and their constraints are detailed below.


1. Operational Effectiveness:  The overall degree of mission accomplishment of the system when used by representative personnel in the environment planned or expected for operational employment of the system, considering organization, doctrine, tactics, survivability, vulnerability and threat.  At a minimum, NMCI shall provide the following capabilities and features:

a. Security:  NMCI will provide security services for protection of the Information Systems, Information System Domains (Communities of Interest), and Information Content (at-rest, in-use, and in-transit) in accordance with DoD, DoN, Navy, and Marine Corps Information Assurance policies and procedures.  Security services will protect both non-classified and classified information.  Security services will be fully integrated with the DoD public key infrastructure (PKI), services to ensure confidentiality, integrity, availability, authenticity, and non-repudiation requirements as defined in the NMCI Security Requirements and Policy documents.

b. Interoperability:  NMCI shall be capable of providing services to, and accepting services from, other systems, units, or forces, and shall be capable of using the services so exchanged to operate effectively.

c.  Service Delivery Performance: NMCI shall provide levels of service equal to or better than the legacy systems and services it replaces.  There shall be no degradation of the DoN’s ability to move information among the DoN shore community, nor will there be any degradation of existing business and administrative processes.  Legacy applications shall work as well on NMCI as they did on the current DoN networks.  In short, the criterion shall be that “NMCI has done no harm.” 


2. Operational Suitability:  The NMCI shall be capable of being placed satisfactorily into use with the following minimum parameters: 



a. Reliability: (Threshold/formulas/notes TBD)



b. Maintainability: (Threshold/formulas/notes TBD)



c. Availability: (Threshold/formulas/notes TBD)


3. Constraints:  NMCI shall perform satisfactorily within the following constraints:



a. Interoperability: (TBD)



b. Safety: (TBD)



c. Software Test and Evaluation: (TBD)



d. Manpower, Personnel, and Training: (TBD)



e. Nuclear Hardness and Survivability: (TBD)



f. Environmental: (TBD)



g. Human Factors: (TBD)



h. Computer Resources: (TBD)



i. Transportation: (TBD)



j. Compatibility: (TBD)



k. Integration: (TBD)



l. Security: (TBD)

E. System Description.  NMCI is an Information Technology (IT) initiative and procurement strategy to provide secure, seamless, global end-to-end connectivity for Naval war fighting and business functions.  NMCI will support new processes and technologies such as knowledge management, distance learning, and tele-medicine to improve the quality of life for service members and Department of Defense (DoD) employees and support personnel.  Through NMCI, DoN will procure IT services through a seat management contract that delivers comprehensive, end-to-end information services through a common computing and communications environment.  Modernization, upgrades, and technology refresh will occur over the NMCI contract life cycle

The capability and performance of NMCI will extend to all Navy and Marine Corps bases, posts, camps, stations, activities and locations.  The NMCI service area includes the Continental United States (CONUS), Alaska, Hawaii, Guantanamo Bay (Cuba), and Puerto Rico for an estimated 336,000 Navy and Marine Corps uniformed and civilian workforce members.

NMCI infrastructure and services will not extend to afloat or deployed units.  NMCI’s infrastructure and services end-point is the physical interface with the tactical or operational connection provided to afloat and/or deployed units provided by the Defense Information Switched Network (DISN).  Navy and Marine Corps units that embark aboard deploying units may be provided with NMCI embarkable hardware and software.  This embarkable hardware and software will integrate and function with shipboard infrastructure provided through the IT for the 21st Century (IT21) initiative and the Marine Corps Tactical Network (MCTN).  Additional desktop hardware and software may be required when Navy and Marine Corps Reserve forces are activated.


1. Key Features and Services:  NMCI will provide services to a range of Navy and Marine Corps end points.  These service delivery points, or “seats” include voice, video and data end users, connection points for end users, the general NMCI enterprise, and interfaces to other DoN and DoD communications environments.  A “seat” is defined as a workstation or personal computer (PC), with supported applications, a help desk infrastructure, training, and accounts required for using NMCI.  An "account" authorizes user to access the NMCI infrastructure (Intranet) and is associated with the user.  Seats are associated with a physical environment providing the services on a per-seat basis, where all required service components are bundled.

2. Interfaces:  NMCI will achieve joint interoperability and interface compliance with specifications described in the NMCI Interface Control Document.  These include:  Joint Technical Architecture (JTA); Defense Information Systems Network (DISN) Secret Internet Protocol Routing Network (SIPRNET); Non-secure Internet Protocol Routing Network (NIPRNET); Marine Corps Enterprise Network (MCEN); Marine Corps Tactical Network (MCTN); Information Technology for the 21st Century (IT-21); Defense Switched Network (DSN); and other external networks (e.g. Defense Research and Engineering Network (DREN), and DoN Outside Continental United States (OCONUS) networks).


3. Critical System Characteristics:

Provide migration from the current DoN IT environment to the NMCI environment with minimal negative impact on current and projected operations.

Provide users adequate capacity and bandwidth as needed with minimum network latency.

Remove access, connectivity, and throughput impediments to productivity and speed of command

Quickly and securely share knowledge around the globe.

Eliminate interoperability problems.

Align NMCI solutions and strategies to support related initiatives that improve information management.

Reduce cost of voice, data, and video services.

Ensure the implementation strategy provides a continually advancing level of capability and performance.

Ensure the highest level of customer satisfaction through continuous monitoring, rapid resolution of incidents, and technology refreshment to ensure NMCI exceeds evolving demands for service.

Be responsive to evolving security threats.

F. Critical Technical Parameters.  Table I-1 identifies the critical technical parameters that must be met by NMCI.

CRITICAL TECHNICAL PARAMETER
TEST

EVENT
THRESHOLD

VALUE
OBJECTIVE

VALUE
LOCATION
SCHEDULE
SUPPORTS IOC/FOC
DEMONSTRATED

VALUE













































































































Asterisk denotes Key Performance Parameter
Table I-1 - Critical Technical Parameters

2.
PART II--INTEGRATED TEST PROGRAM SUMMARY

A. Integrated Test Program Schedule. The NMCI notional integrated test program schedule is shown in figure 2. 

B. Management.

1.  NMCI Program Manager.  The NMCI Program Manager has overall responsibility for program acquisition, support, and funding.  The Program Manager is responsible for communicating program issues and status to all program participants.  The primary vehicles for this communication will be routine e-mail, face-to-face informal reviews, teleconferences, video teleconferences, updates of the program web site, scheduled formal reviews, and whenever significant issues require it, unscheduled discussions.  The Program Manager will determine, in conjunction with the Program Management Office (PMO), and other participating activities, the reporting requirements for NMCI T&E.

2.  NMCI T&E Manager.  The NMCI T&E Manager, under the direction of the Program Manager, has responsibility for the TESP, development, planning and execution of DT&E, and coordinating IOT&E and FOT&E with the Commander, Operational Test and Evaluation Force (COMOPTEVFOR).

a. The T&E Manager is responsible for communicating T&E issues and status to all program participants.  The primary vehicles for this communication will be routine e-mail, face-to-face informal reviews, teleconferences, video teleconferences, updates of the program web site, scheduled formal reviews, and whenever significant issues require it, unscheduled discussions.

b. The T&E Manager is responsible for establishing NMCI test program objectives, reviewing all test plans, scheduling and conducting all test planning meetings.  He will identify technical risks associated with the contractor’s testing approach, plan additional government testing to assess these risks, determining the key resources necessary to accomplish all testing, coordinate contractor support of testing where appropriate, and designate test team members and witnesses.

c. Government testing, conducted by the NMCI PMO, one of more of the major claimants, or other agencies contracted by the PMO, may be conducted to establish baseline performance prior to NMCI installation, or as a supplement to contractor testing (e.g. security testing).

3.  NMCI Contractor.  The contractor is responsible for planning, coordination, and performance of all inspections, analyses, demonstrations, and tests, with government oversight and direction. The contractor shall conduct all test planning meetings and reviews, conduct detailed test planning, and create schedules for the entire test program.

a. The Government will review and approve all test documents, and monitor all test activities.  The Contractor will provide the Government access to all test data, and deliver all test reports to the NMCI T&E manager.

b. The contractor may choose to subcontract existing government test agencies to perform various tests in the interest of schedule, cost, facilities available, and test acceptance assurance.  The contractor is encouraged to use government test facilities whenever possible.

4. DoN Major Claimants. A Major Claimant is an Echelon 2 command that “claims” a portion of the DoN budget to support operating forces by paying salaries, buying supplies, funding maintenance and acquiring systems and equipment.  All Navy and Marine Corps units are funded through one of these major claimants.  Because each claimancy has its own budget, they essentially operate as autonomous businesses within the DoN.  As part of the implementation process each major claimant may conduct  testing to establish a pre-NMCI baseline.  This baseline will be used for a post installation determination that NMCI “has done no harm.” 

a. The first period of NMCI Inspection and Acceptance will be the Naval Aviation Installation Phase, involving NAVAIR as the first major claimant installation, and portions of other claimants.  NAVAIR will develop the first NMCI DT&E test plan.  This will be used as a template for subsequent installations during the Full Enterprise Installation Phase.

5.  COMOPTEVFOR, Norfolk, VA.  COMOPTEVFOR is responsible for planning and conducting all OT&E, and will coordinate planning with the Program Manager, T&E Manager, and major claimants.  N6 and PEO-IT will identify the NMCI operational capabilities to COMOPTEVFOR for use in developing the NMCI test plan for the Naval Aviation Installation Phase.  COMOPTEVFOR will be responsible for analysis of OT data, and will monitor DT as appropriate.  

6.  Joint Interoperability Test Command (JITC), Fort Huachuca, AZ.  JITC is responsible for planning and conducting Interoperability Testing, and will develop the NMCI Interoperability Evaluation Certification Plan (ICEP), and conduct certification testing.

7.  NMCI Support Facilities.  (TBD)

8.  NMCI Training Facilities.  (TBD)

9.  NMCI Test Facilities.  (TBD)



Figure I-2 - Integrated Test Program Schedule 

3.
PART III--DEVELOPMENTAL TEST AND EVALUATION OUTLINE

Developmental Test and Evaluation Overview.  NMCI T&E will be conducted as a function of contract management and independent assessment.  The NMCI contract provides for Inspection and Acceptance as the method for verifying that the services provided by the Contractor are in compliance with the requirements of this contract.  DT&E will largely consist of Contractor executed testing and verification against contract requirements, with Contractor-developed, Government-approved, test processes and procedures.  Government only testing may also be conducted by the PMO, one or more of the major claimants, or other agencies contracted by the PMO, to establish baseline performance prior to NMCI installation, or as a supplement to contractor testing.  

DT&E plans will be tailored to each installation increment.  Plans will include: proposed testing and evaluation methodologies; mission essential applications to be tested; high-level operational architecture products depicting mission essential Information Exchange Requirements (IERs); identification of key communities of interest and unique mission requirements that must be supported; and specific security requirements to be tested.  The Contractor is required to work with designated Government representatives to identify key performance parameters to be evaluated.  Key performance parameters selected will include those required to adequately demonstrate security, interoperability, and service delivery performance.  These key performance parameters will exclude those metrics that cannot be reasonable measured and reported based on phased service implementation agreed to at time of contract award.

NMCI Inspection and Acceptance will be divided into two distinct periods: Naval Aviation Installation Testing and Evaluation and Full Enterprise Installation Testing and Evaluation.  Test names, locations, start dates, and duration of tests are shown in Table I-2.

Phase
Test Name
Locations
Start Date
Duration

Naval Aviation
Baseline
HQ NAVAIR

NAS Le Moore

NAS Washington DC

(TBD)




Contractor DT&E
Same




Government Security Test
Same




Interoperability Certification
Same



Full Enterprise
Baseline
(TBD)




Contractor DT&E





Government Security Test





Interoperability Certification




Table I-2 - DT&E Overview

1. Naval Aviation Testing and Evaluation.  This period covers the first NMCI installation increment, which is defined as the first order for installation.  This phase will be considered successful when both DT&E and IOT&E have determined that sustained service delivery meets contract requirements for the entire user community in the NMCI first increment installation.  Successful completion of this phase will constitute achievement of Initial Operational Capability (IOC) for NMCI implementation.

a. The NMCI Contractor is required to develop, in consultation with designated Government representatives, required processes and procedures to demonstrate contract compliance.  It is expected that the Contractor’s standard commercial test plans, processes, and procedures will provide the basis for these.  The Government will approve these processes and procedures prior to the start of increment installation and integration.  The Contractor will use these same processes and procedures for Service Level Agreement (SLA) compliance monitoring and reporting during the life of the contract, unless otherwise specified or approved by the Government.  The Contractor will demonstrate SLA compliance for all key performance parameters for the first installation increment identified in the Government’s implementation schedule.

b.  The Government will review and approve all test documents, and monitor all test activities.  The Contractor will provide the Government access to all test data, and deliver all test reports to the NMCI T&E manager.  The Government reserves the right to audit the Contractor’s performance monitoring activities, and to perform independent verification and testing to validate the Contractor’s performance against contract requirements.  The right to audit includes, but is not limited to, inspection of the Contractor’s data collection, measurement tools, and the report of service levels.

c. Interoperability Certification.  JITC is responsible for planning and conducting Interoperability Testing, and will develop the NMCI Interoperability Evaluation Certification Plan (ICEP) and conduct certification testing.  Interoperability Certification will be developed iteratively with each NMCI segment.  The first certification will only apply to the Naval Aviation installation.  Subsequent certifications will require additional JITC participation and testing.

(1). The intent is to develop joint interoperability test requirements that will complement DT&E and OT&E plans, allowing JITC to observe and collect data during DT&E and OT&E test events without the need for stand alone interoperability testing.

(2). The scope of Interoperability Certification is defined as the interoperability among joint mission critical information technology systems (e.g. networks, switches, interchange transmissions, computers, software, and services).  The certification specifically excludes components and services that have no interaction to DoN.

(3). The Information Exchange Requirements (IERs) for a given application is the exchange of information between that given application and another instance of that application (or another application) external to DoN.  The number of IERs required for a given applications limited only to the number that satisfactorily demonstrates the capability of the given applications to interoperate.

(4). Continuous Comprehensive Evaluation (CCE) will be employed for certification.  Under this concept JITC will test each instance of an architecture and IER once, and use those results for other identical instantiations, without any additional required testing.  This means that if the architecture implementation at a claimant is sufficiently similar to the one at another claimant, then the IERs that were previously test will not be retested. 

2. Full Enterprise Testing and Evaluation.  This will begin at IOC and is associated with post-IOC increment installation and integration, including major modification of existing segments, and will be conducted as new increments are transitioned to full SLA compliance.  Full Enterprise testing and evaluation will include regression testing on existing NMCI segments to the extent agreed upon between the Government and the Contractor, defined in the Contractor’s Fielding and Transition Plan, Interoperability Certification testing, and FOT&E, as necessary.  It is expected that  this testing will utilize the test processes and procedures developed for the Naval Aviation Installation testing, tailored to the increment ordered, for regression testing, and to define the minimum testing required to establish confidence that NMCI (existing and newly installed and integrated increment) meets contract requirements, as specified in key performance parameters.  The Government has reserved the right to have the Contractor demonstrate modifications to the existing baseline, and the integration of those modifications prior to implementation.

a. Regression Testing.  When an NMCI segment is modified, either by applying maintenance or through technology enhancements, the contractor is required to:

Minimize time required to complete configuration modification to achieve the updated baseline.

Test and coordinate system, product, and service rollouts with the government to facilitate implementation and minimize impact to users.

Maintain interoperability among the various seat configurations.  A modification to any existing baseline configuration, which was interoperable prior to the modification, will maintain that interoperability after the modification is fully integrated.

Maintain interoperability with extranets.  Interoperability must not be affected by any enhancement.

b. Interoperability Certification.  JITC will develop the NMCI ICEP and conduct certification testing.  Interoperability Certification will be developed iteratively with each NMCI segment.  The first certification will only apply to the Naval Aviation installation.  Subsequent certifications will require additional JITC participation and testing similar to that described under Naval Aviation Installation Testing and Evaluation..

3. On-going Government Testing.  For contract performance level verification, the NMCI project team will establish a service level management program that monitors the performance of the NMCI network and security features.  This performance will be contractually binding and contain incentives for the contractor to exceed performance, security, and customer satisfaction parameters.  Penalties may be imposed when performance measures are not met.  Independent government teams will monitor performance for compliance to the SLAs and requirements, and special “red teams” will routinely assess network security.  All metrics used to measure performance are contained within the SLAs.

4. Security Testing. The Information Assurance (IA) SLAs fall into two categories: Security Planning Services and Security Operational Services.  Authorized DoN personnel will ensure that the security of NMCI satisfies DoN, DoD, and federal requirements, and will exercise essential command authority over the DoN defensive Information Warfare (IW) activities.  In concert with the requirements for certification and accreditation (C&A) of all DoD computer networks (classified and unclassified), authorized DoN personnel will be the approving authority for the following components of NMCI:

Security architecture

Security critical product selections

Network connectivity plan

Security procedures

Other security critical factors as required

Responses to network threats and attacks constitute IW defense command decisions that, as a minimum, will be authorized by designated, uniformed DoN personnel.  The DoN command structure will retain directive authority over all NMCI threat responses.  DoN personnel will also be the conduits for authorized responses to directives received from JTF CND (Joint Task Force Command and Decision) or joint service regional CINCs or coordinated joint service response to threats.  As the INFOCON (information condition) level is raised during time of conflict, DoN personnel will retain command decision authority.

a. Red Teams.  Red Teams will be used to continuously validate the security posture of NMCI, focusing on general system vulnerabilities and evolving threats.  The Red Teams will be lead by the Fleet Information Warfare Center (FIWC).  Red Team activities will provide input to the certification and accreditation process, as well as data to assess the NMCI Contractor compliance with the SLAs.  Leadership of the Red Teams will be government based, and may be supplemented by contractor support.  The Red teams will be a critical factor in determining SLA compliance, and will be used to identify vulnerabilities and risks associated with NMCI operation, and to verify contract compliance.  

b. Green Teams. Green Teams will verify contractor compliance with the security related SLAs for security integrity, detecting and blocking intrusions, rate of security refresh and recovery, and implementation of Information Assurance Vulnerability Alerts.  The Green Teams will be lead by the Space and Naval Warfare Systems Command (SPAWAR).  DoN will seek assistance form DISA and the National Security Agency (NSA) to augment internal Red Team resources already chartered to various DoN activities.  Leadership of the Green Teams will be government based, and may be supplemented by contractor support, and military personnel.

B. Future Developmental Test and Evaluation.

(1) Configuration Description.

(2) Developmental Test and Evaluation Objectives.

(3) Developmental Test and Evaluation Events, Scope of Testing, and Basic Scenarios.

(4) Limitations.

4.
PART IV--OPERATIONAL TEST AND EVALUATION OUTLINE

A. Operational Test and Evaluation Overview.

B. Critical Operational Issues.

C. Future Operational Test and Evaluation. For each remaining phase of operational test and evaluation, separately address the following:

(1) Configuration Description.

(2) Operational Test and Evaluation Objectives.

(3) Operational Test and Evaluation Events, Scope of Testing, and Scenarios.  

(4) Limitations.  

5.
PART V--TEST AND EVALUATION RESOURCE SUMMARY

A. T&E Resource Summary.


1. The T&E resource requirements and comments for NMCI Naval Aviation Installation Test and Evaluation Phase are shown in Table I-3.

Resources
Test


Baseline
DT&E
IOT&E

Test Articles




Test Sites and Instrumentation




Test Support Equipment




Threat Representation




Operational Force Test Support




Simulations, Models and Testbeds




Special Requirements




Test and Evaluation  Funding Requirements




Manpower/Personnel Training




Table I-3 - Naval Aviation Installation T&E Resource Requirements


2. The T&E resource requirements and comments for NMCI Full Enterprise Installation Test and Evaluation Phase are shown in Table I- 4.

Resources
Test


Baseline
DT&E
FOT&E

Test Articles




Test Sites and Instrumentation




Test Support Equipment




Threat Representation




Operational Force Test Support




Simulations, Models and Testbeds




Special Requirements




Test and Evaluation  Funding Requirements




Manpower/Personnel Training




Table I-4 - Full Enterprise Installation T&E Resource Requirements

B. T&E Resource Issues.  (TBD)

Title
Name
Organization
Phone Number

NMCI Program Sponsor
Mr. J. Cipriano
PEO-IT
703-602-4967

NMCI Program Manager
CAPT W. Bry
SPAWAR (PMW-152A)
619-524-7910

NMCI T&E Manager
Mr. D. Martinez
SPAWAR (PMW-152-1)
619-524-7573

Operational Test Director
CDR J. May
OPTEVFOR (Code 65)
757-444-5546

ext: 3266

JITC Test Director
Mr. K. Holmes
JITC
301-744-2763

Security Test Director




Contractor Test Director




Test Site: HQ NAVAIR
Mr. J. Farley
NAVAIR


Test Site:




Test Site:




Test Site:




Test Site:




Table I-5 – Points of Contact

Appendix J

Request for Addition of NMCI Services to CLIN 0023

Name (Last, First, MI)        
Street Address        
City        

State        
Telephone Number        

E-mail Address        
CTR Number        
CTR E-mail Address        
Activity UIC Address        
Description of Requested Service, Manufacturer, Model and GSA Part Number (if known) to be added:       
Justification for Additional Service/Mission Impacts if not approved:        
Appendix K – NMCI WAN Provisioning Request


NOTE:  All dates are calculated based on normal working days.  No holidays or weekends will be included.

Appendix L – Acronym Glossary

ACO


Administrative Contracting Officer

ACS


Assistant Chief of Staff

ACT


Action Collaboration Team

AoA


Analysis of Alternatives

AOR


Assumption of Responsibility 

ASD


Assistant Secretary of Defense

ASN


Assistant Secretary of the Navy

ATM


Asynchronous Transfer Mode

BAN


Base Area Network

BFM 


Business Financial Manager

BLII


Base Level Information Infrastructure

C2


Command and Control

C3I


Command, Control, Communications, and Intelligence

C4I


Command, Control, Communications, Computers, and Intelligence

CA


Customer Advocate

C&A


Certification and Accreditation

CBT


Computer Based Training

CCA


Claimant/Command Agreement 

CCA


Clinger-Cohen Act

CEP


Command Execution Plan

CINCLANT

Commander in Chief Atlantic

CINCPAC

Commander in Chief Pacific

CIO


Chief Information Officer

CLIN


Contract Line Item Number

CM


Configuration Management

CMC


Commandant of the Marine Corps

CME


Command Mission Equipment

CMS


Cryptologic Material Security

CMS


COMSEC Material System

COMPUSEC

Computer Security

COMSEC

Communications Security

CONOPS

Concept of Operations

CONUS

Continental United States

COR


Contract Officer Representative

COTR


Contracting Officer's Technical Representative

CPARS


Contract Performance Assessment Reports

CR


Completion Report

CRA


Continuing Resolution Authority

CS


Customer Satisfaction

CTF


Commander Task Force

CTR


Customer Technical Representative

DAA


Designated Approving Authority

DASN


Deputy Assistant Secretary of the Navy

DCMS


Director, COMSEC Material System

DFAS


Defense Finance Accounting Service

DIMHRS

Defense Integrated Military Human Resources System

DISA


Defense Information Systems Agency

DISN


Defense Information Systems Network

DITCO


Defense Information Technology Contracting Organization

DITSCAP

DoD Information Technology Security C&A Process

DMS


Defense Message System 

DoD


Department of Defense

DoN


Department of the Navy

DPM


Deputy Program Manager

DRM


Design Reference Manual

DSC


DISN Service Center

DSL


Digital Subscriber Line

DSN


Defense Switched Network

DVS


DISN Video Services

EIWG


Enterprise IT Strategy and Coordination Working Group

FAD


Financial Accounting Data

FFP


Firm-Fixed-Price

FIMS


Financial Information Management System

FISC


Fleet Industrial Supply Center

FIWC


Fleet Information Warfare Center

FMB


Financial Management Board

FOC


Full Operational Capability

FTS


Federal Telecommunications Service

FY


Fiscal Year

FYDP


Five-Year Defense Plan

GETS


Government Emergency Telecommunications Service

GFE


Government Furnished Equipment

GFI


Government Furnished Information

GFI


Government Furnished Inventory

GIG


Global Information Grid

GMO


Government Management Office

HAC S&I

House Appropriations Committee Survey and Inspection Team

HASC


House Armed Services Committee

HCI


Human Computer Interface

HQMC 


Deputy Chief of Staff Marine Corps 

IA


Information Assurance

I&A


Information and Authentication

IAVA


Information Assurance Vulnerability Alert

ICD


Interface Control Document

ID/IQ


Indefinite Delivery/Indefinite Quantity

IDO


Incentive Determining Official

ILS


Integrated Logistic Support

IM/IT


Information Management/Information Technology 

IOC


Initial Operational Capability

IPT


Integrated Process Team

IPR


In-Progress Review

IRB


Incentive Review Board

ISEA


In Service Engineering Agent

ISMO


Information Systems Management Office

ISO


International Standards Organization

ISSO


Information Systems Security Officer

IT


Information Technology

ITIA


Information Technology Infrastructure Architecture

IT21


Information Technology for the 21st Century

JFCOM


Joint Forces Command

JTA


Joint Technical Architecture

JV 2010

Joint Vision 2010

LAN


Local Area Network

LE


Lead Engineer

LOA


Line of Accounting

LSA


Logistic Support Analysis

MAC


Moves, Adds, and Changes

MAW


Marine Aircraft Wing

MCEN


Marine Corps Enterprise Network

MCTN


Marine Corps Tactical Network

MLPP


Multi Level Precedence and Preemption

MOA


Memorandum of Agreement

NASCAMP

Navy Switch and Cable Modernization Program

NAVICP

Navy Inventory Control Point

NAVRESFOR

Commander, Naval Reserve Force

NAVSEA

Naval Sea Systems Command

NAVSUP

Naval Supply Systems Command

NIPRNET

Non-secure Internet Protocol Router Network

NMC


Network Management Center

NMCI


Navy Marine Corps Intranet

NNIOC


Naval Network and Information Operations Command

NOC


Network Operations Center

NSA


National Security Agency

NSIPS


Naval Standard Integrated Personnel System

NTPG


NMCI Transition Planning Guide

OACT


Overarching Action Collaboration Team

OCONUS

Outside Continental United States

OLA


Office of Legislative Affairs

OPCON

Operational Control

OPM


Office of Personnel Management

OPNAV N6

Chief of Naval Operations

ORN


Order Request Number

OSD


President’s, Office of the Secretary of Defense

OWAN


Okinawa Wide Area Network

PACOM

Pacific Command

PCO


Procuring Contracting Officer

PD


Program Directorate

PDA


Personal Digital Assistant

PEO-IT


Program Executive Office for Information Technology

PKI


Public Key Infrastructure

PM


Program Manager

PMO


Program Management Office

PMW


Program Management Warfare

PO


Purchase Order

POAM


Plan of Action and Milestones 

POC


Point of Contact

POM


Program Objective Memorandum

POP


Point of Presence

PPI


Past Performance Information

PPP


Priority Placement Program

PR


Purchase Request

PSQ


Preliminary Site Questionnaire

PTSN


Public Switched Telephone Network

RCP


Request for Contractual Procurement

RD&A


Research Development and Acquisition

REA


Request for Equitable Adjustment

RFP


Request For Proposal

RFS


Request for Service

RII


Reinvestment In Infrastructure 

SABI


Secret and Below Interoperability

SAM


Status of Acquisition Report

SCI


Sensitive Compartmental Information

SCM


Site Concurrence Memorandum

SDP


Service Delivery Point

SIMAN


Station Iwakuni Metropolitan Area Network

SIPRNET

Secret Internet Protocol Router Network

SLA


Service Level Agreement

SME


Subject Matter Expert

SOW


Statement of Work

SPAWAR

Space and Naval Warfare Systems Command

SPAWARSYSCOM
Space and Naval Warfare Systems Command

SSA


Software Support Activity

SSAA 


System Security Authorization Agreement 

SSC-SD

SPAWAR Systems Center - San Diego

ST&E


Security Test and Evaluation

STAT


Systems Transition Analysis Team

TO


Task Order

TOD


Technical Objective Document

TR


Telecommunications Request

TS


Top Secret

TSO


Telecommunications Service Order

UIC


Unit Identification Code

USMC


United States Marine Corps

USN


United States Navy

VERA 


Voluntary Early Retirement Authority 

VPN


Virtual Private Network

VTC


Video Tele-Conferencing

WAN


Wide Area Network

WIPT


Working Integrated Product Team

WR


Work Request
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		SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS


OFFEROR TO COMPLETE BLOCKS 12, 17, 23, 24, & 30

		1. REQUISITION NUMBER

		PAGE 1 OF 15



		

		N0003900REQNO

		



		2. CONTRACT NO.

		3. AWARD/EFFECTIVE DATE

		4. ORDER NUMBER

		5. SOLICITATION NUMBER

		6. SOLICITATION ISSUE DATE



		

		

		AB01

		N12345-01-R-0001

		1 Oct 00



		7. FOR SOLICITATION INFORMATION CALL

		(

		NAME Mr. Im N. Aco

 acoin@fisc.navy.mil

		b. TELEPHONE NUMBER (No collect calls) (987)654-321

		8. OFFER DUE DATE/LOCAL TIME


23 Nov 00/1600



		9. ISSUED BY 




		CODE

		N12345

		10. THIS ACQUISITION IS


(UNRESTRICTED


   ( SET ASIDE:        % FOR

		11. DELIVERY FOR FOB DESTINATION UNLESS BLOCK IS MARKED

		12. DISCOUNT TERMS



		Commander 


Fleet and Industrial Supply Center


123 Fleet street 


wherever, st  12345-6789


IM N. ACO, Code: 007, (987)654-321 acoin@fisc.navy.mil

		   ( SMALL BUSINESS

		( SEE SCHEDULE

		



		

		   ( SMALL DISAV. BUSINESS

		(

		13a. THIS CONTRACT IS A RATED ORDER UNDER DPAS (15 CFR 700)



		

		   (  8(A)

		13b. RATING



		

		SIC:  


SIZE STANDARD: 

		14. METHOD OF SOLICITATION


x RFQ  (  IFB  (  RFP



		15. DELIVER TO

		CODE

		N45678

		16. ADMINISTERED BY 

		CODE

		S0514A



		Commander 


NAS FLYAWAY


747 jET DRIVE


HOMETOWN, ST  23456-7890

		DCMC SAN DIEGO 


7675 DAGGET ST. 


SUITE 200 


SAN DIEGO, CA 92111-2241



		17a. CONTRACTOR/ OFFEROR 

		CODE

		1XYZ9

		FACILITY CODE

		

		18a. PAYMENT WILL BE MADE BY

		CODE

		HQ0339



		MEGAVENDOR CORP.


999 MEGAVENDOR DRIVE


PODUNK, ST 98743


(987)654-1232

		DFAS COLUMBUS CENTER


DFAS-CO/WEST ENTITLEMENT OPERATIONS


PO BOX 182381


COLUMBUS OH 43218-2381



		(

		17b. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN OFFER

		18b. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 18a UNLESS BLOCK BELOW IS CHECKED    ⊠ SEE ADDENDUM – Submit invoice to COR; copy to CTR



		19.


ITEM NO.

		20.


SCHEDULE OF SUPPLIES/SERVICES

		21.


QUANTITY

		22.


UNIT

		23.


UNIT PRICE

		24.


AMOUNT



		

		VENDOR ORDER #1234 FOR NMCI SERVICES - SEE PAGE 2

		

		

		

		



		

		TOTAL                                  (Attach Additional Sheets as Necessary)

		

		

		

		



		25. ACCOUNTING AND APPROPRIATION DATA

		26 TOTAL AWARD AMOUNT (For Govt. Use Only)



		

		



		(

		27a. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212-1, FAR 52.212-4. FAR 52.212-3 AND 52.212-5 ARE ATTACHED.

		( ARE

		( ARE NOT ATTACHED



		(

		27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52.212-5 IS ATTACHED.  ADDENDA

		( ARE

		( ARE NOT ATTACHED



		(

		28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT AND RETURN ONE (1) COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER ALL ITEMS ET FORTH OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED ABOVE.

		(

		29. AWARD OF CONTRACT: REFERENCE _______________________ OFFER DATED _________________.  YOUR OFFER ON SOLICITATION (BLOCK 5), INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE SET FORTH.



		30a. SIGNATURE OF OFFEROR/CONTRACTOR

		31a. UNITED STATES OF AMERICA (SIGNATURE OF CONTRACTING OFFICER)



		

		



		30b. NAME AND TITLE OF SIGNER




		30c. DATE SIGNED

		31b. UNITED STATES OF AMERICA


IM N. ACO

		31c. DATE SIGNED



		32a. QUANTITY IN COLUMN 21 HAS BEEN


( RECEIVED    ( INSPECTED     


( ACCEPTED, AND CONFORMS TO THE CONTRACT, EXCEPT AS NOTED

		33. SHIP NUMBER

		34. VOUCHER NUMBER

		35. AMOUNT VERIFIED CORRECT FOR



		

		

		PARTIAL

		

		FINAL

		

		



		32b. SIGNATURE OF AUTHORIZED GOVT. REPRESENTATIVE

		32c. DATE

		36 PAYMENT


( COMPLETE    ( PARTIAL    ( FINAL

		37. CHECK NUMBER



		

		

		38. S/R ACCOUNT NUMBER

		39. S/R VOUCHER NUMBER




		40. PAID BY



		41a. I CERTIFY THIS ACCOUNT IS CORRECT AND PROPER FOR PAYMENT

		42a. RECEIVED BY (PRINT)




		



		41b. SIGNATURE AND TITLE OF CERTIFYING OFFICER

		41c. DATE

		42b. RECEIVED AT (LOCATION)




		



		

		

		42c. DATE REC’D

		42d. TOTAL CONTAINERS




		



		AUTHORIZED FOR LOCAL REPRODUCTION

		SEE REVERSE FOR OMB CONTROL NUMBER AND


PAPERWORK BURDEN STATEMENT

		STANDARD FORM 1449 (10-95)


PRESCRIBED BY GSA-FAR (48 CFR) 53.212





Cite NC 2276 document number for financing order 







Use standard DFARS order numbering scheme.  One order per UIC, for the life of the NMCI contract.  Issue mods as required for subsequent years and as requirements change.







Customer’s address and UIC







Customer’s address and UIC







Addendum must instruct vendor to submit invoice to COR, with copy to CTR. 







Vendor’s order number will be referenced in block 20.







COR will use SF 1449 blocks 32 and 41 to indicate acceptance and certification of invoices.   Block 36 “Partial” will be used to authorize 85% payment for vendor’s assumption of OPCON on initial delivery of services












_1029852499.doc
		AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

		1. CONTRACT ID CODE

		PAGE  OF  PAGES



		

		

		1

		



		2. AMENDMENT/MODIFICATION NO.

		3. EFFECTIVE DATE

		4. REQUISITION/PURCHASE REQ. NO.

		5. PROJECT NO. (If applicable)



		AB01-01

		SEE BLOCK 16C

		N0003900REQNO.01

		IDEA



		6. ISSUED BY

		CODE

		N12345

		7. ADMINISTERED BY (If other than Item 6)

		CODE

		S2101A



		Commander 


Fleet and Industrial Supply Center


123 Fleet street 


wherever, st  12345-6789


IM N. ACO, Code: 007, (987)654-321 acoin@fisc.navy.mil

		DCMC SAN DIEGO 


7675 DAGGET ST. 


SUITE 200 


SAN DIEGO, CA 92111-2241



		8. NAME AND ADDRESS OF CONTRACTOR (No., street, county, State, and ZIP Code)

		(()

		9A. AMENDMENT OF SOLICITATION NO.



		MEGAVENDOR CORP.


999 MEGAVENDOR DRIVE


PODUNK, ST 98743


(987)654-1232

		

		



		

		

		9B. DATED (SEE ITEM 11)



		

		

		



		

		

		10A. MODIFICATION OF CONTRACT/ORDER NO.



		

		

		N00024-01-C-6000 AB01



		

		(

		10B. DATED (SEE ITEM 13)



		CODE

		1XYZ9

		FACILITY CODE

		

		

		



		11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS



		



		

		( The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers ( is extended, ( is not extended.



		



		Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:



		



		(a) By completing Items 8 and 15, and returning              copies of the amendment;  (b) By acknowledging receipt of this amendment on each copy of the offer submitted; of (c) By separate letter of telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.



		12. ACCOUNTING AND APPROPRIATION DATA (If required)  



		SEE ATTACHED 



		



		(()

		A.

		THIS CHANGE ORDER IS ISSUED PURSUANT TO: SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A. (Specify authority)



		

		

		



		

		

		



		

		B.

		THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.)  SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b)



		

		C.

		THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:



		

		

		



		

		D.

		OTHER       



		X

		

		     FAR 43.103 and mutual agreement



		



		E. IMPORTANT:  Contractor      (  )    is not     (() is required to sign this document and return 1  copies to the issuing office.       



		



		14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)



		The purpose of this modification….etc.






		15A. NAME AND TITLE OF SIGNER (Type of print);KL

		16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or Print)



		

		IM N. ACO



		15B. CONTRACT/OFFEROR

		15C. DATE SIGNED

		16B. UNITED STATES OF AMERICA

		16C. DATE SIGNED



		                                                             

		

		

		

		

		

		

		



		(Signature of person authorized to sign)

		

		(Signature of Contracting Officer)

		





NSN 7540-01-152-8070









STANDARD FROM 30 (REV. 10-83)


PREVIOUS EDITION UNUSABLE









Prescribed by GSA














FAR (48 DFR) 53.243

Cite NC 2276 mod document number for financing order 







Enter Modification Reason Code in SF30 Block 5 
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